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aspects of user authentication mechanisms. From this thesis research perspective, a 

security designer is an expert in computer security and possesses a reasonable 

understanding of the skills, mindset, and background of the users who are expected to 

perfonn an authentication task. USS integrates usable security earlier into the 

requirements and design phases of the user authentication methods development 

lifecyc1e. 

5.3 Usability Factors and lJsability Criteria Mapping 

Generally speaking, the quality of a software product is specified by its internaI 

and external capability to assist users to achieve their goals, and the organization 's 

goals, therefore improving productivity and human health. The (ISO/IEC 9126­

1:2001) standard is founded on a quality mode! for software products that consists of 

two parts: (1) external and internai quality and (2) quality in use. In brief, internaI 

quality refers to properties of the non-executable portion of a software product during 

its development, and metrics for internai quality in general refers to the quality of 

intennediary deliverables, for instance the source code for a prototype version. 

External quality in turn refers to the behavior of the computer system of which the 

software product is a part. 

To build the usability factors and usability criteria mapping, an adaptation of the 

Quality in Use lntegrated Measurement (QUIM) (Seffah et al, 2005) hierarchical 

model has been used. "Quality in use is a kind of higher-order software quality 

construct, and it concerns whether a software product enables particular users to 

achieve specified goals with effectiveness, productivity, safety, and satisfaction in a 

specifie context ofuse." 

QUIM adopts the viewpoint of most Hel standards that serve to foster quality in 

use in different factors: Usability is broken down into factors, then into criteria. For 

the purposes of this thesis, nine (9) usability factors and eight (8) usability criteria 

have been developed as follows: 
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1.	 Efficiency: the capability of the software product to provide appropriate 

performance, relative to the amount of resources used under stated conditions. 

2.	 EfJecliveness: the capability of the software product to enable users to achieve 

specified goals with accuracy and completeness in a specified context ofuse 

3.	 .Productivity: the capability of the software product to enable users to expend 

appropriate amounts of resources in relation to the effectiveness achieved in a 

specified context of use. 

4.	 Satisfaction: the capability of the software product to satisfy users ln a 

specified context of use. 

5.	 Learnability: the ease with which a user can mas ter the required features for 

achieving his or her goals. 

6.	 Safety: whether a software product limits the risk of harm to people or other 

resources. 

7.	 Trustfillness: the degree of faithfulness a software product offers to its users. 

8.	 Accessibility: the capability of a software product to be used by permanently or 

temporarily disabled persons (i.e. vision, hearing, motor, cognitive and 

language impairment). 

9.	 Universality: whether a software product accommodates a diversity of users 

(e.g., takes cultural considerations into account). 

10.	 Usefillness: the degree to which a software product actually helps to solve 

users' practicaJ problems. 
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Each factor is broken down into criteria as follows: 

1.	 Minimal Action: capability of the application to help users achieve their tasks 

in a minimum number of steps. 

2.	 Minimal Memory Load: whether a user is required to keep minimal amount of 

information in mind in order to achieve a specified task. 

3.	 Operability: amount of effort necessary to operate and control an application. 

4.	 Privacy: whether users' personal information is appropriately protected. 

s.	 Security: capability of the application to protect information and data so that 

unauthorized persons or systems cannot read or modify them and authorized 

persans or systems are not denied access. 

6.	 Load Time: time required for the application to load (i.e., how fast it responds 

to the user). 

7.	 Resource Saiety: whether resources including people are handled properly 

without any hazard. 

Consider this example to illustrate the applicability of the usability factors and 

their corresponding criteria using a MTM as shown in Table S.I. It demonstrates 9 

usability factors and 7 usability criteria. The relation between, for instance, the 

usability factor Efficiency is assumed to correspond to the criteria Minimal Action, 

Operability, Privacy, Resource Safe/y, and Minimal Memory Load. 
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USABILITY FACTORS # Task Scenario	 Security Problem/Threat Usability Criteria 
(f) Cf)

c .2:- g :~' Cf)>- :~' (f)
0 (1) Q)ü S c :0 roc ""B :0 (f) 

c 
Q) 'fi CIl >- <Ji2 :::J :2 (f) a; ::::l

"(3	 (f) C :§ v; (1) 'Qi-0 .2:ro :::J Cf)tt= ~ S? Q) C1l Ü 
C 

w Cf) 0... --1 (f) .= « ü 
::> ::::J 

1 Authenticate yourself	 Storage of Information: Minimal Action 
replay attacks, eavesdropper and 
session hijacking, and • • • • 
Man-in-the-middIe and verifier 
impersonation. 

2	 Transfer funds to an international Access Control Operability 
bank account 

3 Buy a ticket concer1 Sensitive Information Privacy • • • • • 
Minimal Action • • • • 

4 Access your MTM with your ceIl CredentiaIs across severaI Security 
phone channels 

5 Deposit your check using Encryption Loading Time 
checking image • • • • 

6 Send a silent aIann User physical safety Minimal Memory 
Load • • • • • • 
Resource Safety • 

Table 5.1: Usability factors and Usability criteria mapping for a MTM. 
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5.3.1 User Authentication Use Cases 

The following user authentication use cases have been developed to serve as the task 

scenarios (Table 5.2): Authenticate to the MTM and sub-systems, Transfer funds to an 

international bank account, Buy a concert ticket, Access your MTM with your cell 

phone, Deposit your check using checking image, and finally Send a silent alarm. 



Table 5.2: User authentication use cases. 

# Name 
1 Authenticate 

to a MTM 
and other 
systems 
(Multipurpose 
çontactless 
Smart .Gard 
[MpCC]) 

USE CASE 
Scenario 
Customer must 
log in using a 
multipurpose 
contactless (*) 
token-based 
authentication in 
combination with 
KBA method 
(PIN) in order to 
have access to the 
MTM ' s system. 
This MpCC can 
provide access to 
other services 
than those 
supplied by the 
MTM such as 
keeping medical 
records, physieal 
access to 
buildings (when 
used with a 
reader), and make 
small purchases 
with an electronic 
purse. (*) A 
contactless smart 
card includes an 

SECURITY 
Problem 
Storage of 
Information 
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Scenario 
A multipurpose contactless 
smart card however puts more 
sensitive infonnation on the 
card (i.e., ail applications in 
one card is clearly Jess secure 
than one card with one 
application), and also requires 
more complex organizational 
coordination. 
The risk involved if the wrong 
person gets access to the card, 
is much higher. Moreover, 
contactless smart cards open 
the door to attacks which 
exploit over-lhe-air 
communication channels in an 
unsolicited way such as 
eavesdropping (a man-in-the­
middle attack, where someone 
might cut out a few data 
blacks and replace them with 
other data to change for 
example transaction 
amounts); interruption 0/ 
operations (the card moves in 
the electromagnetic field, th us 
the communication between 
the reader and the card may 
be interrupted at any time 
without notice. The user may 
move the card out of the field 

Required Features 
To log into the 
MTM: 

•	 Insert your 
MpCC in the 
MTM's card 
slot; 

• Enteryour PIN. 
To authcnticate to 
a medical 
institution logging 
on to a computer 
with the MpCC: 

•	 Inscrt your 
card in the 
smart card 
reader; 

•	 Enter your 
PIN. 

To authenticate to 
a facility (e.g., 
building) that is 
physical access 
control which 
authenticates 
individuals and 
pennits access to 
physically secure 
areas: 

USABILITY 
Problem 
User 
Convenience 
(dealing 
with 
multipurpose 
vs. one 
purpose 
smart cards). 

Scenario 
An MpCC improves in 
fact user convenience, not 
having to carry several 
cards and usually 
memorizing different PIN 
codes. However, it raises 
the risk if the card is lost 
or gets stolen, and also if 
the card is forgotten by the 
customer in the reader of 
the MTM. 
Using a one purpose card 
is more secure, but means 
the user will need to carry 
one card for each 
application which is not so 
convenient. 



embedded smart 
card secure 
microcontroller, 
internaI memory 
and a small 
antenna and 
communicates 
with a reader 
through a 
contactless RF 
interface. 

•	 Bring l'our 
MpCC close to 
a card reader. 

To debit an 
amount from a 
clcctronic 
purse(i.e., the card 
ean be loaded 
with "eJectronic" 
value that can be 
deeremented as 
purehases are 
made): 

•	 Pal' l'our lunch 
with l'our 
l11ultipurpose 
contactless 
smalt card in 
the cafeteria. 
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without being aware of it and 
the system and the application 
need to ensure that 
transactions come to a regular 
end. For example, in ticketing 
applications, the system needs 
to ensure the user is not 
charged twice, but actually 
just once); cover/transactions 
(fraudulent merchants 
communicate with the user's 
card, triggering forged 
transactions using forged 
readers. For example, sllch 
merchants could process a 
number of transactions 
instead of only one); and 
finally denial a/service (the 
user and the issuer should be 
aware of the denial of service 
attack, in which, for example 
ail monetary unils could be 
debited from the card at a 
distance, thus denying the 
user access to the service s/he 
has paid for) 
(Handschuh2004). 
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USE CASE USABILlTY SECURITY 
# Name Scenario Rcquired Fcatures Problem Scenario Problem Scenario 

2 Transfer Customer must When prompted, Weighty Customer has to deal with Access In high-value financial 

funds to an prove his customer places Workload both access control and Control transactions environment, 

international identity again to his hand on the strong authentication, that procedures to control 

bank protect access pa lm scanner. is, in this case three-factor access to several areas of 

account to particularly authentication as described the card become 
sensitive below: predominantly important. 
applications Biometric authentication The degree of security 
(i.e., (palm scanning): customer changes wi th the degree 

authentication is not habituated with of sensitivity of the data 

for high-value biometric identification. In related to the application. 
financial fact, this customer has The issue of data security 
transactions) already been identified by becomes more complex 
through a a two-factor authentication for example in a high­
biometric-based method according to the value financial 
authentication task 1. However, he wants transaction because the 
method to perform a higher risk application requires a 
(See figures in transaction so customer has different level of 
the next page). to prove again his identity security. Some 

to the system. applications may require 
no security; others may 
be sufficiently protected 
by a PIN; others may 
require the use of 
biometrics to protect 
access to particularly 
sensitive applications 
which is the case here. 
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Thus, control of access to 
resources in a system is 
an important feature in 
order to provide integrity, 
confidentiality and 
availability, consisting of 
two parts: verifying the 
claimed identity of the 
customer (authentication) 
and thereafter, give a 
properlyauthenticated 
customer access to the 
right resource 
(authorization) which this 
particular one has 
restricted access (i.e., 
transfer funds to an 
international account). 
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Continuedfrom # 2. 

# Name 

MTM with a 
palm scanner 
embedded in 
the software (tû 
the right on the 
screen). 

MTM with a 
palm scanner 
placed ûutside 
the MTM (on 
the right). 

USABlLITY 
Required Features Problem Scenario 

SECURITY 
Problem Scenario 

In fact, we add the biometric 
feature as another security 
layer to the CUITent system. 
The Palm Recognition 
authentication system is build 
up around taking a three 
dimensional view of the hand 
in order to determine 
geometry and metrics of such 
variables as length and 
thickness of fingers. How it 
works? First, an infrared scan 
is taken of the veins on the 
customer's palm, and the data 
from the scan is stored in an 
Integrated Circuit (IC) chip 
embedded in lhe cash card, or 
directly al the MTM biometric 
mechanism. When using the 
ATM, the customer places his 
hand on the palm scanner, 
which verifies whether the 
pattem of veins matches lhat 
stored on the card or in the 
MTM. 
Hand geometry can only be 
used for verification. 
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USE CASE USABlLITY SECURlTY 

# Name Scenario Required Features Problem Scenario Problem Scenario 

3 Buy a ticket After the • Click on Cumbersom Customer has to enter Sensitive Should the customer 

conceli customer has "Buya e user input sensitive information, here Information enter sensitive 
made a bank 
transaction, she 
decides to buy a 
concert ticket that 
she has just seen 
in the "Buy a 
Concert Ticket to 

Concert 
Ticket to 
"The Cure" 
Today!" 
sessIOn; 

• Select the 

requirement 
s 

the credit card number, 
each time she purchases a 
concert ticket. lt does not 
provide convenience for 
the customer. The 
customer should be able to 

information only at 
registration or each time 
a concert ticket is 
purchased? The first 
method makes a "one­
click feature" possible, 

"The Cure!" number of enter sensitive infOlmation meaning the customer 

session at the seats; only at registration. only has to select an 

MTM. This • Select yom option to order the ticket, 
customer has credit card providing convenience 
already bought a 
concert ticket 
from an MTM 
once. At that 
time, she entered 
sensitive 
information such 

brand; 
Tap your• 
credit card 
number; 

• Tap credit 
card's month 

for her. Nevertheless the 
second method is much 
better from a securi ty 
perspective, but 
requesting more activity 
on the customer part. 

as her credit card and year of 
number before to expiration. 
buy the ticket. 
However, now 
the MTM 
requests again the 
same customer to 
enter her 
sensitive 
information. 
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USE CASE USABlLITY SECURITY 

# Name Scenario Rcquircd Features Problem Scenario Problem Scenario 

4 Access your Customer • Select "Access Overwhelm Customers have to manage Credentials Using the same 

MTM off­ accesses a my MTM" customers eomplexity when dealing across authentication credentials 

line with MTM via cell from the cell with with different services several for both W AP and MTM 

your cell 
phone 

phone in order 
to make her 
mortgage 
monthly 
payment. The 
cell phone is 
equipped with a 
special chip that 

phone main 
menu; 

• Enter your 4­
digit PIN (the 
PIN is entered 
on the 
customer's ccli 
phone keypad 
then 

complexity 
when 
dealing with 
different 
communicat 
Ion 
channels. 

offered through different 
types of communication 
channels such as MTM, Web, 
and WAP. 
Although it might bc 
considered a convenient 
service when one does not 
have access physically to a 
MTM, it docs place the 

channels channel, can provide 
convenience for the 
customers. However, PIN 
code is the only 
acceptable alternative for 
the W AP ChaJU1el, and is 
not considered to provide 
good enough security 

enables to transmitted to a burden on the customer with (i.e., longer PINs (6 or 8­

communicate central server regards to the co-ordination digit PINs) would be 

with the MTM. and checked of the MTM with the cell more secure than 4-digit 
against file 
saved there); 

• Select "Make a 
Payment" from 
the MTM's 
menu; 

• Select the type 
ofpayment 
which is 
"Mortgage"; 

• Tap the exact 

phone. In addition, customcrs 
will still be required to 
authenticate to the system by 
entering a PIN. Un!ike 
passwords, PINs have no 
meaning to the customer, and 
then it might be even harder 
to remember than a password 
(i.e., passwords can be 
created ta bc pronounccable). 
PINs become harder to 
remember for customers who 

PINs). Additionally, 
when PIN is used for 
authentication over the 
phone, the risk of 
eavesdropping the 
telephone line is a 
supplementary threat, 
especially since it cannot 
be encrypted. 

amount; 

• Select 
have many different ones to 
keep track of. 

"Submit". 
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USE CASE USABILlTY SECURlTY 

# Name Scenario Required Features Problem Scenario Problem Scenario 

5 Deposit your Customer has to • Select Lower Although it might be Strive for The speed with which the 

check using deposit a "Deposit a response considered to reduce security MTM captures the 

checking cheque where Check"; time to the "perceivably" transaction usmg check's image and the 

Image the MTM • Select "Scan customer. speed (i.e., deposit a check encryption. speed with which the 

accepts my Check"; without envelope), it might MTM responds to the 

envelope-free 
check deposit. 

• Select if you 
want a 

take more time up front to 
process the data (i.e., 

customer are very 
important. However, in 

deposit' paper 
or electronic 

capture the check's image) 
and the speed with which 

this particular case the 
check's image must 

receipt (i.e. it 
will be saved 

the MTM responds to the 
customer. 1f the checking 

ideally be encrypted in 
order to provide secure 

ln your 
checking 
account). 

image "seems slow", 
customers might be less 
inclined to not use il. 

communication and 
storage of information. 
While improving 
securi ty, encryption takes 
time and makes the 
system slower which 
may be very 
inconvenient for the 
customer. ln short, there 
is a trade-off between 
having a secure 
communication and 
having a short response 
time. 
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USE CASE USABILITY SECURITY 

# Name Scenario Required Features ProbIem Scenario ProbIem Scenario 

6 Send a silent Customer has in Customer enters Difficulty People have even more Customer Adoption of an 
alarm his hands a an emergency rememberin difficulty remembering security emergency PIN system 

certain amount PIN at the MTM g password password or P1N specially while using for MTM. Customer is 
of money which alerting the or PIN under pressure. In case of MTMs able to send a silent 
is going to be bank 's security especially stealing money of a alarm in response to a 
deposited in his system. under customer the threat is c1ear. threat and get help from 
account. pressure. the bank. This is can be 
He starts the the case for example of a 
process of customer who has 
authentication subscribed for this type 
(but not finalize of service with his bank. 
it) when he 
notices a 
SUSPICIOUS 

person 
approaching to 
him. The 
intention of this 
person IS 

obvious which 
is to steal the 
customer's 
money. 
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5.3.2 Demonstrating the USS using a Muitifunction Teller Machine 

The good old ATM cannot defeat what this thesis designates as the new 

Multifunction Te lier machine (MTM) in several aspects especially in the 

"transaction" factor. Being capable to perform up to 150 kinds of transactions 

ranging from straightforward cash withdrawals and deposits to fund transfer, to 

trading in stocks, to purchasing mutual funds or to cash a check using check imaging, 

to something as ordinary as processing the payment of electricity bills, booking air­

tickets, purchasing concert tickets and making hotel reservations. A MTM is in 

effect the next generation of an ATM, fully integrated cross-bank MTM network 

providing functionalities which are not straightforwardly associated to the 

management of one's own bank account, such as loading monetary value into pre­

paid cards (e.g., cell phones, tolls, service and shopping payments, etc.). Aiso the 

MTMs can provide advanced authentication capabilities such as palm recognition. 

To illustrate how USS can be applied in a real world application, and how the 

USS elements such as usability and security factors were selected and determined for 

the MTM example, this thesis depicts one of the use cases described in the previous 

section: a three-factor authentication which is "Transfer funds to an international 

bank account". The USS has been applied to determine which type of authentication 

method should be used for this particular use case. 

A user, Bob, needs to transfer US$5,000 to an international account by dealing 

either with access control and strong authentication. He first authenticates himself to 

the MTM using a smart card and a PIN (the bank PIN policy states that a PIN must 

have 4 digits and I letter). In high-value financial transactions environment, 

procedures to control access to several areas of the card become predominantly 

important. The degree of security changes with the degree of sensitivity of the data 

related to the application. The issue of data security becomes more complex in a 

high-value financial transaction because the application requires another layer of 
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security to the current system: Biometries. As this represents a high- value 

transaction, the MTM asks for Bob to prave again his identity. So in addition to the 

bank card and PIN, Bob must employ a biometric authentication such as palm 

recogni~sm - a multiple factor authentication. 

5.4 The Usable Security Symmetry (USS) Inspection Method 

The goal of making a system secure and usable will be successful only if it is a 

pre-hoc consideration. This strengthens the argument made by other Hel-SEC 

researchers (Balfanz et al., 2004; Flechais et al., 2003; Yee, 2004) that security and 

usability must be developed in unison from conception right through to deveJopment 

as an integral part of the system if they are ever to align perfectly. This thesis's 

author agrees with Yee (2006) that security and usability not only must be ta ken into 

consideration early and iteratively, but also toge/her. According to Yee (2006), 

integrated iterative design means iterative development processes based on repeated 

analysis, design, and evaluation cycles, rather than Iinear processes in which security 

or usability testing occurs at the end. Although many teams have adopted iterative 

processes, few seem to incorporate security and usability throughout. Not only is it 

important to examine these issues early and often, it is vital to design the Ul and 

security measures together. lterating offers the opportunity to see how security and 

usability decisions affect each other. Moreover, since usabJe security requires UI 

design priorities that are not similar as those of universal consumer software, it 

should also require usability evaluation methods that are appropriate to security. 

Standard usability evaluation methods possibly will treat security functions as if they 

were primai)' rather than secondary goals for the user, leading to f1awed conclusions. 

Symmetry also plays an important role in understanding the framework of the 

USS and how it has been built. Among a variety of definitions of symmetry, a 

generalized concept of the term has been adopted which is defined as follows: 

"Symmetry is a relationship of characteristic correspondence, equivalence, or 
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identity among constiruents of an entity or between different entities,,76. The entities 

are defined as security and usability, and the mentioned relationship is the final 

outcome which is the usable security. Another (notable) definition which relates to 

the definition of Symmetry for the purposes of this thesis is from Weyl (1952) who 

states that: "Symmetry, as wide or as narrow as you may define its meaning, is one 

idea by which man through the ages has tried to comprehend and create order, 

beauty, and perfection." The word, order, is in fact a synonym of harmony. The 

utmost goal is that security and usability will no more be two separate entities, but 

will work in harmony to produce secure and easy to use authentication methods. 

5.4.1 Definition 

USS is a usable security inspection method which involves having a group of 

evaluators -systematically examine a user interface and judge its compliance with 

security and usability principles. Interface is regarded, in this thesis, as both software 

(e.g. user login Web page) and hardware components (e.g. authentication token as 

shown in Figure 2-13) toward- which the interactionlinformation transits between 

software and/or hardware components, networks, and users. 

USS can be used to guide a design decision or to assess a design that has 

already been created. It integrates usable security earlier into the requirements and 

design phase which helps security designers make more informed and therefore 

better decisions, and influence the design in its early stage when traditionally the 

bulk of the feature design is done. 

As USS provides very specifie and practical reVlew questions (not general 

ones), it is common to unfold issues and as weil opportunities for feature 

improvement other than only those related to security and usability. This can be 

76 The Free Dictionary by Fm·lex. 2010. <http://www.thefreedictionary.com/symmetr>. Retrieved on 
July 29, 2010. 
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helpful when designing an authenrication method and it is in fact much appreciated 

given that we are talking about a computer security application. 

According to Nielsen (1992), usability specialists were much better than those 

without usability expertise at finding usability problems by heuristic evaluation. 

Moreover, usability specialists with specific expertise (e.g., security) did much better 

than regular usability specialists without such expertise, especially with regard to 

certain usability problems that were unique to that kind of interface. Thus, USS is 

developed as a usable security inspection method for system designers (acting also as 

evaluators) who have knowledge 111 computer security (especially user 

authentication), and a general knowledge ofusability techniques and requirements. 

5.4.2 Usable Security Protocol (USP) Sub-Methodology 

The USS inspection method is the sub-methodology within the Usable Security 

Protocol Methodology (USP), therefore continuing on from the work done in Section 

4.2 The USP Methodology, which details step by step how the USS is created and 

generated, including goals, Jogistics, and the content behind each step. Also it shows 

how the USP methodology brings together the cognitive and computer science 

approaches to finally generate, as the outcome, the design requirements inspection 

method tool for the design of user authentication methods: the Usable Security 

Symmetry. 

5.4.2.1 Usable Security Symmetry (USS) Inspection Method 

USS is a checklist-based inspection method. A checklist IS a valuable 

evaluation method when carefully developed and applied. A robust evaluation 

checklist clarifies the criteria that as a minimum should be considered when 

evaluating something in a particular area; aids the evaluator not to forget key criteria; 

and final1y enhances the assessment's impartiality, reliability, and reproducibility. 
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Another relevant benefit of employing checklists lies in the fact that they offer 

an organizational framework for quick recal1 of critical information and current best 

practices. 

Such a checklist is useful in the authentication method life cycle process such 

as planning an authentication method, monitoring and guiding its operation, and 

assessing its outcomes. 

Moreover, checklists are useful for both formative and summative evaluations 

(Stufflebeam, 2000). USS makes use of the Formative eva/uation, which is a process 

of ongoing feedback on performance. The purposes are to specify aspects of 

performance that need improvement and to provide corrective suggestions. 

Summative evaluation in turn is a process of specifying larger patterns and trends in 

perf0l111ance, and judging these review statements against criteria to get performance 

ratings. 

A snapshot of the USS checklist short form is shown below. Depending on the 

evaluation been carried out, the checklist can be quite long, so that users should be 

able to collapse or expand each checklist item (e.g., # 1.3), thereby facilitating results 

data visualization (Table 5.3). 

The long form checklist will show aIl rows expanded as can be seen in the next 

paragraphs. 
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Usable Security Symmetry Inspection Method 
J. Usability Criterion: MINIMAL ACTION 
Capability of the application to help users achieve their tasks in a minimum number of steps (i.e. the length of transactions and 
procedures): lt concems perceptual and cognitive workload for individual inputs or outputs. 
# Usability Review Occurrence Comments Security Review Occurrence Comments 

y N NA y N NA 

LI Can the user select the 1 Users cou Id do Is a single ID credential using a 
1.2 Is the workload low and simple Have strict password policies Security policy 
1.3 Is the authentication carried out 1 lt seems pretty Is authentication of principals to 
lA Has the user to reauthenticate 1 This can take Does the permissions strategy be 1 

Table 5.3: Usable Security Symmetry inspection method - data visualization. 
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The sub-methodology is described as follows: 

•	 Project Lead activities: 

o	 Identify and define the usability criteria that will be used to evaluate 

the authentication method. 

o	 Identify one (or up to 5) security designers and/or usabili ty 

professionals to examine the system on an individual basis. 

o	 Gather materials that facilitate the evaluators to become familiar with 

the purpose of the system and of its users (e.g., system specification, 

user tasks, use case scenarios, etc). 

o	 Gather and analyze primary, secondary, and tertiary data available for 

building the inspection method. 

•	 Development activities: 

o	 Develop the usability Review Questions m conjunction with the 

Occurrences. 

•	 Asking questions is a crucial component of finding infonnation. 

The questioning method adopted for USS is a combination of 

Review and Survey Questions which has been named for the 

purposes of this thesis, a Review Question. A Review Question 

presents users with a question or statement to which they 

answer using a predefined set of scales (see Occurrences 

section beJow). The goal of the Review Question is to sum up 

and ask for agreement or otherwise. 

•	 The Review Questions should be developed by taking into 

account the following quality guidelines: 

i)	 Ensure each Review Question IS completed 

properly with the ultimate goal of providing 

usable security for user authentication. 
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ii)	 Make certain that the Review Question is 

pertinent to each specifie - usability criterion 

(e.g. Review Question: Minimal action - Has the 

requirement of data entry by the user been 

limited when the data can he derived hy the 

application or hrowser?); 

iii)	 lnclude the cognitive process involved, 

implicitly or explicitly; 

iv)	 ldentify particuJar error-prone areas (e.g. 

Review Question: Minimal Action - Should PINs 

longer than 6 digits he avoided?); 

v)	 Utilize nomenclature well-known in the domain 

(Computer Security and Usability) for efficient 

communication; 

vi)	 Consider the expertise of the Computer Security 

and/or Usability experts (i.e. target user). 

o	 Occurrences are represented by the following letters: Y (Yes), N (No), 

and NA. Y (Y es) represents that the authentication method being 

reviewed for example complies with the Usability Review question; N 

(No) represents that the authentication method does not comply with 

the Usability Review question; and finally, NA (Not Applicable) 

represents that the Usability Review question doesn't apply for that 

particular authentication method. The default value for the Occurrences 

fields is empty (none). 

•	 Each Occurrence has a specifie value field that has to be filled 

out with a symbol when applicable. For example if the 

authentication method does comply with the Usability Review 

question then a symbol has to be entered in the Y field, and- the 
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N and NA fields are left blank. It is important to note that the 

importance of visual effectiveness on the inspection method: 

The- appearance of information and the use of visual 

characteristics can influence largely the effectiveness of the 

inspection method. Therefore, it is recommended to use a 

colored square in the Occurrences value fields for easier data 

visualization: green for Y, red for N, and gray for NA. For 

visually impaired evaluators sorne alternatives are the use of 

gray scales, check marks, or even numbers. 

o	 Create a Comments column. Include in this column any comments 

needed. If there are no comments, include a dash "-" (or any other sign 

meaning "no data") within the respective field since leaving it blank 

may mislead evaluators into thinking that data are missing. 

•	 Evaluating the system: 

o	 Review the materials provided to familiarize with the system design. If 

possible carry out the user actions that will be taken to perform the user 

tasks. 

o	 Identify and list any areas of the system that might be opposed to the 

usability principles. List ail of the concerns that you note in the 

Comments fields. 

•	 Showing the outcome: 

o	 The main outcome of the USS is a list of usability and security 

problems in the interface with references to those usability criteria and 

security aspects (See Sections 5.4.2.2.1.1 Usability Severity Ratings 

and Recommendations for MTM Study Case and 5.4.2.2.2.1 Security 

Severity Ratings and Recommendations for MTM Study Case). 
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•	 Analyzing the results: 

o	 Review each of the concerns that have been written down ln the 

checklist evaluated. 

o	 Assess and judge each concern for its compliance with your defined 

criterion. 

o	 Allocate a severity level for each grouped concern based on the impact 

to the end-user (See section 5.4.2.2 Severity Ratings). 

o	 Establish recommendations to fix the problem. Ensure that each 

recommendation relates to the criterion. 

o	 If needed, finally, use a holistic approach to revlew aU 

recommendations and verify that there are no major (or none at al!) 

conflicts among them. If any, make an assessment and implement only 

those recommendations that address high-priority functional system 

requirements as defined by your stakeholders. 

The output of the USS inspection method is a list of usability and security probJems
 

and their severity ratings (and their recommendations), which will be described in the
 

next paragraphs. But before addressing the severity ratings, the USS inspection
 

method checklist is shown in Table 5.4. Usable Security Symmetry checklist.
 

Abbreviations used in the inspection method:
 

AM = Authentication Method.
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Table 5.4: Usable Security Symmetry checklist. 

Usable Security Symmetry Inspection Method 
1. Usability Criterion: MINIMAL ACTION 
Capability of the application to help users achieve their tasks in a minimum number of steps (i.e. the length of transactions and 
procedures). It concemsperceptual and cognitive workload for individual inputs or outputs. 
# 

I.J 

Usability Review 

Ooes the system employ 

Occurrence 
l y N NA 

Il 
Comments 

Currently the 

1 Security Review 
1 

1 For stronger security, has a yd_ 

Occurrence 

Y N NA 

1 Hand geometry is 

Comments 

multiple-technology77 system adopts a factor authentication introduced 1 used for 
contactless technolog/8 for contact cardo Ce.g., biometrics)? authentication in 
physical and logical access79 1 AII-in-one conjunction with 
applications? contactless the smart card 

technology card plus PIN. 
would be nice to 
have. Very 
convenient to 
users struggling 
with several 
debit, credit, and 
other plastic 
cards in their 
wallets. 

77 Multiple-technology enables a card to be produced with contact or contactless smart chip technology. magnetic stripe, bar codes, optical stripe and/or 
125 kHz proximity antenna. A card containing several types of read/write media is generally called a multiple technology cardo 
78 Contactless technoJogy offers reliable and fast throughpul. If another authentication factor is introduced the throughput advantages offered by 

contactless technology are decreased, but the strength of security and authentication is increased. 
79 Logical access refers to the connection of one device or system to another through the use of software. The software may run, say as the result of a 
user powering a PC, which then executes the iogin sequence, or it may be the result of internaI processing between systems .. Whereas physical access is 
being able to physically touch and interact with computers and network devices. 
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Physical access: 
However plastic 
cards will be 
soon obsolete 
since contactless 
technology is 
growing with a 
variety of forrn 
factors (e.g. a 
mobile phone). 
Sorne technology 
analysts such as 
Penn (2008) from 
Forrester 
Research say that 
within five years, 
mobile phones in 
US will be able 
to make 
electronic 
payments, open 
doors, access 
subways, clip 
coupons and act 
as another forrn 
of identification. 
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Logical access: 
Currently, 
contact 
technology 
provides a 
convenient and 
cost-effective 
way to transfer 
significant 
amounts of data 
between a card 
and a reader/host 
system quickly 
and perforrn 
complex 
cryptographie 
operations for 
authentication 
applications. For 
these reasons, 
contact smart 
cards are a 
prominent 
solution for 
network security 
implementations. 
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1.2 Is the workload low and simple 
(e.g., input workload kept to a 
minimum)? 

1.3 Is the authentication 
(verify/authenticate the identity 
of the user) process simple to 
users? 

1 

1 There is a lot of 
user interaction 
when deal ing 
with the 
different MTM 
functional ities. 
Perhaps defining 
a simpler feature 
set can mitigate 
this issue. 
Ifthere's only 
1st level 
authentication 
(smart card and 
password); if 
users need more 
privilege or 
access critical 
services it may 
need a 2"d level 
authentication 
(e.g., hand 
recognition) 

1 Have strict password policies 
been established (i.e., for 1­
factor authentication like 
password, a strong password 
policy must be set up)? 

Is authentication of principals to [1 
resources required? 

It also depends 
on the use of 
MTM other 
features which 
will require 151 

level or 2"d level 
authentication. 
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lA Has the user to reauthenticate 
when effectuating other 

1 Reauthentication 
is cumbersome 

In a reauthentication scenario, 
are the different AMs integrated? 

(1 1It needs to be 
implemented. 

transactions than financial to users. 
(e.g. buyi ng a concert ticket 
with a credit card) 

1.5 Has the user to reauthenticate 
when accessing information 

This is really 
bothersome and 

Is security being varied with the 
task itselrÛ? 

il This also 
depends on 

from other channels? bad user integrating a 
experience to RBAC as one of 
users. the software 

functionalities. 
Software 
includes access 
control 
mechanism 
which grants and 
revokes 
privileges based 
on predefined 
rules. 

RO For example, different kinds of security measures are called for protecting information that is in transit (1 28-bit AES encryption using an ephemeral 
encryption key that is destroyed when it is no longer used) VS. information that is to be stored pemlanently on a hard drive (128-bit AES encryption for 
storing documents using key escrow, secret splilting, or even a secondai)' enCl)'ption key so that the document's content can be recovered in the event of 
a problem). 
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15.1 1 From Web-based application? 1 

1.5.2 From Electronic Purse (EP)? 1 

Users have 
already logged 
into the MTM 
with the 
conventional 
smart card + 
PIN. Using 
another AM 
(e.g.,OTP) 
really becomes a 
heavy workload 
to users. 

1 It seems a little 
wearying to 

1 users carry out 
another plastic 
card but EP is 
less bulky than 
cash. However 

1 EP is very 
convenient to 
users. 

Is strong authentication used 1
with at least two-factor 
authentication? 

Is strong authentication used Il
with at least two-factor 
authentication? 

1Smart card plus 
PIN: smart cards 
require a PIN so 
they add a 2nd 

layer (smart 
card/PIN in place 
of a password) 
that an 
impersonator 
would have to 
obtain to log onto 
a system. 

EP is more 
secure than cash 
since they can be 
"closed" by a 
single key stroke 
and reopened by 
entering a four­
digit PIN. 
However the 
advantage of the 
EP is really in its 
comparison with 
cash: once users 
have obtained 
their cash from a 
MTM, anyone 
can spend it. 
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1.9	 Are the items displayed 
succinctly (i.e., shorter reading 
times, smaller errors)? 

l.IO	 Is the password usable (i.e., 
meaningful and concatenate 
/interspersed words w/ 
characters)? 

l.it	 Is a pa11icular cue given to users 
for remembering passwords? 

1 

This depends on 
a predefined 
password policy. 
Users can 
choose a 
meaningful and 
concatenate 
password as 
long as it 
respects the 
standard 
password policy. 

1 Are required items associated 
with sensitive information kept 
to a minimum? 

Do passwords follow strict
 
security policies?
 

Are textfield' postlabels that 
provide tips for remembering 
passwords and PINs avoided? 

Il 

fi 

1 

1 Basically 
username and 
email address are 
required. 

Password policy 
requires a strong 
password which 
must contain at 
least eight 
characters, one 
uppercase 
alphabet (A-Z), 
one lowercase 
alphabet (a-z), 
one Arabic 
numeral (0-9), 
one non­
alphanumeric 
character 
excluding @ ~. 

When creating a 
password, a link 
is displayed such 
as What's a valid 
password? next 
to the password 
field. When users 
mouseovers it a 
pop window 
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1. J 2 Is Single Sign-On login system 
used? 

1 As mentioned, 
memorability is 

Are strong passwords used? 

further improved 
by the use of 
mnemonics to 
aid their recall. 
Interoperability 
is very difficult 
for now. 

shows up and 
display the 
password policy. 
Sometimes a 
reminder of what 
the policy is 
displayed in 
single one 
sentence next to 
the textfield. 

When users log 
into the 
application to 
buy a concert 
ticket which 
requires 2nd­
level 
au thentication, 
they wi 11 first 
need to complete 
lst-level 
authentication as 
they normally do 
by using their 
smart card and 
PIN. After 
successful first­
level 
au thentication, 
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users are 
prompted to 
present their 
palms 

1(biometrics) to 
complete the 2nd 

levelof 

1.13 Has the requirement of data 
entry bl' the user being limited 

1 Only for 2"J _level 
authentication 

Is the use of default "cookies"s, 
avoided when using 1-factor 

Il 
authentication. 
Storing 
credentials in a 

when the data can be derived bl' 
the application or browser? 

where one of the 
different types of 
authentication 
methods will bc 
presented to users 
sincc they are 
accessll1g 
"external" online 

authentication (e.g., 
usemame/password) 
authentication method? 

1 default cookie 
has the 
disadvantage that 
everyone who 
has access to the 
MTM and has 
knowledge about 

Web applications. it can very easill' 
Most common is see the user's 
Uscl11ame/ password bl' 
Password: usually looking at the 
it saves stored cookies. 
credentials in a 
cookie so user 
doesn't need to 
login cvcry time 
browscr closes. 

81 A cookie is a small piece of texl slored on a user's computer by a web browser. [1 consists of one or more name-value pairs containing bits of 
information such as user preferences, shopping cart contents, the identifier for a server-based session, or other data used by websites. 
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1.14 Does the system speed data 
entry by setting default values? li Although default 

values are 
Are default values avoided 
especially for sensitive Il Although default 

values are 
different than information (e.g. username and different than 
using a cookie password)? 1 using a cookie 
for username for username and 
and password it password it is 
is somewhat somewhat related 

1.15 Does the system accommodate 
both experienced and novice 
users (e.g., short cuts are 
available to experienced users)? 

r 
1 

t 

1 
t 

related to 1.14 
After entering 
PIN at the MTM 
expert users 
generally click 
directly on the 
"Fast Cash" 
(short cut) 

Are succinct en·or messages 
displayed for novice users 
avoiding serious errors? 

fi 
+ 

1 , 

to 1.14 

Succinct error 
messages are 
displayed for 
both novice and 
expert users. 

button instead of 
"Enter" to 
complete the 1 

1 login process. 
Novice users 

1 

1 

l. 16 Are PINs longer than 6 digi ts 
avoided? 

+. t 
Il 

1 

• 

usually click on 
"Enter" first. 
4-digit PIN. Does the system use weak PIN 

change protocols? 
1 Users cirClImvenl 

PIN forgetfulness 
throllgh inseclire 
behaviors (e.g., 
writing down their 
PINs, make them ail 
the same, or disclose 
them to friends and 
family). 
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1.17 1Are PINs employed mostly for 
frequently used systems 
(infrequently used PINs are the 
ones that are most often 
forgotten)? 

1.18 1 Does the smart card provide Ilinteroperability across services? 

1.19	 If users must switch between 
different systems are dual­
interfacé2 chip smart cards83 

used? 

4-digit PIN is Are smart cards used in 
used. conjunction with PIN to provide 

strong authentication? 

Users sometimes] Has the user the option to choose 
get lost with so to use just one PIN or separate 
manyoptions PINs for each application? 
and also 
different levels 
and types of 

1 authentication. 
1 Users switch to Can card issuers record and 

Web 1 update appropriate privileges 
applications not from a single central location? 
from the cardo 

l, 

1 

1	 PIN is required 
only once when 
users first login 
at the MTM. 

1 

82 Single card solution for contact and contactless applications.
 
~3  A microcontroller chip card (e.g., a card that opens a door by jusl bringing the card close to the card reader and lhal same card also provides logical
 
access to computers and networks).
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1.20 For phxsical and logical 
access 84 applications, does the 

1 Currently the 

system adopts a 

For s tronger securi ty, has a 3 rd­

factor authentication introduced 
1 Hand geometry is 

used for 

system uses multiple­

technologl5 contactless 

technologl
6
? 

contact cardo 
Ail-in-one 

contactless 

Ce.g., biometrics)? authentication in 
conjunction with 
the smart card plus 
PIN. 

technology card 

would be nice to 
Physiea! aecess: 
However plastic 

have. Very cards will be soon 
convenient to obsolete since 
users struggling contactless 
with several technology is 

debit, credit, and growing with a 

other plastic variety of fom1 

cards in their factors (e.g. a 

wallets. mobile phone). 
Sorne technology 
analysts such as 
Penn (2008) from 
FOITester Research 
say that within five 
years, mobile 
phones in US will 
be able to make 
electronic 

84 Logical access refers to the connection of one device or system to another through the use of software. The software may run, say as the result of a 
user powering a PC, which then executes the login sequence, or it may be the result of internai processing between systems.. Whereas physical access is 
being able to physically touch and interact with computers and network devices. 
85 Multiple-technoJogy enables a card can be produced with contact or contactless smart chip technology, magnelic slripe, bar codes, oplical slripe 
and/or 125 kHz proximity antenna. A card containing several types of read/write media is generally called a multiple lechnology cardo 
86 Contactless technology offers reliable and fast throughput. If another authentication factor is introduced the throughpul advanlages offered by 

contactless technology are decreased, but the strength of security and authentication is increased. 
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1 payments, open 
doors, access 
subways, clip 
coupons and act as 
another form of 
identification. 
Logical access: 
CUlTently, contact 
tcchnology 
provides a 
convenient and 
cost-effective way 
to transfcr 
significant 
amounts of data 
between a card and 
a readerlhost 
system quickly and 
pcrform complex 
cryptographie 
operations for 
authentication 
applications. For 
thesc l'casons, 
contact smart cards 
are a prominent 
solution for 
nctwork security 
implementations. 
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1.21 Ooes the system provide the 
capability to users to be 

1 lt needs system 
1 review to 

Is the Role-Based Access 
Control (RBAC) 87 used to 

1 1 RBAC diverges 
from Access 

authenticated by group/role (e.g. evaluate the manage users who has signed up Control Lists 
a group of users (two or more) feasibility ofthis for this service? (ACLs) used in 
can authenticate with the same functionality. conventional 
credentials)? discretionary 

access control 
systems in that it 
asslgns 
permissions to 

1 certain groups to 
specifie 
operations. 

87 Role-based access conlrol (REAC) is a general securily model Ihal simplifies adminislralion by assigning raies la users and Ihen assigning 
permissions to those roles. 
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Usable Security Symmetry Check-List 
2. Usability Criterion: OPERABILITY 
Amount of effort necessary to operate and control an application 
# Usability Review Occunence 

N ~/\  

Comments Security Review Occurrence 
y N N/\ 

Comments 

2.1 Can (some) system's 
mechanisms88 be configured by 

001 
Having the 
possibility of select 

Does the system offer different 
combinations of authentication 

Il 
users to operate in certain way 
(e.g., select a prefened 
authentication method)? 

what authcntication 
method uscrs would 
like to make use of is 
still in its infancy. 
Organizations are just 

methods to users that includes 
strong authentication (e.g. OTP 
plus biometrics, or contactless 
smart card plus password)? 

starting to offer 
different ways of 
authenticating to a 
system but this is 
taking place in 
corporate 
environments (e.g. 
usually 
authcntication 
options arc given 10 

system 
administrators). 
Consumers cannot 
select their preferred 
authentication 
mechanisms so far. 

88 For customized applications (personalizalion applications) in order 10 enhance customer experience reducing transaction speed while at the same time 
adding value. 
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2.2	 Can users customize the user 
interface to their specifie needs 
(e.g., personalized look and 
Feel) at the MTM? 

2.3	 If a variety of authentication 
methods is required, is that the 
simplest ones? 

2.4	 Is the biometric method usable 
and easy to use? 

It needs to be 1 
implemented. 

1 

Palm recognition. 

Can users customize only NO 
sensitive information and 
security-related content items? 

Is 3-rd authentication factor 1
required to protect access to 
sensitive applications (e.g., 
biometrics)? 

Has the chosen biometric 1 
method the lowest False Reject 
Rate (FRR) (i.e., a legitimate 
user is rejected by the 
acquisition device? 

Il
 

When making an 
international 
funds transfer 
above $5,000 at 
the MTM. 

Users like palm 
and fingerprint 
recognition 
because they are 
not intrusive, 
reliable, low 
cost, and only 
have a 0.1 % 
FRR which is 
one of the lowest 
in the biometrics 
industry. 
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2.5 Is the user task' workload 
light? 

Relatively simple 
for the 
corporate/consumer 
computer average 
user. As mentioned 
the system uses 
smart card plus PIN 
(1 st level 
authentication) then 
2nd level 
usemame/password 
, hand recognition, 
or OTP. 

Is the user authentication flow 1
simple to avoid dangerous 
behaviors (e.g., sensitive data 
leakage)? 

Generally 
speaking smart 
card plus PIN 
takes 2 steps. For 
Usemame/ 
Password, 
according ta the 
GOMS analysis 
developed in this 
thesis, there are 
precisely 19 steps 
(24.40 seconds 
compnsll1g 
cognitive and 
motor processes). 
However the core 
process takes 3 
steps that is user 
inputs username, 
then password and 
finally clicks on 
"Submit" button. 
For OTP, 
according to the 
GOMS analysis, 
prccisely 21 steps 
(28.13 seconds 
compnsmg 
cognitive and 
motor processes). 
Howcver the core 
proccss takcs 4 
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steps that is user 
inputs PIN, then 
gets tokencode, 
then appends 
tokencode to the 
PIN, and fina Ily 
clicks on "Submit" 
button. For Hand 
Palm Recognition 
(pretty similar to 
Fingerprint), 
according to the 
GOMS analysis, 
there are precisely 
7 steps (9.16 
seconds 
compnSll1g 
cognitive and 
motor processes). 
However the core 
process takes 2 
steps that is user 
places her hand 
palm over the 
palm sensor, then 
gets authenticated 
by the system. 
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2.6	 Is the transactions' sequence 
smooth when varying levels of 
access? 

2.7	 For logical access (i.e. access 
to MTM software and Web 
applications), are there very 
few varying levels of access? 

1 

But it depends on1 
which services 
users are accessmg. 
For example buying 
a concert ticket 

. .
reqUires gomg 
online whereas 
using a check 
image feature is a 
local service and 
does not need 
another level of 
authentication. 

When varying levels of access, 1
is authentication or user 
validation required? 

Have the system considered a 1
high security-computing 
environment (i.e., this is 
required for Public Key 
Infrastructure (PKI) and/or 
biometrics services)? 

Users aeeess 
services from the 
MTM and from 
extemal 
applications, mostly 
e-eommeree ones. In 
order to run Web 
applications based 
on MTM a real-time 
Web service 
structure. 
Also as people are 
more coneerned 
with privacy risks in 
Biometries systems 
and MTM does 
make use of network 
and distributed 
systems, so that the 
use of encryption is 
eritical. The security 
of the biometric 
system relies on the 
integrity and 
authenticity of the 
biometrie 
infoIl11ation, which 
can be accomplished 
using PKl once the 
individual has been 
enrolled. 
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2.8 1 For biometrics, are local and Il 1 
--­ 1 Is the local access set up to Il It needs to be 

remote accesses available to default (i.e., no need to be implemented. 
user authentication (i.e., if on­

1 

J transmitted over the network)? 
1 

line systems are down during 1 1 

an outage or other 1 1 
emergency)? 

L L + 

2.9 Is enrollment data maintained 
centrally or locally (i.e. user 

fi Users should enroll 
once and this be 

Is a smart card used to store 
user's biometric data including 

1 It nccds to be 
implcmcnted. 

convenience - a key issue in J served as the basis user profile and enrolment? 1 Although users 
selecting card issuance 

1 
of future may see the 

procedures)? 
1 

authentication benefit of 
across a range of leveraging an 
systems. 1 existing enrolment 

as mentioned in 
1 the 2.9 Usability 
1 revlew lJ1 
1 1 comments (on the 

left), they may be 
, 1 

suspicious of 
1 potential data 

2.10 Is biometric authentication 
used (i.e., more user 

t 

Il 
~ 

--­ For a transaction with high risk 
of hacker attack on the system, 

Il .­ mlsuse. 

Man-in-the-
Middle (MITM) 

convenience)? is biometrics used? attacks using 
1 biometrics are 

1 
more difficult to 

1 
1 

1 

go through than 
the other AMs. 
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2.11 1 If biometrics adopted, is hand 
geometry authentication used 

1 Hand palm 
recognition. 

For stronger securi ty, is hand 
geometry authentication 

Il 1 1 More secure if 
1 used in 

(i.e., ease-of-use, non­ 1 

1 

method used (i.e., more 1 conjunction with 
intrus ive)? accurate and secure than other 

1 

1 

1 fingerprint biometric 
method89)? 

technologies like 
KBA (e.g. 

1 1 password and 
1 1 

1 PIN) on the 
Internet. 

2.12 If hand geometry is used, are 
the False Reject Rate (FRR) 

1 1 It needs to be 
implemented. 

Has the hand geometry 
authentication FRR about 1% 

1 Currently the 
system presents a 

and False Acceptance Rate 1 and the FAR about 0.1 %90? FRR of5% and 
1 (FAR) balanced to provide 
more convenience to users? 

1 

[ 
[ 

1 
a FAR of3%. 
It needs to be 

2.13 Is there an alternative authentication 
method, when biometrics is not 
available in order to provide 

1 availability to the users 91 ? 

T 

Il 
r 

OTP AM. Is there an alternative 
authentication method like token, 
when biometrics is not available? 

, , 

1 

1 

T 
implemented. 

OTPAM. 

1 1 1 

89 Biometrics-Based Web Access study. Retrieved on January 3, 2009 
<http://citeseerx.ist.psu.edu/viewdoc/download?doi=1 0.1.1.27.7828&rep=rep I&type=pdf>
 
90 FRR= False Rejection Rates: the likelihood that a legitimate person will be denied access; FAR= the likelihood that the wrong person will be able to
 
access the system. The FRR ranges from 1 to 20% whereas the FAR ranges from 0,001 to 5%.
 
91 There could be a number of potential privacy, personal, religious, cultural, and legal issues associated with the use of a biometric, and also persons
 

with disabilities. 
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2.14	 Ifusers forget their PINs, can 
users reset them via a Web 
interface (i.e., ensure customer 
convenience and satisfaction) 
rather than in an issuance 
station? 

2.15	 If biometrics adopted, arc 
mechanisms and software uscd 
the most recognized in the 
industry to facilitate the 
biometrics process close to users? 

Users need to visit 1 
a bank branch in 
person to reset their 
PINs. 

If users forget their PINs, can 
they reset them via a Web­
based portal92? 

Does the biometric solution 
follow applicable standards 
(i.e., many biometric solutions 
use their own proprietary 
algorithms & processes)? 

Not possible 
according to 
bank security 
policy. But this 
policy will need 
to change in the 
near future in 
order to provide 
convenience and 
stronger security 
to users. To this 
end, a 
contactless 
technology is 
needed. 

92 Using this approach, the user can authenticate ta the web site and (hen navigate la a PIN resel screen where the old PIN is required and validated 
using the rules set on the smart card during the chip personalization process. 
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2.16 Has the Mean Time Between 
Failures (MTBF) the lowest 1 

1 1t needs to be 
implemented. 

Is the MTM system 
(components and coupling) 

1 
rate possible improving user 

. 93')expenence . 

1 designed to be as simple as 
possible94? 

1 1 

2.17 Has the Mean Time To Repair 
(MTTR) 95 smaller than an 

1 lt needs system 
. b blrevlew to e a e to 

Is the MTM error rate of simple 
. 96 fprocesstng errors 0 one error 

1 It needs system 
review to be able 

hour improving user , implement it. per 100,000 transactions? to implement it. 
experience and availability of 

1 

services? 
~  

2.18 Is the Total Transaction Time 
(3Ts) to handle a biometric 

1 Cun-ently hand 
geometry takes 15­

Is the biometric template 
maintained in a sma11 card97 1 Biometrie 

template is kept 
AM equals to minimum 4 and 20 seconds. providing highly secure and in a central 
maximum 10 seconds for a 
single user? 

1 
portable authentication of the 
cardholder's identity? 1 

repository, 
mirrored in 
distributed data 
bases. 

93 The estimated Iength of time that a system is available and operational between failures. It is a measure for hardware reliability.
 

94 Generally speaking, if the probability of errors augments with the level of complexity, so then the probability of elTors lhat can cause security
 
breaches. As a result, not only is malfunction unavoidable, but the probabilily thal al least one exploilable security hole exists is unavoidable. [n a
 
nUlshell, multiple componenls can inlermingle in unexpecled ways 10 bring down a relalively faull-lolerant syslem.
 
95 The estimated length of time needed to bring a system back up and make it fully operational following a system failure.
 
96 A bank's MTM sends a transaction again if the network went down before a confirmation message was received from the mainframe.
 
97 1t can be used 10 authenticate the identity of the cardholder by matching a live scan ofa biometric fealure (e.g. fingerprinl or iris scan) to the template
 
on the cardo
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Usable Security Symmetry Check-List 
3. Usability Criterion: PRlVACY 
Whether users' personal information is appropriately protected 
# 1Usability Review	 Occurrence Comments 

y N NA 

3.1 If smart card used, who owns	 The MTM's 
the personal data stored on it? ;11 owner which in 

this case is a 
bank. It might 
be a loyalty 
program prOVl­
der including 
healthcare, 
entertainment 
and 
transportation. 

3.2 Does the system owner provide It needs to be 1
easy access to the privacy	 implemented. 

,policy? 

3.3 1 Does the system provide the i --­Il 
user with the right of access to
 
the information and a process
 
for correcting en'ors?
 

3.4 Are users in control of their 1 It needs to beIl
private information?	 implemented.1 

, 

Security Review Occurrence Comments
 
Y N NA
 

Is the user the "owner" of It needs systemIl 
1 personal information (user is 1 

review to be able 
responsible for keeping personal 1 to implement it. 
information on the card up-to- 1 1 

date)? 

Has information about privacy 1
protection been included in the 
privacy policy (card acceptance 
agreement)? 
Is the owner's system responsible 1
for the security and accuracy of 
information? 

Is the system application Il But owner needs 
complies with State or Federal to do an update
 
laws (e.g., regulation E, State
 regarding current 
Privacy Acts, etc. in U.s.)? or potential laws. 
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3.5	 If the card is lost, can the user --- Is there a client registry that It needs system1	 1 
go to a single location to 

1 
provides pointers to aH review to be able 

repopulate the card? application owner databases for to implement it. 

1 aIl applications active on the 
1 

card9R? 

3.6	 Does the system owner provide It needs system Does the system owner create 
~ 

It needs system1	 1 
integration of multiple review to be "shadow" files of aIl transactions 1 review to be able 
databases99? able ta and route these at least daily to to implement it.1 

implement it. the application owner's remote
 
1 database?
 

1 

1 

3.7 j Is the cardholder privacy 
~  

PKI is used Is "Match on-card" technique 1 

It needs system1	 1 
maintained (i.e. security of the (encryption) used 10O?	 review to be able1 

information of the ID to implement it. 
credential)? It is more 

portable. 
~	

 

T 

3.8	 Is the user assured about Il But the system Does the system provide private 
transactions made related to loss needs sorne and secure payments for Internet 
of privacy/security for payments improvement in purchases? 
(transactions are made on the this area 
Internet using the MTM)? 1 (reviewand 

updates). 

98 The card issuer uses the client registlY to determine which applications are active and queries the application owner for the client backup database in
 
the case of card replacement.
 
99 For example, the contents of the physical access control privilege database and logical access control privilege database can be combined into a single
 
integrated DB maintained as part of the card management system.
 
100 This technique stores the enrolment template into the smart card's secure memory (i.e. the infol111ation is secured both during collection and during
 
Lise of the credential in the ID system).
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3.9 Do security protocols adapt their It needs system Are encrypted tunnels 102 or1 1 
encryption policies based on the review to be virtual private networks
 
content of the data being able to supported to provide confidential
 
encrypted (e.g., video implement it. access over insecure wireless
 

. 1 . h 101)"encryptlOn a gont ms : links? 
3.10 Are users insecure and reluctant 1 Especially Does the system provide data But needs system

· . 103 d . d 1
about their sensitive inforn1ation because IS a corruption, etectlon an revlew.
 
(i.e., system have to be aware 1 MTM no matter 1 prevention, and backups for
 
about the impact of how much databases)? For example,
 1 

application/network on remote 1 secure it is. But tamper-evidence for digital
 
end-users' experiences, and this is changing signature generation l04 or
 
uncover and resolve problems since MTMs transaction logging, auditing
 
before rollout)? provide almost remotely for MTM journal of
 

the same user transactions).
 
experience/
 
basic
 
functionali ties
 
as a computer.
 

101 Video encryplion algorilhms focus on prolecting the more important parts of a video stream. thereby reducing the total amount of data encrypted and 
providing a faster response time which enhances the end-user experience.
 

102 Not susceptible to "'sniffing" (i.e., a sniffing attack occurs when an attacker gains access to [he network TCP/lP traffic path, captures data packets
 
that make up the conversation, and assembles the packets into a fonnat readable to the allacker). For example, the privacy of each user's credit card
 
numbers is crucial. Although the Internet is by no means armored, the most likely location for the loss of privacy to occur is at the last points of the
 
transmission.
 
103 Data corruption is the deterioration or damage of computer data caused by human, hardware and software erroI'.
 

104 "Tamper-evidence for digital signature generation" can be used to defend against attacks aimed at covertly leaking secret information he Id by
 

corrupted signing nodes (http://www.informa tics. indiana.edu/markus/papers/TESig.pdf).
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Usable Security Symmetry Check-List 
4. Usabilizy Criterion: SECURlTY 
Capability of the application to protect infonnation and data so that unauthorized persons or systems cannot read or modify them and 
authorized persons or systems are not denied access 
#	 Usability Review Occurrence Comments Security Review Occurrence Comments 

y N NA	 y N NA 

4.1	 If logical access is provided, and 1 It needs system Is logical access provided for 
1 users e.g., Forget their password, review to be local & remote networks prevent
 
is there any mechanism to avoid able to unauthorized programs/users
 
the system's blockage after 3 implement it. From accessing confidential
 
failed attempts to log on lOS? data lOG?
 

4.2	 When using different 
1 1 Is 6-digits PIN used (i.e. PINs It needs system1

communication channels, is PIN	 have lower level of security since review to be able 
authentication used (i.e., when the number of possible to implement it. 

b·	 . . 1 107)?accessing MTM, Web, and com matIOns IS ower .
 
WAP: PINs are easier to
 
remember)?
 

4.3	 When using KBA over the 1 It needs system Are PINs avoided to be used as 
telephone, is PIN used instead of review to be the only authentication 
a strong password (i.e. PIN is able to mechanism? 
easier to remember than implement it. 
password)? 

105 If a cardholder blocks lheir card by enlering an invalid PIN, Ihe cardholder should have the capability to unblock the cardo When the cardholder's
 
card is initially selup, a special unblock code should be generated, encrypted and then stored in the card management system.
 
106 For example. private keys or confidential information in databases.
 

107 Long PIN:s give stronger security, but bad usability because the PIN is harder ta remember and takes longer ta type. 
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4.4 Can the customer make use of 
multifunction smart cards which 

1 1 -- ­

provide substantial convenience 
1 

for them? 

4.5	 For logical access application, is 
biometrics provided enhancing 
usability (i.e., on-card biometric 
match and on-card key 
generation)? 

4.61 Does the user trust the MTM's 
system owner? 

4.7	 Have users more than a few 
alternatives to authenticate to 
the system improving 

1 

1 
1 

It needs system 
review to be 

1 able to 
1 
1 

implement it. 

1 

Il 1 
See also # 3.10 

1 

" 1 ~ .. 
1 --­

1 

Are financial and security 
applications placed in separate 
card platforms 108? 1 

1 

For logical access application, is 1 
contact technology (e.g. contact 
cards) provided for network 

. . 1 . I09? 1secunty lmp ementatlOns . 

Does the cryptography employ 
algorithms approved under 
Federallnforrnation Processing 
Standard 140-2? 

Does the system use a higher end 1
card to support digital signatures 
and/or biometric capabilities 110? 

It needs to be1 
implemented. 

It needs system1 
review to be sure. 

availability and convenience of 
the system? 

108 The combinalion of financial and securily applicalions l'aises potential security risks and interoperability issues that must be addressed in a multi 
ag;lication environmen!. 

Il is a convenient and cost-effective way to transfer significant amounts of data between a card and a reader and host system, and to perform complex 
cryptographic operations for authentication applications. Furthennore, contact chips have microcontrollers while contactless chips may or may no!. For 
these reasons, contact smart cards have been an outstanding solution for network security implementations. 
110With enough memory and/or a cryptoprocessor 

1 



313 

4.8 1 Do users have access to multiple 
authentication technologies such 

li Is PKI used (i.e., secure digital 
certificates for logical access 

as PKI and biometrics? control, remote access and 
encryption)? 

4.9 For the transmission of 
credentials over the phone, is the 
traffic passing over a telephone 

k dill' .networ encrypte \l1creasmg 

Is an additional authentication 
method used in conjunction with 
the PIN over the telephone 
providing thus a strong 

[t needs system 
review to be able 
to implement it. 

user satisfaction and trust in the authentication? 
system? 

4.10 Are users able to perfonn 
wireless transactions obtaining 
in this way mobility, 

1 connectivity and ubiquity 

'1 1 

1 

Not completely. 
lt needs system 
review to be 
able to 

Is JavaScript used for wireless 
applications (e.g., malicious 
Wireless Markup Language 
Script (WML) scripts have the 

[t needs system 
review to be able 
to implement it. 

capabilities? 1 implement it. ability to off-load money from 
smartcards)112? 

III This wOlild provide a higher level of securily but lower system response time and lhereby lIsability. The risk of eavesdropping the lelephone nelwork
 
is a real lhreal, especially since il cannot be encrypted.
 
112 Here the allacker has the ability to charge purchases in real time to e-cash stored on the phone's smart card (e.g., purchasing concert tickets).
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Usable Security Symmetry Check-List 
5. Usability Criterion: LDAD TlME 
Time required for the application to Ioad (i.e., how fast it responds to the user). 
# Usability Review	 Occurrence Comments 

y N NA 

5.1	 Is the comr~tation  imperceptible 1 
to the user I~?  

5.2	 When the computation takes 
· . d' 1141onger, IS a progress 111 Icator 

used if it is not possible to mask 
it? 

5.3	 Is the speed of transaction time­
consuming? 

5.4	 Does the system use Java Card 
technologyllS in order to have 
the response time l16 reduced? 

It needs system 1 
revlew. 

But there's 1 
some room for 
improvement. 
A system 
review should 
be do ne. 

1 

Security Review 

Is PKI used when a high 
percentage of users perform 
monetary transactions? 

To reduce the workload of a 
security protocol, are 
Iightweight cryptographie 
algorithms for various security 
functions used (e.g., SSL)? 
[s PK[ used when a high 
percentage of users transmit 
and/or receive data across open 
networks? 

Is the adopted smart card a high 
performance one to reduce 
Iatency when executing the 
encryption aIgorithm? 

Occurrence Comments 
y N NA 

1 

It needs to be 
implemented. 

113 For example, the Secure Socket Layer (SSL) prolocol requires processing lime for encryplion and aulhenlicalion. This cosi is easily masked by lhe
 
lalency of loading web pages.
 
114 The full length of an operation can be delennined and you can lelllhe user how much of lhe process has been compleled.
 
115 Java Card Technology, Sun Developer Network. Relrieved on AuguSI 2n

<l, 2009 <hltp://java.sun.comJjavacard/>
 
116 The time to read data from and write data to the chip has been reduced substantially.
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5.5	 If imaging technology is used, is 1
the processing time required to 
scan a live image (e.g., a check) 
less than 1 second? ... 

5.6	 Does the live image require a '1 
small memory allocation which 
will affect time for retrieval of 

•	 1 

the Image by the user? ... 
S.7	 1Are thcUL screens attracti ve and 11II1 

. easy on the eye? 

5.8	 When using check imaging 1 
technology (i.e. digitally imaged 
checks), if the scanner rejects 
the inselted check into the 
MTM's check slot because 
handwriting is illegible can the 
user does by the regular way at 
the MTM without fees? 

There are sorne 
areas for 
improvement. 

It sends check 
Images or 
information 
electronically to 
the systems 
owner. The 
conventional 
deposit is 
available at the 
MTM as weil. 

Has an adequate period of time 
been allotted for providing 
encryption capabilities? 

Does the system provide 
· 11' 117')dynamlc memory a ocatlon . 

Does the system make use of a 
Windows-based platform "8 to 
get the best character 
recognition software? 
Has the check imaging process 
been integrated to the system's 
owner lT infrastructure? 

Il 

1 

Il System has 
Windows-based 
software. 

1 It needs to be 
implemented. 

117 The dynamic memory allocation feature can maximize the concurrent execution of memOlY allocation routines and also optimize the allocation of
 
both large and small blocks of memory.
 
118 Software package optimized for text acquisition with hand-held and flatbed scanners.
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5.9 

5.10 

5.11 

5.12 

Has the customer at least three 

opportunities to enter the PIN 
l19 

(i.e .. 
limited nUlllber of login attempts)? 

.. ­
If login fails (e.g., users forget their 
PIN) is there another authentication 
option to login to the MTM? 

Does the system's owner make use of 
the image quality and usability image 
components in check imaging? 

Is Data Encryption Standard 

(DES)121 encryption avoided 

1 although provides virtually no 
latency delays and minimal 

response time impact comparcd to 
Triple-DES (3DES)? 

l . . 1 m5.13 s extenstve automattc ogs . 

avoided? 

'1
 
1 
1 

li1 

1 

• 

Il 
. 

,. 

1
 

1 

1
 

For securi ty reasons. 
there's no other 
option for now. But 
another option sholiid 
be provided. 

It needs to be 
illlplelllented. 

DES encryption is 
lIsed though less 
secure. 
Usability advantages 
ofusing 3DES 
correspond to the 
Administrator, not 
End-User level (See 
5.4.2.2.1 Usability 
Sevcrity Ratings. 
Problelll Description 
29. Privacy and 
Integration.). 

Does the system is blocked after 

three PIN failed attempts to access 

the system? 
If login fails, does the system avoid 
indicating what part of the 
authentication information that was 

incorrect 120 (i.e .. no error feedback)? 

Does the system provide 

transactiona1 integrity? 

Is Triple-DES (3DES) 122 

encryption emp10yed providing 

thus greater security? 

Does the system provide 

auditing capabi1ities? 

1
 

Il 
1 1 

~I r 
~ 

1 

1 

Il 

Il 

But system needs 

update with 

CUITent best 

practices. 

[t requires system 
review to be able to 
implement il. 

1 It needs to be
 

imp1emented.
 

119 If the PIN is entered incorrectly several times in a row (usually three attempts pel' card insertion). the MTM will attempt to retain the card as a
 
security precaution to prevent an unauthorised user from discovering the PIN by guesswork. However. it reduces usability since users who have
 
difficulIies remembering their password. might be locked out of the system.
 

120 To reduce risk of successful intrusion attempts.
 
121 Data Encryption Standard (DES) algorithm is based on work by IBM and was published as a federal standard in 1977. For over twenty years, DES
 
has been subject to heavy examination, and there are no known algorithmic flaws.
 
122 Triple DES (or TDEA Triple Data Encryption Aigorithm) utilizes a 168 bit key. FlPS 46-2 standard: Triple DES will be the FlPS. Advanced
 
Encryption Standard (AES) is the replacement for DES (N/ST_01).
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Usable Security Symmetry Check-List 
6. Usability Criterion: MINIMAL MEMGRY LGAD 
Whether a user is required to keep minimal amount of infom1ation in mind in order to achieve a specif}ed task. 
#	 Usability Review 

6.1	 Is the memory load on the user 
minimized (i.e., no memorization 
of long data lists, compl icated 
procedures, or undertake complex 
cognitive activities)? 

6.2	 Are the entries short (i.e., STM 
capacity is Iimited l24 

, so the 
shorter the entries, the smaller 
errors and reading times)? 

6.3	 Are short PINs used such as four 
digits or less (i.e., they are easier to 
memorize and fast to type)? 

6.4	 Ils a system-defined PIN avoided (i.e. 
more difficult to memorize since it has 
no meaning and cannot be 
pronounced )? 

6.5	 [s the MTM"s application based on 
recognilion of visua[ ilems for 
authenticalion (i.e., to avoid unaided 
recall)? 

Occurrence Comments 
y N NA 

Il requires system 
review if it is 
feasible. 

Security Review	 Occurrence Comments 
y N Ni\ 

If the task at band is complex, are 1the procedures or steps broken 
down into sub-steps to facilitate its 
understanding and execution in a 
secure way? 
Does the system provide 1
displayed feedback for ail user 

.	 d' d 125 ...actIons UrIng ata entry ; 

Is PIN able to be lIsed in 
conjllnction with a hardware device 
(2-factor authentication) providing 
stronger security? 
Can a nOI1-user selected PIN be 1combined with a variable such as 
CUITent dale and time. at each login to 
el iminate the risk of replay? 
1f recognition of visual items for 
aUlhentication is used, can lhe users 1 
also associa le a phrase 10 an image to 
enhance security? 

123 Automatic logs can be used with software-based products to keep a record of ail user interactions and transactions but they can have the disadvantage
 
that they will also pick up accidentaI actions.
 
124 The capacity ofSTM is uSllally limited to 7± 2 items (e.g. letters. digits, words, etc.).
 
125 For example, for reasons of data protection, it may not be desirable to display passwords and other secure entries.
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6.6	 Is "time-to-Ieam" the silent 1 
alarm feature (almost) equals to 
zero so then users can intuitively 
send a silent alarm? 

6.7	 Are the sequences and 1 
interdependencies of the MTM's 
artifacts and their corresponding 
UIs (i.e., streamlined business 
workflow) "harsh-Iess" in the 
user interaction standpoint 
enhancing thus customer 
intimacy (providing appropriate 
choices, information and 

1advice)? 

6.8	 Are system-defined PINs avoided Il 
(i.e., no meaning to the user and 

1harder to remcmber than a
 
password)?
 

6.9	 For codes longer than 4 or 5 
characters, are mnemonics or 
abbreviations being used? 

But there are 
some areas for 
improvement. 
For example, the 
number of AMs 
should be 
reduced. This 
probably dcpends 
also on the 
interoperability 
of the system and 
applications. 

i1	 Memorability is 
further 
improved by 
the use of 
mnemonics to 
aid their recal!. 
However this is 
not the case. 

Is the alarm system reliable 
(i.e., nuisance alarms 126, fa Ise 
alam1s, or fails to alarm when 
called for)? 
Does the system's owner 
provide enhanced process 
control and operational risk 
mitigation regarding the MTM's 
business process? 

Does the system require an 
additional and faster authentication 
method to be used in conjunetion 
with user seleeted PIN') 
For PINs and passwords are 
mnemonics or abbreviations 
being avoided? 

1 

1t needs to beIl 
implemented. 

4-digit PIN. 1 

126 Nuisance alarms occur when an unintended event evokes an alarm status by an otherwise properly working alarm system. 
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Vsable Security Symmetry Check-List 
7. Usability Criterion: RESOURCE SAFETY 
Whether resources (including people) are handled properly without any hazard.
 
# Usability Review Occurrence Comments Security Review Occurrence 1 Comments
 

y N NA	 y N NA 

7.1 Ooes the system's owner	 Besides the outside machines, 1
provide MTMs inside does the system' s owner provide
 
supermarkets (i.e. MTMs inside MTMs that are inside locked,
 
busy supermarkets are card accessible booths or rooms?
 

1considered safer)? 
7.2 Are users updated conceming of It needs to be Is the dynamic loading of1	 1

the owner's system security implemented. applications 127 provided by the
 
services to better meet customer system (e.g., emergency and
 

J needs?	 security upgrades/updates)? .l 
7.3 If the physical security of the	 Is there any mechanism to avoid With the new MTM1	 1 card reader slot userscustomer is threatened (e.g.,	 the trap of the card inside of the 

only need ta insert
steal a customer's card/money),	 MTM's card reader (i.e., 

pa11ially the card in 
can the user send a silent	 Lebanese /0op) 129? the slot and remove 

1 alarm l28 to the owner's system?	 il rapidly. The MTM 
does not keep the 
card inside the 
machine anymore 
during transaction 
processing. 

127 Applications are loaded on an as-needed basis. The system needs to be able ta add additional applications to the card platform. 
128 A silent alarm that makes no noise that is audible ta the trespasser and uses an emergency PIN system. The alarm makes an audible noise elsewhere 
and notifies the owner's system (e.g., bank) and/or the police. For example, a situation might be a customer who is forced by a robber ta withdraw 
money From the MTM. Sa, s/he can tap (or speak) an emergency PIN alerting the bank's security system. 
129 When the customer gets frustrated by not getting the card back and walks away From the machine, the criminal is able ta	 remove the card and 
withdraw cash From the customer's account. 



320 

7.4 If the MTM offers a silent alarm 
feature, is Reverse PIN used 

1 It requires 
system review 

Has the system 's owner security 
policy a clause that states that 

1 Tt requires system 
review if it is 

providing faster recall? if it is feasible. reverse PIN must only be used feasible. 

.. 1 .. for emergency? 

7.S Are audible instructions (or 
voice PIN) available so that 

fi --- Is PIN entered on public keypad 
then transmitted to central server 

1 PIN is stored and 
checked against 

people who cannot read an 
MTM screen can independently 
use the machine 130? 

and checked against saved file 
avoided 131? 

thc smart card and 
not tra nsm itted 
over the network 
where it would be 
susceptible to 
"sniffing" 
(shoulder surfing 
or direct 
observation by 

7.6 Does the MTM hardware and '1 
.. . 

1 --- Is the outside of the MTM tamper 1 ! 
cameras). 
It requires system 

aesthetics convey a secure and evident (i.e., it makes review for 
trusted operating machine to unauthorized access to the keeping up with 
users? protected object in the MTM new types of 

easily detected)? . attacks. 
7.7 Have users the ability to send a 

silent alarm through their 
1 lt needs to be 

implemented. 
Are attacks prevented on the 
wireless device that hosts the 

1 lt requires system 
security review to 

wireless devices due to MTM's 
1 

MTM's emergency application? be able to 
system failure? 1 implement it. 

130 Ali audible information is delivered privately through a standard headphone jack in the front of the machine. Information is delivered to Postal kiosk. 
131 The risk of eavesdropping or replaying a PIN depends on how and where it is entered to the system. This option is not good from the security 
perspective, since the PIN has to travel over the network anyway. 
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5.4.2.2 Severity Ratings 

The usability problems can greatly be eliminated or reduced through the 

severity rates where evaluators are able to identify the security and usability problems 

that should be tackled and fixed. The ratings also aid in the allowance of resources for 

treating the user interface problems. If the severity ratings indicate that several 

disastrous usability problems remain in an interface, it will most likely be 

unadvisable to release it. However one might choose to go forward with the release of 

a system with several usability problems if they are all judged as being cosmetic in 

nature. 

According to Nielsen (1994), the severity of a usability problem consists a 

combination of three elements: frequency ranges (i.e. from ordinary problems to 

atypical ones), impact (i.e., establishes the ease or difficulty with which users recover 

from a problem), and persistence (i.e., ranges from just one problem that might be 

surmounted to the problem that continually replicate itself becoming bothersome to 

users). 

Last but not least, it is recommended to assess the market impact of the 

usability problem since certain usability problems can have a destructive effect on the 

popularity of a product, even if they are fairly easy to overcome. 

Severity ratings are gathered in a questionnaire after the actual evaluation 

session, listing the entire set of usability and security problems that have been 

discovered, and the evaluator is asked to rate the severity of each problem. The 

descriptions are synthesized by the evaJuator from the comments made for each 

problem. Typically, the evaluator needs only spend about 30 minutes to give their 

severity ratings. The experience shows that severity ratings from a single evaluator 

are unreliable to be trusted (Nielsen, 1994). As more evaluators are asked to judge the 

severity of usability problems, the quality of the mean severity rating increases 
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rapidly, and using the mean ofa sel ofralings j'rom Ihree eva/ualors is satisfactory for 

many practical purposes. 

5.4.2.2.1 Usability Severity Ratings 

The 0 la 4 raling sca/e can be employed to rate the severity of usability 

problems (Nielsen, 1994). Table 5.5 shows an example of a usability problem and its 

severity rate: 

•	 0 = 1don't agree that this is a usability problem at ail. 

•	 1 = Cosmetic problem only: need not be fixed unless extra time is available 

on project 

•	 2 = Minor usability problem: fixing this should be given low priority 

•	 3 = Major usability problem: important to fix, so should be given high priority 

• 4 = Usability catastrophe: imperative to fix this before product can be released 

The Recommendations column suggests a solution for the problem. 

Problem Name of the Severity	 Explanation Relationships Recommend 

Description criterion Rate	 of the with other ations
 

Usability problems
 

Issue
 

Vertical Consistency 1 Only two Speediness Give user
 
and and screens of the task more
 
horizontal standards have scroll IS control
 
scrolling is Bars. compromised.
 

not possible
 
in each
 
window
 

Table 5.5: Example of a usability problem and its severity rate. 



323
 

5.4.2.2.1.1 Usability Severity Ratings and Recommendations for MTM 

Problem Name of the Severity Explanation of the Relationships with Recommendations 
Description criterion other problems

Rate Usability Issue 

1.	 No user Minimal 1 Customization is System-wide color Provide a more balanced color 
customization Action everywhere these days, scheme. scheme until the system can provide 
(Usability from facep lates 132 on ce Il Users are doing more customization. Long-term 
review 1. 1 and phones to background color computers and solution should be user customization 
2.1 )	 on computer desktops to mobile devices for as much as possible.
 

the arrangement of widgets work and leisure 12
 
on one's internet start page. or more hours per
 

day. Usually 
corporate/consumer 
computer average 
users set as many 
Windows elements 
to black color as 
possible because 
for example too 
much white 
backgrounds cause 
eyes problems. 

132 Any type of melal or plastic plaIe designed to fit over a device or computer component to enhance the device's functionaJity or ils looks. 
Cellphones, iPods and even handheld game devices are types of consumer electronics that consumers can purchase faceplates for. 
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2. Heavy Minimal 3 Users are required to log in System Realize SSO authentication across 

authenticatio Action to the system through performance and multiple service providers. This will 

n workload different types of heavy flow of user remove the need for authenticating 

(Usability authentication (Ievels of interaction. users at every instance of remote 

review 1.2) authentication) which Perception of service provision. However this 
depends on the type of performance is involves more than system 's owner 

. .
servIce users are accessmg. informed by two decisions to implement it. lt also 

things: The speed involves third-party players so that an 
with which an agreement should be settled in order 
application to provide this feature to users. 
processes data and 
performs operations 
and the speed with 
which the 
application 
responds to the user 
(Apple, 2008). 

3. Heavy re- Minimal 2 lfusers have to access Web Fluidness of the Probably the same solution as above 
authentication Action applications or Electronic interaction is but it needs system reevaluation. 
(Usability Purse they have to re­ compromised. 
review lA) authenticate and this is 

cumbersome to users. 
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4. Increased Minimal 2 Using different credentials SSO for individual Reduce the number of logins that a 

number of Action (e.g. password) on different systems. user has to remember and thereby 

user logins systems decrease frequency create a more efficient and 

(Usability of use and memorabili ty. streamlined work environment for the 

review 1.13) user. 
SSO can be a solution for individual 
systems which tend to store user 
credentials locally on the 
workstation. Care must be taken with 
this kind of approach since 
administration as weil as usability 
issues will arise if this method is used 
in a network environment. 

5. Software Minimal 2 Users must switch between Lack of motivation Same as above. 
inconvenience Action different systems (e.g., to explore other 
(Usability local MTM transactions functions within the 
review 1.21) and a concert ticket portal). application might 

compromise task 
completion (e.g. 
buy a concert ticket 
on the Web). 
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6. Physical and Minimal 3 Users need to carry Productivity for For physical and logical access 

Logical Action different cards for different cOl-porate users, applications, contactless technology 

Access accesses. partial fulfilling or provides quick user throughput (i.e., 
1nconvenience task abandonment the number of users that can be 
(Usability (e.g. buy a concert processed (or authenticated) per uni t 
review 1.22) ticket) for time for a given system). Also to 

consumers. accommodate the user's need for a 
single ID credential, using a 
contactless card for both physical and 
logical access could be attractive. 
Depending on system requirements, a 
contactless smart card can now be 
used to provide the required level of 
security for logical access, while 
providing a reliable and easy to use 
solution. Contactless technology has 
the advantage of not suffering from 
physical contact contamination or 
requiring precise insel1ion and 
release (GSA, 2004). 

7. Lack of Operability 2 Uscrs cannot choose their Task abandonment. Streamline the authentication process 
customization prcferred authentication and provide AM(s) options to users 
(authentication) 
(Usability 

method (system-defined). Too 
many steps to login with 

in order to remove any confusion or 
frustration which could lead to the 

review 2.1) certain authentication 
methods (e.g., OTP), and 
certain Web applications that 
rcquire users to crcate an 
accounl (pre-regislralion) before 

user abandoning the process. 
Therefore users would have a smooth 
and better user experience while 
using the system securely. 

they can access a Web site. 



327
 

8. Lack of user Operability 2 New software is Typically users Provide adaptable interfaces where 

interface continually released with only use a portion the user herself is in control of 
customization larger numbers of features, of the tools and customizing. That customization 
(Usability and more complex Uls and menus available at should be direct and simple, that 
review 2.2) applications the MTM, and ail changes would be local as weil as 

interoperability. As the the extra global, and that the system would be 
interfaces of software infonnation in the able to support deep customization 
grow, the user' s efficacy software that the (Stuerzlinger et al., 2006) (i.e. users 
when working with the user does not need are able to create new sets of options 
MTM's given program becomes a and change the function of tools). 
diminishes. distraction that 

potentially slows 
down their work 
process. 

9. Excessive and Operability 3 Users get irritated when they Technology and MTMs are able to use operating 
varying levels attempt to access services and network variety in systems such as Microsoft Windows 
of access and 
network 

get interrupted to log in again. 
Security is a secondary task 

supporting those 
AMs. 

and Linux so that is why users can 
access different services in other 

variety 
(Usability 
review 2.7) 

for users. 
It's very confusing the va riety 
of AMs when accessing 
different services which are 

networks not only locally at the 
machine. 
Single Sign-On can be the solution. 

not simple. Several levels of 
access such as physical and 
logical access for different 
services which can be located 
in the MTM Local Area 
Network (LAN), Wide Area 
Nctwork (WAN), or Intemet 
(Web apps). 
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10. Unbalanced Operability 2 Legitimate users may get Throughput The accuracy of each system can be 

FRR and 
FAR ofhand 
geometry 
recognition 
(Usability 
review 2.12) 

irritated if the system 
doesn't accept them. 

performance adjusted. However, there are some 
drawbacks to doing so (e.g., changing 
the system sensitivity to rcduce false 
rejections may increase tàlse 
acceptances). 
Zhang (2004) has documented 
recognition system' hand geometry 
scanners as being able to operate with a 
low FAR of 0.096% and reasonable FRR 
of 1.05%. 

Il. Locked out Operability 4 Users can only reset their Unavailability of For the time being, a short-term solution 

user - PINs by going into the servIces. is the bank to provide a systcm-

Forgotten 
PIN (Usability 
review 2.14) 

bank and doing it in person. 
Also users are not allowed 
to do it over the phone. 
This security policy 
represents a disaster 

generated PIN upon users' request and 
mail it to users. This typically takes 5 
business days but if user is out of the 
country it will takc 2 weeks or more. 
A long-tenn solution is to provide a PIN 
œset via a secure Web interface. Another 

transJated to inconvenience option is an on-demand authenticator 
and dissatisfaction for users which grants "emergency" access to a 
who need to access their traditional token user who may have 
account at that very temporarily misplaced a token (e.g. left a 
moment at the MTM. token at home), iITetrievably lost a token 

or forgotten a PIN. By successfully 
completing life question challenges from 
the databasc, uscrs can keep making 
transactions by requesting on-demand 
authentication even in off-hour 
scenarios. 
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12.lnefficient Operability 3 The MTM system is Unavailability of System needs to be updated 

Mean Time unavailable at certain very services. regarding technology infrastructure. 

Between short periods of time. Users High availability ­ often 

Failures 
(MTBF)­
hardware 
reliability 
(Usability 

might try to log in to the 
system at that exact moment. 
There is no way of estimating 
on how long the failure could 
last and what exactly can 
cause a failure. Failures might 

implemented with failover c1ustering, 
load balanced clustering, warm 
standby servers, and log shipping. 

review 2.16) occur from the network for a 
number of reasons. 

13. High rate of Operability 3 System reliability which Unavailability of System must have an MTTR of zero, 
Mean Time To affects authentication tasks services. which means that it has redundant 
Repair and availability of services components which can take over the 
(MTTR) to users. instant the primary one fails. 
(Usability 
review 2.17) 

14. High Total Operability 2 User throughput is too high Task incompletion, 3Ts should be adjusted to a minimum 

Transaction for a biometric AM unavailabilityof of 4 and maximum of 10 seconds for 

Time (3Ts) compared to non-biometric services, and a single user. 
for biometrics ones. Though isolated productivity for Hand geometry uses low 
(Usability transactions that take 15 corporate users. computational cost algorithms, which 
review 2.18) seconds might be leads to fast results. 

acceptable in some 
environments, this could be 
less than ideal for 
processing a large number 
of users in the MTM case. 
Users may feel 
uncomfortable using the 
system because it takes too 
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much time to capture their 
samples (satisfaction) and 
to leam the interface 
(leamability). In addition, 
users cannot use the 
product quickly 
(efficiency). 
As already mentioned, the 
3Ts corresponds to the time 
for a single user to present 
the biometric (acquisition 
time), and processing time. 

15. Hidden Privacy 1 The privacy policy is Liability Provide a "Privacy Policy" link 
privacy policy located under the which directs users to the privacy 
(Usability "Security" link in the policy in the Welcome screen. 
review 2.18) MTM's Weicome screen. 

16. No users Privacy 3 Private information Liability and best User privacy is a serious topic and 
control over is precious to many Internet business practices should be taken very seriously if an 
their private businesses. Users are organization wants to be credible to 
information unaware that they are not in its customers as it is the case of this 
(Usability control of their private system's owner. 
review 3.4) infonnation. Increasing The fol1owing policy should be set up: 

practice of 
commercializing privacy 
by publicly businesses 
progressively creates new 
risks for users in retum for 
little to no protection or 
reward. 

• 

Indicate why systcm's owner is 
col1ccting data and whether it 
intends to share it with other 
organizations; 
Ask for user's consent to use their 
private information when 
collecting it from online 
activities. 
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17. Inconvenience Privacy 2 The system' s owner does Availabilityof Adopt a centralized database sa that it 

to users 
(Usability 
review 3.6) 

not maintain backup data in 
a central location, so if the 
card is lost, the cardholder 

services, system 
efficiency. 

will be easier for users to repopulate the 
replacement card when the original card 
is lost. 

must go to several locations to 
repopulate the cardo 

18. Dangerous Privacy 3 Private information Liability and best Distributed privacy preserving data 

information is precious to many Internet business practices. mining tools are vital for mining 

disclosure businesses. Users are multiple databases with a minimum 
(Usability unaware that they are not in information disclosure. 
review 3.6) control of their private 

infomlation. Increasing 
practice of 
commercializing privacy 
by publicly businesses 
progressive Il' crea tes new 
risks for users in retum for 
[ittle to no protection or 
reward. 

19. Inappropriate Privacy 2 System response time is Productivity for One solution for example is to use 
encryption slow when not using corporate users, video encryption algorithms which 
policy appropriate encryption partial fulfilling or focus on protecting the more 
(Usability policies, and by abandonment of a important parts of a video stream, 
review 3.9) consequence the user task. thereby reducing the total amount of 

experience suffers. data encrypted and providing a faster 
response time which enhances the 
end-user experience. 
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20. User Privacy 2 Loss, misuse, modification or Higher 1. Using strong authentication 

insecurity 
regarding 
sensitive 
information 
(Usability 
review 3.\0) 

unauthorized accesses to 
sensitive infonnation (e.g., 
social security numbers, 
credit card numbers, and 
driver license numbers) 
negativcly affect the privacy 
of users depending on the 

authentication 
"abandonment" 
rates, paliia\ 
fulfil1ing or task 
abandonment. 

procedures and other access controls 
to make information usable by 
authorized individuals. 

2. Reducing the volume of collected 
and retained information to the 
mll1lmUm necessary; 

3. Limiting access to only those 
level of sensitivity and nature individuals who must have such 
of the information. access; 

4. Encrypting data. 

21. Failed and Security 3 If users forget their PIN Availabilityof If a cardholder blocks their card by 

annoying (after inserting their cards) servIces. entering an invalid PIN, the 

\ogin the system blocks users cardholder should have the capability 

(Usability after 3 failed attempts to to unblock the cardo When the 

review 4.1) log on. This is extremely cardholder's card is initial1y setup, a 

annoying for users and special unblock code should be 

more aggravating generated, encrypted and then stored 
especial1y if they are in a in the card management system. 
hurry or emergency. 
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22. Failed and Security 3 When trying to login using Availabilityof Most users are much better 

annoying KBA over the phone, users services. remembering 4-digit random PINs 
login when 
doing KBA 

need to provide a PIN as a 
211d authentication factor 

than any other type of random 
password. 

over the but if they forget their PIN, Ifusers forget their PIN, provide 
telephone they will need to go them with the security questions 
(Usability through other AMs in order option to replace the PIN. For 
review 4.3) to provide that 211d security reasons, if they don 't 

authentication factor remember them as weil so users will 
(strong authentication). need to set up their PIN and/or 
This is annoying to users security questions at the branch or on 
especially if they forget the phone. Users will receive their 
everything so then they will resets by mail. Additionally, users 
need to go to the branch to must ensure their Telephone Banking 
have their credentials reset. PIN is not similar to their 4-digit PIN 

used for MTM transactions. 
23. Slow and Security 2 Inconvenience to users System Biometrics can be used with the card 

unprotected when on-card biometric performance, technologies discussed above (e.g., 
transactions match is not provided. interoperability, smart cards), where biometric 
(Usability There is a separate physical scalability. information is stored on the card and 
review 4.5) access control system then verified with the received 

database, managed by the biometric at the point of interaction. 
facilities organization, On-card biometric match is the 
which maintains an concept of either matching and 
employee's physical access storing hand geometry or fingerprint 
control privileges and on a smart cardo 
issues the proximity cardo There's no need of a database. 

Matching hand geometry (or 
fingerprint) infonnation in the card 
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removes the uncertainty of matching 
on a network-connected device, an 
external server, or a database. This 
provides faster transactions 
(performance), user acceptance and 
more security. 
On-biometric card match technology 
is a good candidate to replace PINs 
and passwords irrespective of the 
card technology, or the application. 
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24. Difficulty to Security 2 Overwhelm customers with Performance, Minimize interaction while keeping 

cope with 
different 

complexity, heavy f10w of 
interaction, and memorability 

availabilityof 
servIces. 

the most important services al ways 
available. Reduce the number of 

communicatio 
ns channels? 
(Usability 
review 4.10) 

issues when dealing with 
different communication 
channels. 
Customers have to manage 
complexity when dealing with 
di fferent services offered 

actions required to perform the 
required tasks. 
Provide other services by flagging as 
optional or customizable services but 
maintain a collection of"core 

through different types of services". 

communication channels such 
as MTM, Web, and WAP. 
Although it might be 
considered a convenient 
service when one does not 
have access physically to a 
MTM, it does place the 
burden on the customer with 
regards to the co-ordination of 
the MTM with the cell phone. 
In addition, customers will 
still be required to 
authenticate to the system by 
entering a PIN. Unlike 
passwords, PINs have no 
meaning to the custol11er, and 
then it mighl be even harder to 
rel11el11ber th an a password (i.e., 
passwords can be crealed 10 be 
pronounceable). PINs become 
harder to remel11ber for 
cllslomers who have differenl 
ones 10 keep track of. 



336
 

25. Lengthy Load Time 2 Computational load is the System MTM should consume minimum 

transaction length of time needed to performance, computational load. But how can the 

computationaJ carry out a computational pal1ial fulfilling or system'S owner provide feedback 
Joad process. task abandonment. while waiting for server responses 
(Usability Users get irritated when a when required? 
review 5.2) transaction or page takes The full length of an operation can be 

too much time to load on determined and you can tell the user 
the screen. This decreases how much of the process has been 

the user experience completed. 
significantly. According to A progress indicator helps maintain 
Nielsen (1993), there's a the user's attention, improves the 

Iimit ofpeople's ability to user's understanding of how the 
keep their attention focused system works, and also 
while waiting which is no communicates that the system is still 
more than ten seconds for alive even if a response hasn't yet 
Web pages. occurred. 
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26. Slow Load Time 2 People are impatient at the Performance, Java card is a robust multifunction card 

Response 
time 
(Usability 
review 5.4) 

MTM. They are in a hurry. 
They want to get things 
done. And, they do not 

want you to waste their 
time. Anything that slows 

availabilityof 

services, partial 
fulfilling or task 
abandonment. 

containing a cryptographie processor and 
secure storage token offering a solid 
platform on which to securely store a 
digital hand geometly (or fingerprint) 
template and to execute an on-card 
biometrie-match function. See also 

them down will frustrate 

them. Slow response time 
Problem Description 23. Slow and 
unprotected transactions above. 

can distract users in their Additional measures are: To help the 
interaction with the MTM. speed of retrieval it is important that 
This makes it more only essential infom1ation be displayed. 

annoying and difficult for Graphie images usually cause the MTM 

users to complete a system to download slower. In addition, 

transaction (i.e. funds 
transfer) or pursue other 

goals (e.g. buy a concert 
ticket). 

pages built with too much code (long 
style sheets, many scripts, etc.). An 
appropriate balance between speed and 
design for usability should be 
cstablished. 
The idcal standard guidelines for 
response times according to Nielscn 
(1993) are as follows: 

• 0.1 second (one tenth ofa second): ideal 
response time. The user doesn't sense 
any interruption. 

• 1 second: highest acceptable response 
time. Download times above 1 second 
interrupt the user experience. 

• 10 seconds: unacceplable response lime. 
The user experience is intelTllpted at an 
alarming high raIe and the user is likely 
to leave lhe site or system. 
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27. Inexistent Load Time 2 If PIN is forgotten, there' s Availabilityof The system should provide an 
authentication no other authentication services, task authentication screen that prompts 
method method option to login to abandon ment. them to enter their PIN, and a link 
option the system. This is that will allow them to create their 
(Usability annoying and totally blocks authentication profile again and, thus, 
review S.l 0) users on their goals. choose a new PIN creating their 

customer authentication profile again. 
28. Inexistent Load Time 2 Check image quality, Availability of Make use of a software that performs 

image quality usability and integrity are services, task a broad range of image quality and 
and image undoubtedly hot topics. abandonment. usability tests on each image and 
usability Poor quality images bring "flags" those items which represent a 
components exposure to fraud and quality, usability or negotiability risk 
in check liability issues. for a financial institution. The 
imaging Aiso customer is likely to software should also address image 
(Usability believe the system's owner quality concems on both a per-image 
review S.II) is responsible for any and scanner level. Through this 

quality issues. Clearly, this approach, system' s owner has the 
will negatively impact ability to "catch-and-correct" image 
customer confidence. quality and usability issues before 

they become concerns. 
Image quality review functionality is 
also essential, allowing for protection 
by reviewing images received and 
rejecting those that are poor quality 
and unusable. 
Assurance ensures the images your 
insti tution uses for forward 
presentment meet the image quality 
and usability definitions. 



339
 

29. Privacy and Load Time 2 DES is not suitable for Availability of Despite the strength of the DES 
Integration confidential data. serVices, algorithm Im-gely used worldwide, 
(Usability As already mentioned, interoperability. advances in computer speed and 
review 5.12) usability aspects in this processing power are approaching the 

case correspond to the point where brute-force searches of 
Administrator (not End­ its 56-bit key space can be 
User) level. Here are the accomplished within 7 days (NIST, 
usability aspects: 2001 ). 

• 3DES was the answer The recommendation is to use the 
to many of the 3DES algorithm which answers this 
limitations of DES. problem by increasing the key length 

Since it is based on the to 168 bits. This 3DES 

DES, it is very easy to implementation was released and 
modify existing described in ANSI (1998). 
software to use 3DES. 3DES is an outstanding and reliable 

• Advanced Encryption choice for the security needs of 

Standard (AES) is the highly sensitive information 

substitute for DES including PIN (if DES is used to 

(NIST, 2009) but 3DES encrypt PIN so PIN is vulnerable to 

will be maintained for attack). 

compatibi/ity reasons Finally, to improve transmission 

for several years after speed of 3DES there is technology 

that. that enables it to reduce backup sizes 

• AES will be at least as and speed the transmission of the 

strong as 3DES and customer's backup via the Internet 

probably l71uchfaster. (Idera, 2010). 
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30. Extensive Load Time 2 Extensive automatic logs Availabilityof Set up the system to typically no 
automatic take a lot of processing services, task automatic !ogs and configure the 
audit logsl33 time, lowering system abandonment. specifie types of audit logs the MTM 

(Usability perfonnance, which can be should record. Make a balance 

review 5.13) frustrating for users. between no logs and recording 
Automatic logs can be used specifie types of logs (i.e. transaction 
with software-based logs). 
products to keep a record 
of all user interactions and 
transactions but they can 
have the disadvantage that 
they will also pick up 
accidentai actions. 

31. Memorability 
issues with 

Minimum 
Memory 

2 The most common computer 
authentication method is to 

Availabilityof 
services, task 

The main argument for using recognition 
f' l' h' 1 d 134 o visua Items or grap Ica passwor s . 

alphanumerical Load use alphanumcrical abandon ment. is that people are better at memorizing 
usernames usernames and passwords. It graphical passwords than text-based 

and has been shown to have major passwords. Another interesting fact is 

passwords 
authentication 
method 
(Usability 
review 6.5) 

drawbacks. For example, users 
are inclined to choose passwords 
that can be effortlessly guessed. 
On the other hand, if a password 
is tough to guess, then it is 
frequently tough to remember. 

that it is morc difftcult to break graphical 
passwords using the traditional attack 
methods such as brute force search, 
dictionary attack, or spyware. 
A graphical authentication method might 
be a solution. Examples are SiteKey 
From Bank of America, Passface, etc. 

133 Audit log is a chronological sequence of audit records, each of which contains evidence directly pertaining to and resulting fi'om the execution 
of a business process or system function. Audit records typically result From activities such as transactions or communications by individual 
~eople, systems, accounts or other entities. 
34 A graphical password is an authentication system tbat works by having the user select From images. in a specifie order, presented 111 a 

graphical user interface (GUI). For tbis reason, the graphical-password approach is sometimes ca lied graphical user authentieation (GUA). 
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32. Failed to Resource 2 Users can get surprised if for Availabilityof Automatic updates pushed to the 

communicate 
updates made 
regarding 

Safety example a new emergency 
access authentication method has 
been introduced in the system 
and there was no prior 

services, users' 
insecurity, 
discomfort. 

system. 
Send out notifications/updates 
conceming security services to 

latest security communication about il. Users customers by mail, email, or provide 

services can be insecure or unsure ifthey a link in the MTM's Welcome page 

(Usability 
review 7.2) 

are performing the right 
authentication method. Good 
communication especially 

to the Security Update Service 
section in the MTM. 

related to security field is crucial 
towards customers. 

33. No Reverse Resource 4 Customer is able to send a User physical The adoption of a Reverse PIN for 

PIN available 
(Usability 
review 7.4) 

Safety silent alarm using a 
Reverse PIN in response to 
a threat at the MTM and 

security, system 
trust. 

emergency aids users in remembering il. So 
if the PIN is 2637 users enters 7362. This 
would avoid having a new emergency PIN 
issued and the bothersome task to users to 

get help from the bank. remember another PIN. 

Users have difficulty MTM Reverse PIN. 

remembering PINs 
especially under pressure. 

After user enters the correct PIN in reverse 
order. the account-holder's is automatically 
locked and the system triggers an error 
message on the screen saying that the user's 
account has been locked. At the same time 
the system also dials the preconfigured 
National Security Force number to have the 
robber trapped. This is clearly a resource 
safety feature that MTM offers to its 
customers. 
To unlock user's account, he will be required 
to make a phone cali to customer service 
providing for example security questions as 
an additional authentication mechanism 
and/or confirming his private information 
stored in the system owner"s database. 



342
 

34. Lack of Resource 2 As wireless devices User satisfaction, System's owner should provide as 
integration Safety become progressively more performance, user much access as needed to their 
with wireless pervasive and essential in physical security. customers providing connectivity 
network the users' lives so is their anywhere and anytime especially in 
(Usability need for constant the case of user emergencies. 
review 7.7) connection to different Users can send a Reverse PIN from 

networks such as Internet, their wireless devices through Short 
corporate network, etc. Message Service (SMS)in the case of 
When sending a silent MTM system failure (i.e. user 
alarm from an MTM convenience and physical security). 
emergency application This service is only provided for 
installed in the wireless customers who have subscribed to it 
device, users' devices can through the bank. See also 
be compromised as can Problem Description 33. No Reverse 
MTM processes. PIN available, Recommendations. 
Users are able to send a 
silent alarm through the 
MTM' s emergency 
application from their 
mobile devices. 



343 

5.4.2.2.2 Security Severity Ratings 

The security severity ratings are based on six aspects in the USS: 

•	 authentication (i.e. user identity proofing and verification). 

•	 confidentiality (i.e. information is not made available or disclosed to 

unauthorized individuals, entities or processes). 

•	 integrity (i.e., data has not been modified or destroyed 10 an unauthorised 

manner). 

•	 non-repudiation (i.e., the author of a document cannot later cJaim not to be the 

author; the "document" may be an e-mail message, or a credit-card order, or 

anything that might be sent over a network). 

•	 access Control (i.e., granting access to data or performing an action; an 

authentication method is used to check a user login, then the access control 

mechanism grants and revokes privileges based on predefined rules). 

•	 availability (i.e., a computer system as set must be available to authorized 

parties when needed). 

The 4 ta I (Critical ta Law) rating scale can be employed to rate the severity of 

security probJems. It has been developed by taking into account the work done in 

Section 3.2.2.4 Step 4: Develop the Authentication Risk Assessment Matrix. The 

rating scale is described as follows: 

•	 4=Critical Impact: 

oThis rating is set to fiaws that could be effortlessly exploited by a 

remote unauthenticated attacker and lead to system compromise (e.g., 

arbitrary code execution l3S 
) without involving user interaction. These 

categories of vulnerabilities can be exploited by worms. However 

135 Arbilrary code execulion is employed 10 describe an attacker's abilily to execule any commands of 
the attacker's choice on a large! machine or in a large! process. 
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flaws that involve an authenticated remote user, a local user, or an 

improbable configuration would not be categorized as Criticallmpact. 

• 3=lmportant Impact: 

oThis rating is set to flaws that can effortlessly compromise the 

confidentiality, integrity, or availability of resources. These categories 

of vulnerabilities aJJow the following: local users to gain privileges, 

unauthenticated remote users to view resources that should be secured 

by authentication, authenticated remote users to perform arbitrary 

code, or local or remote users to effortlessly originate a denial of 

servIce. 

• 2=Moderate Impact: 

oThis rating is set to flaws that might be harder or more improbable to 

be exploitable but given the right conditions could still lead to sorne 

compromise of the confidentiality, integrity, or availability of 

resources. These categories of vulnerabilities are the ones that may 

wei] have had a Critica/ impact or Important impact but are less 

effortlessly exploited based on a technical evaluation of the flaw, or 

have an effect on improbable configurations. 

• i=Low impact: 

oThis rating is set to ail other issues that include a security impact. 

These categories of vulnerabilities require improbable circumstances 

ta be capable of being exploited, or where a successful exploit would 

entai] negligible consequences. 

Table 5.6 presents an example of security problems related to usability criteria 

and their severity rates for a MTM. 
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Problem Name of Severity Explanation Relationships Recommendations 

Description the 
usability 
criterion 

Rate of the 
Security 
Issue 

with other 
problems 

MTM requires Minimal 2 Systems A 2-factor Remove PIN as a 
only a PIN Action requiring only authentication rcquircment and 
(and the smart a PIN and is not as implcment a 
card) when smart card strong for biometric 
us mg common (2-factor authcntication authentication 
functionalities. authentication) as it was 5 mcthod (e.g., 

ha ve became a years ago (or fingerprint) used 
pretty less). in conjunction 
common with the smaJ1 
authentication cardo This will 
method and ease user 
more interaction and 
exploitable by improve security. 
hackers. As 
technology 
advances, 
modern 
hackers are 
increasingly 
more 
malicious and 
savvy. 

Table 5.6: Example of a security problem and its usability criterion and severity rate. 
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5.4.2.2.2.1 Security Severity Ratings and Recommendations for MTM 

Problem Description Name of the Severity Explanation of the Relationships with Recommendations 
criterion Rate Security Issue 

other problems 

1. Exposing Minimal 3 Customization is also Third party 1. Make a risk assessment to what 

security holes Action taking place in the MTM integration, user degree of customization is 
(Security environments which might preferences. realistic at the MTM without 
review 1.1) provide individual customer compromising security. 

preferences (e.g. service 2. Use a hybrid contactless smart 
selection options, language, card can be used to provide the 
customized dashboard, required level of security for 
etc.). But to achieve the logical access, while providing a 
delivery of next generation reliable and easy to use solution 
services via the MTM, for physical access. Or use 
customization means not multiple technology cards that 
only from end-user but also can combine either of the 
third party integration. For lSO/lEC standard contactless 
example, instead of an smart card technologies with 125 
MTM presenting a generic kHz proximity technology. This 
interface, the machine enables the card to operate with 
wou Id be dynamically legacy physical access control 
reconfigured so that when a systems, as weil as new ISO/lEC­
customer inserts his card compliant systems. Providing 
his particular bank's screen multiple read/write capabilities on 
is displayed (customized to a card can often assist in 
the user' requirements), and providing the tools needed to 
different applications are enable a transition from legacy to 
presented to the user. new technology applications over 
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Moreover, a quick and easy time. 
customization of service 3. A final point is that organizations 
offering is completely should take advantage of the card 
feasible (e.g. simple, user- architecture by linking physical 

friendly interface would and logical access privileges to 

allow nontechnical staff to increase security within the cardo 

easily change and update 
the presentation layer). 
Although a distributed 
hardware and software 
architecture, delivering a 
fully customizable service 
this open the door for 
plentiful security holes if 
the system is not secure 
properly. For example, 
JavaScript that runs in the 
MTM's browser can be 
exploited to hack accounts 
of users who visi t a 
particular user profile page. 

2. Authentication Minimal 1 Users are required to switch Availability of Implement SSO authentication across 

task overload Action to another AM varying serVices, multiple service providers. This will 

(Security 
review lA) 

complexity and familiarity 
with the authentication 
methods artifacts. 

efficiency, 
performance. 

remove the need for authenticating users 
at every instance of remote service 
provision. However this involves more 
than the system owner's decisions to 
implement il. It also involves third-party 
players so that an agreement should be 
settlcd in order to provide this feature to 
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users. Any good SSO implementation 
should have the flexibility to offer the 
integration of advanced authentication 
systems in order to boost the security of 
the user's login. 
SSO for individual systems tend to store 
user credentials locally on the 
workstation. Care must be takcn with 
this kind of approach since 
administration as weil as usability issues 
will arise ifthis method is used in a 
network environmcnt. 
Single sign-on within network 
environments tend to store credentials on 
a central server or within a directory in 
order to provide access to ail 
workstations. Administration and 
accessibility is thereby maximized. For 
enhanccd flexibility, a SSO application 
should be able to provide both central 
server and local methods of credential 
storage. 
Additionally, consideration should be 
given to an implementation that provides 
integration with biometric devices and 
other advanced authentication devices to 
enhance security. 
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3. Security risk Minimal 3 Attackers will have a better Availabilityof Sorne countermeasures to password­
by revealing Action probability of guessing serVices, user guessing attacks would be the 
visual eues for users passwords which is frustration. following: 
remembering usually called password- Account locking: after a few fixed 
passwords/ guessing attacks (e.g. number of unsuccessful log in 
PINs to users exhaustive search or attempts, the account of the particular 
(Security dictionary attacks) ifcues user is locked for sorne time. 
review 1.12) are given to users. These Delayed Response: the server 

attacks are difficult to provides a delayed response to the 
control and hence pose a user request (e.g., not faster than one 
major problem in the answer per second). 
functioning of password Adopt CAPTCHA authentication: one 
based systems. of its versions allows users to 
The likelihood of authenticate as a human by 
remembering several recognizing what object is common 
passwords is not at ail that in a set of images - image-based 
great. Half the people who recognition. This is easy for humans 
say they never write down to respond to but rather difficult for 
their passwords usually computers to answer. It is useful 
need ta have their noting here that an online attacker is 
passwards reset because af fundamentally a programmed 
fargetting. computer. 
Users get frustrated if they 
cannot lagin ta the system 
given that they have a 
specifie goal ta achieve 
(e.g. withdraw maney). 
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4. Unsecure Minimal 3 Whenever the system Perfonnance, A simple and secure solution by still 

default cookies Action provides fields that already availabilityof using cookies is the one which 

(Security have values, the system serVices, user indicates that the cookie should only 

reVlew should reduce the time satisfaction. be accessible via SSL on a page using 

1. 14/1.15) users spend typing and the HTTPS protocol. Ali other default 

improve their accuracy. aspects of the cookie remain the 

Users can still override the sarne. To set a secure cookie code, 

default values, ifrequired. use the "secure" option which creates 
a secure cookie by setting the 
"secure" option to true. As 
mentioned, this solution will only 
work if the page calling this code 
uses the HTTPS protocol, otherwise 
the cookie will be generated with 
default options. 

5. Unsafe PIN Minimal 1 PINs take less time to enter Availability of Sorne recommendations for fraud 

credential Action than passwords. They are services, back-end prevention are the following: 

(Security considered low-security effecti veness, PIN Change Pr%co/: 
review 1.17) compared to passwords. productivity. Anytime a customer calls the 

PINs are seldom employed Customer Service Center to access 

as the only fOlm of accounts, infOlmation should be 
authentication for a system requested such as the most recent 
access (i.e. one-factor statement balance or the answer to 
authentication). customer-selected security questions 
Besides weak PIN Change to verify the identity of the customer. 
pr%cols, a corn mon threat Customer representatives must not 
is PIN Selection: Ali it provide any personal infonnation or 
takes is a stolen Social make changes to a customer's 
Security number and sorne account without verifying their 
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other private infonnation identity. Finaily, it must be forbidden 
Ce.g., mother's maiden to change customer-se1ected PINs at 
name) and an attacker can any time by te1ephone. 
cail an institution 
pretending to be a PIN Selection: 
1egitimate user requesting a These days, the average user must 
PIN change. Once the remember a p1ethora of PINs and 
attacker has the PIN passwords. Neverthe1ess, the best 
changed, she can access ail defense against becoming the victim 
the user's accounts the of fraud can be se1ecting a PIN or 
system has tied to that PIN password that is not easily guessed. 
number. 
Another threat is Automaled PIN Checking: 
Automated PIN Checking. Lock access to an account after three 
Some hackers emp10y more incon'ect PIN attempts. To un1ock, a 
high-tech methods to eus tomer must cail and verify their 
discover your PIN number. identity. 
Computers can be 
emp10yed to run hundreds 
of combinations of account 
numbers and PINs at high 
speed unti1 the exact PIN is 
entered. 
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6. Physical and Minimal 2 Although a 3-factor Ubiquitous Physica/ Access Control 

Logical Access Action authentication is used (hand computing (i.e., authenticates individuals and permits 
Diminished geometry), it is not technology retreats access to physically secure areas. 
Security implemented using a ioto the Logica/ Access Control in tum 
(Security contactless technology background of our authenticates individuals and permits 
review 1.21) which affects perfom1ance lives), access to accounts and networks. 

and security. performance, and For physical access applications, 
rel iabi1ity. contactless technology provides 

reliable throughput (i.e. interchange 
of data). If biometrics is used, the 
throughput advantages offered by 
contactless technology are decreased, 
but the strength of security and 
authentication is increased. 
As already stressed, usable security 
involves tradeoffs between security 
and usability. As the authentication 
method used is biometric which is 
considered quite usabJe there's no 
significant impact in the usability 
standpoint. 
Applications using contactless smart 
cards support many security features 
that ensure the integrity, 
confidentiality and privacy of 
inf0ll11ation stored or transmitted, 
including the following: 
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1.	 Enhances Security: A key smart 
card advantage is its capability to 
carry either a digital certificate or 
a biometric template to enhance 
authentication of the cardholder's 
identity. Smart cards provide the 
tools to enable more secure 
access to buildings, secure areas, 
and electronic systems. The smart 
card provides a secure token to 
hold the key pairs that enable the 
authentication of the recipient and 
originator of transactions across 
public networks, and if desired, 
that can be used to encrypt 
transactions. In conjunction with 
smart cards, biometrics can 
provide strong security for PKl 
credentials held on the cards, thus 
providing greater tl1lst in PKl 
services, especially digital 
signatures for non-repudiation. 

2.	 Performance: With the advent of 
improved operating systems such 
as Java Card and faster 
processors, the time to read data 
from and write data to the chip 
has been reduced substantially. 
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3.	 Mutual authentication: For 
applications requiring secure card 
access, the contactless smart card­
based device can verify that the 
reader is authentic and can prove 
its own authenticity to the reader 
before starting a secure 
transaction. 

4.	 Strang information security: 
Information stored on cards can 
be encrypted and communication 
between the contactless smart 
card-based device and the reader 
can be encrypted to prevent 
eavesdropping. 

5.	 Strong contactless device 
security: It's extremely difficult to 
duplicate or forge and has built-in 
tamper-resistance. 

6.	 Authenticated and authorized 
information access: The card has 
the ability to process information 
and react to its environment 
allows it to provide authenticated 
information access and protect the 
privacy of personal information. 
The card can verify the authority 
of the information requestor and 
then allow access only to the 
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information required. Access to 
stored information can also be 
further protected by a personal 
identification number (PIN) or 
biometric to protect privacy and 
counter unauthorized access. 

7.	 Strong support for information 
privacy: The card ensures the 
ability of a system to protect 
individual privacy. Unlike other 
technologies, smart card-based 
devices can implement a personal 
firewall for an individual, 
releasing only the information 
required and only when it is 
required. The ability to support 
authenticated and authorized 
information access and the strong 
contactless device and data 
security make contactless smart 
cards excellent guardians of 
personal information and 
individual privacy (GSA, 2004). 
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7. No Minimal 1 Users are overwhelmed Availabilityof 

standardlbest Action with so many things ta do serVices, 

practices for that it is difficult to cope productivity. 
Role-Based with everything especia11y 
Access remembering their 
Control usernames, passwords, and 
(RBAC) PINs! As already stressed 
(Security in this thesis, security is a 
review 1.22) secondary task for users. 

Best Practices: The use of RBAC to 
manage user privileges within a 
single system or application is 
extensively accepted as a best 
practice. Systems including Microsoft 
Active Directory, Micrasoft SQL 
Server, SELinux, grsecurity, 
FreeBSD, Solaris, Oracle DBMS, 
PostgreSQL 8.1, SAP RJ3 and many 
others successfully implement sorne 
foml of RBAC. 
A key feature of this model is that ail 
access is through roles. A role is 
essentia11y a collection of 
permissions, and ail users receive 
permissions only through the roles to 
which they are assigned, or through 
raies they inherit through the raie 
hierarchy. 
Within a system (organization), roles 
are created for various Uob) 
functions. The permissions to 
perform certain operations are 
assigned to specific roles. Members 
of system users are assigned 
particular raies, and through those 
raie assignments acquire the 
permissions to perform particular 
system functions. 
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"Trusted-authentication" mechanism 
(or by raies): this mechanism 
provides a very convenient and 
secure way to authenticate to login 
for end-users. 
lncreased security: Users' profiles 
and privileges can be modified 
rapidly if Administrators manage 
them. Changing policies and updating 
user profiles in a timely manner can 
help maintain high levels of security. 

8. Lack of Operability 2 As already highlighted, Availabilityof System should be set up as local 
flexibility information transiting over services, access by default which represents 
(Security the Internet (open network) performance. stronger security. It means that 
review 2.8) is subjected to attacks. inforn1ation does not need to be 

Although the system uses transmitted over the network so 
encryption there's always a avoiding the growing threat of online 
risk. attacks on consumers. 
Users can get frustrated if 
remote or local 
authentication is not 
functional. Remember, they 
have a goal to achieve and 
they want to do it quickly. 
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9. Lack of Operability 3 Although a 3-factor POliabi 1ity, Same recommendations as in item 6. 

stronger authentication is used (hand performance. The biometric method of Match-on­

security geometry), it is not Interoperabi1ity, card protects the initial enrollment 

(Security implemented using a flexibility. template since it is maintained within 

review 2.9) contactless technology the smart card and never transmitted 
which affects performance off-card (GSA, 2004). 
and security. A contactless smart card can support 
The smart card is not used biometric authentication. For human 
to store user's biometric identification systems that necessitate 
data including user profile the highest degree of security and 
and enrolment. privacy, a contactless card can be 

implemented in combination with 
biometric technology. Smart cards 
and biometrics are a natural fit to 
supply two or multi-factor 
authentication. A smart card is the 
logical secure storage medium for 
biometric information. During the 
enrollment process, the biometric 
template can be stored on the smart 
card chip for later verification. Only 
the authorized user with a biometric 
matching the stored enrollment 
template receives access and 
privileges. 



359
 

10. High FAR and Operability 2 Hand geometry Availabilityof System should be adjusted to FRR 

FRR for hand authentication at the MTM serVices, about 1.05% and the FAR about 

geometry currently presents high performance. 0.1%. 

(Security FRR of5% and FAR of3% Zhang (2004) has documented 

review 2.12) which are far from the recognition system' hand geometry as 

average rates. being able to operate with a low FAR 
Users like hand geometry of 0.096% and reasonable FRR of 
and fingerprint recognition 1.05%. 
because they are not The accuracy of each system can be 
intrusive, reliable, low cost, adjusted which means that the secret 
and in general only have a is to balance the likelihoods of FRR 

0.1 % FRR which is one of and FAR, so the system barely locks 
the lowest in the biometrics out legitimate users and it doesn't fail 
industry. for masquerades (See also Figure 

2.28: Dynamic signature verification 
from Cyber SIGN.). However, there 
are sorne drawbacks to doing so such 
as changing the system sensitivity to 
reduce FRRs may increase FARs. 

11. PIN reset Operability 1 If users forget their PINs, Performance, Although keeping the system CUITent 

issues they cannot reset them via availability of security policy is a good security 

(Security 
review 2.14) 

Internet (i.e., Web-based 
portal) given that the 
security policy related to 
PINs does not allow 
resetting PINs through the 
Web. Aecording to the 

serVices, 
effectiveness. 

deeision, this affects the usability of the 
system. This policy will be required to 
change in the near future in order to 
provide more eonvenience to users. 
One solution might be a GUI to the 
system that allows a user to modify the 
PIN by providing the old PIN for 

system security policy this is authentication and then the system 
currentIy not possible for allows a new PIN to be set up. Another 
security reasons. 
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approach is Web-based portal in the card 
management system where the user can 
authenticate to the portal and then 
navigate to a PIN reset screen where the 
old PIN is required and validated 
employing the mies set on the smart card 
during the chip personalization process. 

12. High error Operability 1 In practice, the error rate Performance, It's frequently hard to tell at first 

rate of seems to lie somewhere availability of sight whether an exception is due to 

processing between 1 in 10,000 and 1 services. fraud or to enor, and what the enor 

errors in 100,000. rate range should be. So the lower the 

(Security transaction enor rate, the better. No 

review 2.17) security policy will ever be 
completely rigid; there will always 
have to be workarounds for people to 
cope with l'cal life, and sorne of these 
workarounds will create 
vulnerabilities. In banking, generally 
the error rate seems to be somewhere 
between 1 in 10,000 and 1 in 100,000 
transactions (Anderson, 2008), but 
this depends on the application 
domain. 

13. Compromised Operability 2 Therc is a scparatc physical Performance, Same recommendations as in item 6. 
security with access control system availability of Through the use of locking 
"off card" database, managed by the services, mechanisms and encryption, data 
authentication 
process 
(Security 
review 2.18) 

facilities organization, which 
maintains an cmployee's 
physical acccss control 
privilcges and issues the 
proximitv cardo 

efficiency, 
portability. 

stored on smalt card chips can be 
made very secure (GSA, 2004) 
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14. Disclosu re of 
personnel and 
business 
sensitive 

Privacy 2 Sensitive personnel 
information consists of 
personnel and medical files 
whose disclosure would 

Disruption of 
business (i.e. 
disruption of the 
MTM owner's 

Smart cards help to protecl privacy with 
secure data storage. They provide a means of 
securely storing data (e.g., PIN, passwords, 
and biometric templale) on lhe cardo This 
dala can just be accessed lhrough the smart 

information constitute a clear ability to generate ca rd OS by lhose with appropriate access 

(Security 
review 3.1) 

unjustifiable invasion of 
privacy (e.g., User IDs, 
passwords, PINs, bank 
account information, and 

services and 
consequently 
revenue), system 
distrust by users. 

righls. This characteriSlic can be used by a 
system 10 improve privacy (e.g., sloring 
personaluser dala on lhe card ralher than in a 
cenlral dalabase). ln lhis example, the user 
has beller knowledge and conlrol of when 

credit card numbers, SSNs). and by whom the il' personal dala is being 

The disclosure of personnel 
sensitive information can 
result in identity theft. It 
refers to fraud that entails 

granled access. 
The encryplion algorilhm 3DES offers a 
significantly higher security lhan DES for the 
security needs of highly sensilive 
information including PIN mechanism. Since 

somebody pretending to be 3DES is based on the same algorithm as 

somebody else with the 
intention of stealing money 
or getting other benefits. 

single DES, it can be implemented into the 
existing Electronic Funds Transfer (EFT) 
network with a minimum of disruplion. The 
implementation of3DES is required with lhe 
aim ofmaintaining users trust in payment 
systems and 10 guarantee the inlegrily of 
confidenlial cardholder information. For 
more delails, see also 5.4.2.2.1.1 Usabilily 
Severity Ralings and Recommendalions for 
MTM Sludy Case, Problem Descriplion 29. 
Privacy and Inlegration. 
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15. Private Privacy 2 The system (MTM)'s owner Enables s igni ficant The cardholder ensures the accuracy 

information is the financial institution productivity gains, of personal data; application owners 

compromised (bank) who would "own " information system are responsible for protecting 
when using the card and "lease" space liability. personal data provided by the 

different to the third parties for its cardholder and maintaining the 
data bases users applications. The accuracy of that data. The 
from different financial institution would recommendation here is to integrate 
applications have control over the card the multiple databases on the card so 
that reside on specification and operating that the contents of for example 
a multi­ environment. badging system, physical access 
application There is a client registry but control privilege database, and 

contactless the cun-ent system does not logical access control privilege 
card provide pointers to ail database can be amalgamated into a 
(Security application owner databases single integrated database maintained 
review 3.5) active on the cardo The card as part of the card management 

contains different system. This approach reduces the 
applications but different need to maintain multiple separate 
databases coexist in the systems and consequently the leakage 
same environment without of sensitive information. ln addition, 
any integration so that if the the multiapplication card can securely 
card is los t, the cardholder ho Id multiple application usernames 
must go to several locations to and passwords, offering the user 
rcpopulate the cardo convenient access through a single 

PIN (or biometric) and reducing or 
eliminating the cost of help desk 
calls. 
Also decentralized applications 
would perform ail transactions, but 
have shadow files maintained in the 
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centralized database of the 
application owners. 
Finally, the system's owner should 
provide procedures to safeguard the 
privacy of "shadow" databases, and 
document these procedures in the 
card issuerlcardholder 
agreement (GSA, 2004). 

16. Low security Privacy 2 ln a match off-card lnteroperability , The recommendation in this case is to 

of match off- technique the enrolled performance. make use of the match on-card 

card technique template is originally technique. 

(Security loaded onto the smart card Match on-card technique originally 

review 3.7) and then dispensed from the stores the enrollment template into 

smart card via the the smart card' s secure memory. 
contactless interface when When a biometric match is requested, 
requested by the extemal the extemal equipment submits a new 
biometric system. The live scan template to the smart card 
extemal equipment then which then carries out the matching 
compares a new live scan operation within its secure processor 
template of the biometric and securely communicates the 
with the one being outcome to the extemal equipment 
presented from the smart (i.e. when the smart card itsclf is 
cardo This implementation cmployed to carry out the one-to-one 

obviously has some identity verification rathcr than extemal 

security risks related to 
transmitting the enrolled 
template off the smart card 
for every biometric 
challenge. System' s owner 

cquipmcnt, a high degrce of confidence 
and security of the credential' s 
verification is achieved). 
This method protects the original 
enrollment template since it is 
maintained within the smart card and 
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should ensure the never transmitted off-cardo Matching 
confidentiality and integrity hand geometry information in the 
of the released template. card removes the uncertainty of 
With match off-card matching on a network-connected 
technique, the smart card is device, an external server, or a 
storing a template (or database. This could be regarded as 
multiple templates), but has weak links in a security chain. User 
no major knowledge of the privacy is also maintained with this 
kind ofbiometric technique since the user's biometric 
information, nor the template information is not readable 
capability to process it in from the cardo With this technique, 
any manner (GSA, 2004). the card must be a microcontrol!er­

based device and be able of 
computing the one-to-one match 
(GSA,2004). 

17. Unsafe PIN Security 3 A MTM machine relies on Performance, (ISO 9564-1 :2002) allows for PINs from 

length short, low-entropy PINs for efficiency. 4 up to 12 digits, but also notes that for 

(Security 
review 4.2) 

authentication. 
A four-digit PIN can be 
broken in less than a 
second, and a 6-digit PIN in 

usability rcasons, an assigned numeric 
PIN should not exceed six digits in 
\ength. So ideally, use PINs with a large 
number of digits for instance a 6-digit 
PIN. 

about 10 seconds, while a 
10-digit PIN would likely 

A longer PIN obviously provides greater 
security agai nst an attacker who tries to 

take weeks to crack. guess a uscr's PIN or who tries to read a 
PIN over the shoulder of a user. Hence, a 
bit longer code (more than 4 digits) is not 
a hardship given the security beneftts. 
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18. Compromised Security 2 A single card employed for Software liability, Contactless multi-application smart 
security when different purposes runs the scalability, and card technology is used in 
placing risk of creating a system trust. applications that require to protect 
security and centralized storehouse of personal infom1ation and/or deliver 
financial data about an individual's fast, secure transactions, 
applications in activities (e.g., banking, The majority of manufacturers write 
single medical, and credit cards proprietary OSs for each category of 
functions transactions records). chip card they produce. However, 
application lately multi-application operating 
card systems have been developed. These 
(Security OSs are placed on top of the card's 
review 4.2) proprietary system and can host 

parallel applications separated by 
secure firewalls. 
The Java Card platforrn provides a 
secure execution environment with a 
firewall between different 
applications in the same card (e.g., IT 
security: logon to networks, digital 
signature, biometrics, and encryption, 
banking and finance, transportation, 
telecommunications, govemment, 
corporation applications, etc.). This 
allows diverse applications on the 
same card to function independently 
from each other as if they were on 
separate cards. 
The "walls" between the individual's 
activities records keep individual 



19.	 Lower security Security 4 Currently the system does not System trust, 
when employing cmploy the algorithms sca1abi1ity,
inappropriate specified within the (FIPS perfonnance.security 140-2_02) FIPS 140-2: 
algorithms Security Requircments for 
(Security review 

Cryptographie Modules. 4.6) 
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privacy in two ways: 
1.	 They restrict the damage to 

individua1 privacy that takes place 
through either misuse by an 
authorized user or unauthorized 
access by an attacker. 

2.	 They place auditing on the 
monitoring capacity of each 
system. 

Security features that ensure the 
integrity, confidentiality and privacy 
of information stored or transmitted, 
inc1ude the following: 
Smart cards provide a means of 
secure communications between the 
card and card readers. Simi1ar in 
concept to security protocols used in 
many networks, this feature allows 
smart cards to send and receive data 
in a secure and private manner. This 
capability can be used by a system to 
enhance privacy by ensuring that data 
sent to and from the card is not 
intercepted or tapped into. 
Meet the security requirements 
indicated in (FIPS 140-2_02) FIPS 
140-2: Security Requirements for 
Cryptographie Modules. 
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20. Missing Security 3 The risk of eavesdropping Flexibility, Introduce an additional authentication 
additional through telephone network availabilityof method to be used in conjunction 
authentication is a genuine threat, serVIces, user with PIN like voice recognition. 
method when particularly since it cannot satisfaction. The ideal recommendation here 
using KRA be encrypted. would be to switch to Voice-over­
over the lnternet-protocol (VoIP) phone caBs. 
teIephone It means that the system would 
(Security convert a voice signal into data 
review 4.9) packets and sends them over the 

Internet. Voice over IP converts 
conversations to packets of bits that 
can be effortlessly encrypted with 
secret keys. 

21. Response Security 2 Processor currently used is Availabilityof An example of a faster processor 
Time not adequate to the high services, task would be the ARM(R) SecurCore(R) 
compromised demands of smart card abandonment. SC300(TM) processor 136 

. It provides 
(Security technology. fast real-time handling of multiple 
review 5.4) interfaces for new high-speed and 

contactless applications. 
Another solution is to employ the 
Java Card Technology. 

136 ARM Ine. Retrieved on February 12, 2009 <http://www.ann.com/products/CPUs/families/SecurCoreFamily.html> 
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22. Security risks Security 2 Malieious scripts will have the Availabilityof The MTM hosts different 
using 
WMLScript 
language 
(Security 
review 4.10) 

ability to falsely ring up 
charges or potentially off-Ioad 
money from smartcards or 
bank accounts. 
The security risks of 
WMLScripts language are the 
following: 
1. WMLScripts is not a type­

safe language. Type safety 
is a property of some 

serVices, 
applications 
liability, and 
system trust. 

applications in order to provide 
services to its customers. However 
the security of those applications 
cannot be controlled by the MTM's 
owner when users are accessing these 
applications over the Internet through 
the MTM. 
The recommendation here is that the 
system's owner should evaluate third­

programming languages parties applications and its security 
that involve the use of a risks before implementing them on 
type system to prevent the MTM. Sorne of the best practices 
certain enoneous or are: 
undesirablc program 
behavior called type 
elTors. 

2. WMLScripls can be 
scheduled 10 be pushed 10 

• MTMs should not allow 
unauthorized applications to 
communicate. 

• MTMs should verify application 
the clienl device wilhoul the integrity. 
user's knowledge. 

3. WMLScripls language does 
not prevenl access 10 

persistent slorage. 

• MTM should be invisible to 
viruses, worms, and hackers. 

• Lock-down the MTM allowing 
Possible attacks: only authenticated applications 
1. Theft or damage of personal and data transfer to execute 

information; 
2. Abusing user's 

between trusted endpoints. 

authentication 
information; 

3. Maliciously offloading 
money from smal1 cards. 
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23. Lack of Load Time 2 A smart card with a slow Availabilityof A high performance FlPS137 
response time 
(Security 
review 5.4) 

response time can lead to a 
substantial performance 
decrease. For example, 

services, task 
abandonment. 

certified smalt card with a separate 
processor and cryptographie chip and 
memory for encryptiol1, and with a 

consider this scenario: the 32-bit CPU is the recommended 
threat from an untrusted solution for this issue. 
card reader that the user 
sticks her card into. The 
cardholder does not have 
infinite patience. If she puts 
her smart card into a reader 
and nothing happens for 
more than a few seconds, 
she willlikely pull the card 
out and try again. If nothing 
happens yet again, she will 
find another reader. The 
slow response of the card 
merely allows a fraudulent 
reader does so much 
damage before the 
cardholder removes her 
cardo 

137 Federal Information Processing Standards (FIPS). Retrieved on June 2, 2009 < hllp:l/www.itl.nisl.gov/fipspubs/> 
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24. Lack of system Load Time 2 Without ensuring auditing Availabi!ityof System should integrate the check 

integration and data integrity services, task imaging workflow process to the IT 
(Security capabilities to the system, abandonment. infrastructure to easily detect fraud 

review 5.8) users and system's owner and facilitate auditing and reporting. 

will suffer from potential 
attacks to the check 
imaging process. 

25. Lack of Load Time 3 With various forms of A vailability of Make Alterations Detectable: 

security when check fraud already on the services, system System's owner should offer an image 

using check 
imaging 
(Security 
review 5.1 J) 

rise, the trend toward check 
imaging stands to have an 
even greater impact on the 
securi ty of the system' s 
owner. Though check 
imaging will certainly 

trust, performance, 
flexibility. 

security feature which makes image 
alterations detectable by creating an 
exclusive mathematical digital signature 
on the original image. As a result, 
system's owner in the image exchange 
process can recognizc even the s!ightest 
alteration to an image. 

contribute to cost savings Digital signature: 
and increased convenience System's owner should check processing 
for customers and the hardware and image security software to 
system 's owner alike, the generate an exclusive digital identity for 

transformation introduces each check image created. The 

major risks to everyone 
involved since these 

mathematical digital signature is attached 
to the image file at the point of capture 

electronic "substitute 
checks" include ail of the 
printed version 's sensitive 
information, with !ittle of 

and stays with the image as it moves 
through the payment system. 
The benefits of image security for the 
system's owner and users are: 
Delecls fralld qllickly, redllces Ihe risks 

its security features. associaled by image exchange, generales a 
secure idenlily for each check image, and 
generales an lInqueslionable Iink belween Ihe 
image and Ihe imagin.g syslem's owner. 
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26. Lower Load Time 3 See - 5.4.2.2.1.1 Usability Availability of Same recommendations as in 

security using Severity Ratings and serVIces, Usability Severity Rates item 29. 

DES Recommendations for performance. 
encryption MTM Study Case, Problem 
algorithm Description 29. Privacy and 
(Security Integration. 
review 5.12) 

27. Weak auditing Load Time 2 Auditing user activity Availabilityof As already mentioned, system should 

capabilities provides the auditor with services, system integrate the check imaging workflow 
(Security assurance that the policies, trust, performance. process to the IT infrastructure to 
review 5.13) procedures, and safeguards easily detect fraud and facilitate 

that management has auditing and reporting. 
established are working as The most important audit files that 
intended. However the should be analyzed online is file 
system does not provide server's security audit log files The 
customizable auditing and main problem is to sort important 
reporting capabilities only audit logs from not so important 
automatic logs which also ones. Very skilful experts are 
includes accidentai actions. required to prioritize logs. 
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28. Lower PIN Minimal 2 A PIN should be a number Availability of A fast additional authenticator is the 

security Memory that users will easily serVIces, user use of "security questions". 

(Security Load remember. Users will need authentication A security question is used as an 

review 6.8) it every time they get perfonnance. authenticator by banks, cable 
information on their claim. companies and wireless providers as 
However it also should not an additional security layer. They are 
be a number that others can a type of shared secret. Users must 
easily guess. Users should remember the precise spelling (and 
avoid their bil1h date, social someti mes even case) of the answers 
security number, telephone they provide to the security questions. 
number, street address, etc. The best answers are straightf01ward, 

Because PINs are used memorable, can't be guessed easily, 
often, users may not use and don't modify over time. 
consecutive numbers such For example, a financial institution 
as 1234 or recurring could ask for a customer: "Where 
numbers such as 1111. does your nearest sibling live?" 

before issuing a replacement for a 
lost debit cardo 
Adopting security questions in 
conjunction with PIN represents a 
strong authentication (two-factor 
authentication). 
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29. Laek of Resouree 4 MTMs offer a real Availability of MTM Reverse PIN: 
enforeement Safety convenience but at the same services, system After user enters the correct PIN in 

of seeurity time offer an element of trust, and user reverse order, the account-holder's is 
poHey risk. Many of the MTM confidence and automatically locked and the system 
(Security robberies occur after the satisfaction. triggers an error message on the 
review 7.4) cash withdrawal. So screen saying that the user's account 

system's owner should has been locked. At the same time the 
provide a resource safety system also di ais the preconfigured 
countermeasure to its National Security Force number to 
customers and enforce its have the robber trapped. This is 
security policy. c1early a resource safety feature that 
Without security policies, an MTM offers to its customers. 
no enforcement of securi ty To unlock user's account, he will be 
standards or configurations required to make a phone cali to 
is able to be made. By eustomer service providing for 
establishing a policy, it is example security questions as an 
supposed that enforcement additional authentication mechanism 
can or will pursue. Without and/or confirming his private 
security policies, information stored in the system 
enforcement of them is not owner's database. 
achievable. 

30. Laek of Resouree 2 As wireless devices become Availability of Super Administrator is able to wipe 
wireIess Safety progressively more services, system information within the wireless 
attaeks pervasive and essential, trust, user physical device or disable a lost or stolen one 
prevention they are becoming both a security. with Over-The-Air (OTA) 
(Security target for attack and also a commands. 
review 7.4) weapon with which such an Remote device wipe initiates and 

attack can be performed. tracks a remote wipe command for 
So it is responsibility of the lost or stolen mobile devices. Remote 
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system's owner to offer device wipe is a feature that enables a 
security in all points of server to set a mobile device to delete 
interaction between the all data the next time that device 
MTM itself and connects to the server. 
components such as the OTA is a standard for the 
silent alarm application transmission and reception of 
installed in the user's application-related information in a 
wireless device. wireless communications system. 
When sending a silent OTA is commonly used in 
alarm from an MTM conjunction with the Short Messaging 
emergency application Service (SMS), which allows the 
installed in the wireless transfer of small text files even while 
device, users' devices can using a mobile phone for more 
be compromised as well as conventional purposes. In addition to 
MTM processes. short messages and small graphics, 

such files can contain instructions for 
subscription activation, banking 
transactions, ringtones, and Wireless 
Access Protocol (WAP) settings. 
OTA messages can be encrypted to 
ensure user privacy and data security. 
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5.4.3 Applicability of USS in the AMDLC: 

Although the USS inspection method has been primarily developed to be 

applied in the Requirements and Design phase of the Authentication Method 

Development Life Cycle (AMDLC), it can be also used as an evaluation tool after the 

product, authentication method, has been released to manufacturing or market. The 

USS can be employed in two ways such as guiding the design decision or assessing 

the design ofaj/na! product as follows: 

•	 Guiding the design decision (requirements and design phase): 

ln the case of guiding the design decision of the authentication method, 

USS is used in the Requirements and Design phase of the AMDLC. It 

influences the design in its early stage when traditionally the bulk of the 

feature design is done. Therefore, it makes the security and usability a 

natural outcome of the AM DLC (see Section 5.1 Introduction, Figure 5). As 

mentioned in Section 6.3 Practical Observations on the Impact of USS in 

Corporate and Academic Environments, by analyzing and answering 

concurrently the usability and security review questions in the inspection 

method, USS forces User Experience and/or Security Designers to think in 

the process as a whole (usability and security) not a part of the whole 

(usability or security). USS also forces them to initiate - or trigger ­

potential solutions in their minds for the questions/issues. In addition, while 

evaluating the review questions User Experience and/or Secllrity Designers 

will be able to anticipate the identification of potential bugs earlier in the 

Requirements and Design phase that wOllld otherwise occur when the 

prodllct is handed-off to the manufacturing. 

•	 Assessing the design ofafina! product (readiness phase): 

Conversely, USS can also be applied to assess the design ofafina! product 

(i.e. authentication method) which has been released to manufacturing or to 

the market. USS is used in this case in the Readiness phase of the AMDLC. 
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It can be used to point out what security and usability fixes and/or 

improvements should be implemented in the next release of the 

authentication method. This is a very important aspect of the authentication 

method development life cycle which can represent benefits in terms of 

improved product reliability, greater business, reduced customer support 

caBs, smaller releases product life cycle, reduced number of bugs to be 

opened against the product, and finally enhanced user interaction (i.e. 

finding bugs earlier can force designers to review and improve 

authentication method functionalities with developers as weIl as project and 

product managers). 

5.5 The Demonstrational Approach 

The Verification and Validation (V&V) phase is undertaken within this thesis 

with the demonstrational approach. V&V are supplementary techniques aimed at 

checking the quality of the system generated. Verification is a Quality control process 

that is employed to assess whether or not a product, service, or system conforms to 

regulations, specifications, or conditions included at the start of a development phase. 

Verification is frequently an internai process. 

Validation is Quality assurance process of laying down facts that provides a 

high degree of assurance that a product, service, or system accomplishes its plalU1ed 

requirements. The crucial goal of validation is to make the model useful; it addresses 

the right problem, and provides correct information about the system being modeled. 

Typically validation can be expressed by the question "Are we building the 

right thing?" and verification by "Are we building the thing right?". "Building the 

right thing" refers back to the user's needs, while "building it right" checks that the 

specifications be properly implemented by the system. 

ln scientific investigation, an experiment is a method of investigating causal 

relationships among variables. An ex periment is a foundation of the empirical 
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approach to acquiring data about the world and is employed in both natural sciences 

and social sciences. An experiment can be employed to aid in resolving a practical 

problem which is the focus of this thesis: the usable security of user authentication 

methods. 

Security systems should be viewed as socio-technical systems that depend on 

the social context in which they are embedded to function correctly. Security systems 

will only be able to offer the intended protection when people truly understand and 

are able to use them correctly. As J0sang el al. (2007) stresses, there are genuine 

differences between the degree by which systems can be considered theoretically 

secure (supposing those systems are properly operated) and in reality secure 

(acknowledging that frequently those systems will be operated erroneously). Often, as 

already stated throughout this thesis, there is a trade-off between usability and 

theoretical security. lt can be useful to reduce the level of theoretical security to 

improve the whole level of actual security. For example, the strongest passwords are 

the ones, from a theoretical perspective, randomly generated. However, given that it 

is difficult to remember such passwords, people will write them down, and in so 

doing weaken the system's security. Thus, it may be important to let people to choose 

passwords that are easier to remember. Even though this reduces the theoretical 

strength of the passwords, it intensifies the security of the system as a who le. 

To this end, the demonstrational approach is transJated in this thesis ln two 

forms: 

•	 Through the applicability of the USS: this thesis applies the USS inspection 

method to evaluate the OTP authentication method. 

•	 Through the demonstration of the One-Time-Password (OTP) authentication 

method which is described in the next sections. 
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5.5.1 Demonstration of One-Time-Password (OTP) 

This section describes the demonstration of the OTP authentication method 

which has been subjected to the GOMS analysis in Sub-Step 3.2. The OTP demo has 

as a goal to demonstrate the difficulties that users are subject to when using this 

particular authentication method. It focuses on the usability aspects of the user 

interaction with the system. The OIP demo is a wireless-and-token based 

authentication task which is comprised of the following elements: 

• a Wireless Local Area Network (WLAN); 

• a hardware token with OTP functionality; 

• a Personaildentification Number (PIN) ; 

• a tokencode. 

5.5.1.1 Wireless Network 

A wireless network refers to any type of computer network that is associated 

with a telecommunications network whose interconnections between nodes are 

implemented without the use of wires. Wireless networks are generally implemented 

with some type of remote information transmission system that uses electromagnetic 

waves, such as radio waves, for the carrier and this implementation usually takes 

place at the physicallevel or "layer" of the network (OSI Model l38
). 

5.5.1.2 Hardware Token with OTP Functionality 

As already mentioned, RSA SecurlD® 700 hardware token is an OIP scheme 

(Figure 2.7) and an associated authentication mechanism to protect an organization's 

most critical information assets. lt is generally used to secure either local or remote 

138 OSI Model and Communication Between Systems (Cisco, 2010): 
http://www.cisco.com/en/US/docs/internetworking/technology/handbook/lntro-to­
lnternet.html#wp 1020627 
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access to computer networks. Each end-user is assigned an authenticator that 

generates a one-time-use code which is the tokencode. When logging on, the user 

simply enters this number plus a PIN which is the passcode to be successflllly 

authenticated. 

RSA SecurlD® 700 is a very widely accepted authentication scheme used by 

many infrastructure solutions. It is a battery powered, hand-held device containing a 

dedicated microcontroller. The microcontroller stores, in Random Access Memory 

(RAM), the CUITent time, and a 64-bit seed value that is unique to a particular tokcl1. 

At the specified interval, every 60 seconds, the seed value and the time are combined 

throllgh a proprietary algorithm stored in the microcontroller's Read Only Memory 

(ROM) to create the tokencode value. 

An authentication server verifies the passcodes. The server maintains a 

database which contains the seed value for each token and the PIN or password for 

each user. From this information, and the current time, the server generates a set of 

valid passcodes for the user and checks each one against the entered value. The PIN 

can be changed if forgotten. The OTP is the concatenation of the four-digit user PIN 

and the six-digit tokencode called the passcode. 

When the token is manufactured, a seed is encoded into the specifie token. The 

RSA SecurID® 700 cornes pre-seeded and is ready-to-use out-of-the-box. It has a 

unique symmetric key that is combined with a proven algorithm to generate a new 

OTP every 60 seconds. Patented RSA technology synchronizes each authenticator 

with the security server, ensuring a high level of security. The OTP, something you 

HA VE, is coupled with a secret PIN, something you KNOW, to generate a 

combination that is almost impossible for a hacker to guess. Due to the algorithm 

being secret and only known to a limited number of individuals, attacks against the 

process of generating new tokencodes are less likely to succeed, unless information 

about it leaks to the public, or a hacker deliberately reverse-engineers the hardware 

token and the authentication server. Other attacks, such as network traffic sniffing, 
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shoulder surfing, keyboard logging, and social englneenng, might have limited 

success. If by one of these methods a hacker manages to obtain a tokencode and 

knows the user PIN number, the hacker can only use the passcode to authenticate 

within a limited period of time - up to 60 seconds after the tokencode was initially 

generated on the RSA SecurID® 700 token. Moreover, the user must not have used 

this tokencode to authenticate, or the tokencode will be rejected as already used. If 

the hacker does not try authentication within the 60-second period after having 

obtained actual credentials, the chance is lost and the hacker needs to find another 

tokencode. However, if a hacker manages to capture a legitimate tokencode from a 

user, the hacker already has the PIN as the first four digits of the passcode. The PIN 

can be used for brute force attacks, decreasing the unknown keyspace from ]010 to 

106 but this is still not likely to lead to success due to the limited time that the hacker 

has. Beyond the 60-second validity period of the tokencode, other attacks such as 

password guessing, sniffing, man-in-the-middle, etc. is not possible because the 

tokencode has already changed. 

The RSA SecurID® 700 is also tamper evident, meanmg that if someone 

opened the token for criminal purposes, it would be apparent to the user of the device. 

5.5.1.3 Personal Identification Number (PIN) 

A Personal Identification Number (PIN) is a secret numeric password shared 

between a user and a system that can be used to authenticate the user to the system. A 

PIN is usually a four-digit number (sometimes six-digit number), and the user is 

required to provide a non-confidential user identifier or token and a confidential PIN 

to gain access to the system. Upon receiving the User ID and PIN, the system looks 

up the PIN based upon the User ID and compares the looked-up PIN with the 

received PIN. The user is granted access only when the number entered matches with 

the number stored in the system. 
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5.5.1.4 Tokencode 

The hardware token displays a new pseudo-random value, usually a six-digit 

number, called the tokencode, at a fixed time interval, usually 60 seconds as shown in 

Figure 5.3. 

- -­
f ,.. •• 

~ :.. . 'l, .. ' 

Figure 5.3: Tokencode: a six-digit number. 

5.5.1.5 How the OTP Demonstration Works? 

To access resources protected by the RSA SecurlD® 700, users combine their 

secret PIN with the tokencode generated by their authenticators. The outcome is a 

unique, one-time-use passcode that is used to positively identify, or authenticate, the 

user. If the code is validated by the RSA SecurlD® 700 system, the user is granted 

access to the protected resource. If it is not recognized, the user is denied access. 

5.5.1.5.1 System Requirements 

A Virtual Private Network (VPN) client application should be instalJed in the 

user's laptop which is in this thesis is an EMC VPN Client Version 4.8.02.00102006. 

Client type: Windows winNT. 
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5.5.1.5.2 Demonstration Steps 

The demonstration steps of the aTP authentication method with screenshots are 

described as follows: 

• Step 1: User access the EMC VPN application ln the laptop taskbar clicking 

on the corresponding icon; 

• Step 2: System opens up the EMC VPN application on the screen displaying a 

Connections Entry list for authentication; 

ç~ ~16 ~ ~ 
U:>m"'" New """" Modify
 

Comection Enri.. 1Certriica1es 1 Log 1
 

Connedion Entry Host Transport 

Ametica. East Coaol (Oelauli .......li-lJser TCP·.. usvgwl.emc.cnm IPSecfTCP 
A'llencas Ea$1 Coazt (Native ESP·IPsec Mode) usvg'(>'1 ~ corn IPSec 
,!Vneocas Ea~ Coast (Single-User UOP-I0t1OO Mode) usvg~.... l.emc corn IPSecillOP 
Amencas West Coast (Defauh Iv1uhj·User TCP-LOC5 '...1ode) usvgw3.emc corn IPSec 'TCP 
A'Tlencas W~s! Coast fNahve ESP·IPsec ei usvgw3.eme corn IPSec 

Ivnencas WesJ Coast (SIngle-User IJDP·10000 Mode) usvÇlw3.emc.com IPSec/UDP 
P.siaPac (Defauh r...lulti·UserTCP-4005 rylode} apvgwl erne.com IPSeciTCP 
As,aPac (Native ESP·IPsec Mode) apvgwl erne.com IPs..: 
AslaPde (Single ·User UOP·l ססoo Mode) apl/go....·1 ernc.com IPSec/UDP 
EMC Wireless Inlemal 10.00 1 IPSec/UDP 
EMEA(Deiauh Muhi·User TCp·400S ode ontvgwl emc.com IPSec/TCP 

·'·Eï~,fËÀ··{N·~~;··E'sï'~ip·s~··~ïOd~r·-···-·-····_··_··_ - lI"l1·vO·.·.· ï e~cam IPSo<: 
......... ·Ëi~ËAïs;;;gi~~ij;;:;;·üDPï·OOiï9·f.ï~d~i······················· _--;.:;ï;g:;;T;;;"" ~~_ ..
 Ip·S.c/UDP 

Not connected. 
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• Step 3: User selects and double-click the proper connection entry for her/his 
area; 

~ 
Modifi' Dele!e 

1 
Host 

' ­
.Amencas East Coast (Native ESP·IPsec Mode) usvgw l.erne.com IPSoc 
.Amencas East COll5t (Slngle·User UDp·ICY'J'OO Mode) lOSV~'Nl emc cam IPS«: UDP 
.Atnencas V/e'!.4. Coast (Oefau:: r.1!Jl1 Use: TCP-400S. Mod J u~yg· 1.emc corn IPSec- rcp 
knencas V/est Coast (fi !:ltIVC ESPIPsec Mode} 1:3 ..... 9' 3 emc c:om wSec 
~t V,'cc1 Co~st i.~lc lha-UDP lOOOOI.\Odc) Li3VÇl'N)cnlCc,(Im IPSec.luDr 
;'Sl~P~C (Defa!J~ Ivlultl·Us.er TCP-4005 ~ ode) ë;>vgwl.emc corn IPs.,,-_ TCP 
""'aPac (Noe",e ESP IPse<: Mode) "".gwl emc COO1 IPS«: 
M,oP"" (Sngle-Us<f UDp·lOOOO (·Iode) OlIvgA'l en>< COO1 IPS",UDP 
EI>IC W.el ln1emal IC 001 IPS«: UDP 
EMEA (Def lü·Us", TCP-JOO5 Model 
El. E.'- (Nal"o ESP·IP"" hIodel 
El E.~(Sirge-U UDP-lOOOOMa&: 

llI.gwl ""., cOIn 
....'V"., cam 
''''J""I'''''''""," 

IPS«: TCP 
IPSeç 
IPS 'L1D 

Not COMected. 

•	 Step 4: System initialize the authentication process by contacting the 

authentication server which displays the Login screen window; 

I~I==~-------~~~==~ IrAulhenbCath;iuser.. -	 , _._._._.__ .ô.I 

Enter Usemame and Password. 

EMC1 
Usemame: 

connECTlOn Passcode: 

OK Cancel 



384 

• Step 5: User enters usemame in the usemame field; 

Enter Usemame and Password. 

Usemame: i jcarlson 

Passcode: 

• 

ûK 

• 

Cancel 

• Step 6: User enters PIN number in the passcode field. The PIN number is 

provided when user enrolls in the RSA® Authentication Manager 7.1 

application; 

Enter Usemame and Password. 

Usemame: jcarlson 

Passcode: 1 

ûK Cancel 

• 

• 

Step 7: User refers to the RSA SecurlD® 700 hardware token by reading and 

memorizing the tokencode displayed in the token's LCD (Liquid Crystal 

Display). The system generates a different tokencode every 60 seconds; 

Step 8: User concatenates the tokencode (six-digit number) to the PIN already 

entered in the passcode field and click on OK button; 

Enter Usemame and PaSS'",ord. 

Usemame: 1 jcarlson 

Passcode: Ir------:­I ---------­

ûK Cancel 
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• Step 9: System contacts the security gateway; 

~ çtiffi 
~ ~ 

Caocel Cor.ned New Impat Modty Dele!e 

Comection Entnes 1Certificate. 1 Log 

Connedion Entry Host 
Americas East Coast (Default _,-use.- TCP-... usvgw1.emc_œm 

Amencas East Coast (NatNe ESP-IPsec Mode) usvg'A'l.emc corn 
""'enca. Eils! Coast (S,ng:e·Use< UOP·101l00 Mode) u.vg·" 1."-,,, COOl 

"menca, West Coas! (Delau'. I.'.ü'.,-U,er TCP"OOS Mode) u,vgw3 emc co'" 
.Amene as West Coast (NatIve E5P-IPsec Mode) usvg.",3 erne.com 
Amencas Wes1 Coast (SinglE-User UDP·l{X)QO Mode} usvgw3 eml; corn 

AsiaPac (Oefaw. ~ ••-U.... TCP-4(J()O Mode) apvgw 1.."c con-

AslaPac (Native ESP·jPsec Mode} apvg'Nl erne.com 
AS'li!lPac {sngle-User UDP·l0000 Mode} apvgwl.erne.com 

EMC YI"ele.. lriemal 10 00.1
 
EMEA (Dclau'. ~·uhl·lj'er TCP-4005 Mode) ,ntvgw 1e"'c.co'"
 
EMEA( Jabve ESP-IPrec ~1ode) n1tvgwl.emc.ccn-.
 
EMEA (Single' User UDp·llJ()(J(l Model n1tvgw 1eme cern
 

Conl:actIng the security gateway al 128.221. 195. 16 ... 

~. ,. ­

fi 
ConœI ÛlmeCt New l'nport Deiele 

ComedlOn Entne. Certificate. 1 Log 

ConnedJon Enlry Host 
Americas East Coast (DefaUt !o\Ati-.u-- TeP-... usvgw l.emc.com 
""'encas E...<t Coast (l'Iauve ESP-IP,ec Mode) w,vgwl ernc.com 
Ameneas East Coast (Single-User UDP·l0000 Mode) usvÇ'<\" .erne.com 
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• Step lO: User clicks on Continue button; 
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•	 Step Il: If authentication is successful, system grants access to the user. The 

yellow padlock icon shown as locked in the taskbar means that the 

authentication was successful. If not, system prompts the user to enter login 

details again. 

5.5.2 One-Time-Password (OTP) Usability Testing 

OTP Usability testing has been performed at RSA - The Security Division of 

EMC in Bedford, Massachusetts (USA) on June, 2009. 

Confidentiality Dise/aimer: Certain usabi/ity testing questionnaires and tests resu/ts 

regarding the OTP Usability Testing cannat be disc/osed ta protect RSA Security 

confldential information. 

5.5.2.1 Objectives of the OTP Usability Testing 

Identify high-priority usability issues: 

•	 Assess the usability of designs for end-user tasks involving an Invisible User 

Authentication enabled SSL-VPN. 

•	 Assess the usability of designs for end-user tasks involving account creation 

and management using the UCM Self-Service Console. 

5.5.2.2 Testing Tools 

The following testing tools have been used: Medium Fidelity Clickable 

Prototype, Morae Recording Software, and System Usability Survey (SUS). 

o	 Additional surveys to gauge ease of use. 
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5.5.2.3 Testing session 

Session length = approximately 1 hour, 12 external Participants: 

•	 Recruitment centered on non-admin users with average computer skills and 

familiarity with remote log in procedures. 

•	 Users were categorized into 3 levels: 

o	 Low - Consistent computer user, not familiar with the concept of 

VPNs. 

o	 Medium - Moderately skilled computer user, accesses remote 

resources but does not have in-depth knowledge or understanding 

about the agent or VPN. 

o	 Advanced - Skilled computer user, frequently accesses remote 

resources, knowledgeable about VPNs. 

5.5.2.4 Testing Methods - Participant Tasks 

Participants were divided into 2 groups: 

Group 1: 

•	 Authenticate via an IUA-enabled SSL-VPN. 

•	 Configure Challenge Method (Security Questions). 

•	 Log into Self-Service Console. 

•	 Request RSA SecurID® 800 hybrid authenticator. 

• Enable Token. 

Group 2: 

•	 Create a Self-Service Account. 

•	 Request IUA Enablement. 

•	 Configure Challenge Method (On-Demand Tokencode). 

•	 Authenticate via IUA-enabled SSL-VPN 
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5.5.2.5 Data Results 

System Usability Scale (SUS): 

•	 What does it measure? 

o	 Effectiveness (can users successfully achieve their objectives). 

o	 Efficiency (how much effort and resource is expended in achieving 

those objectives). 

o	 Satisfaction (was the experience satisfactory). 

•	 Average Score = 72.5 (scale of 1-100). 

•	 Historical Testing Results: 

1.	 FIM (Everest) SUS = 75.00 

2.	 SecurlD Appliance (ClydesdaJe) Round 1 SUS = 67.92 

3.	 SecurlD Appliance (Clydesdale) Round 2 SUS = 81.92 

•	 Areas that Tested Weil: 

o	 Consistency. 

o	 Perception of the ability to learn the system quickly. 

•	 Areas of Improvement: 

o	 Complexity of the system. 

o	 Need for prior knowledge. 

•	 Interesting data point - When rating the system on "cumbersomeness", Group 1 gave 

it the overall worst rating, and Group 2 gave it the overall best of ail the survey 

questions. 

•	 Most tasks were completed with high success rates, but sorne did need 

additional help from the facilitator. 

•	 There wasn 't a strong correlation between user expericnce leveJ and ability to 

complete most tasks easily. 

o	 The one exception was configuring On-Demand as the challenge 

method. 

o	 Ali other tasks were weil toJerated among ail user levels. 
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5.5.2.6 Findings Summary 

Strengths: 

• 2 page logon process in the SSL-VPN. 

• Use of contextual help (i.e., What is this? Links). 

• Save this Deviee. 

• Security Questions: 

• Concept. 

• Specifie questions available. 

• SSL Page Designs. 

• Request a Token self-service console pages. 

Areas of Improvement: 

• Concept of On-Demand service and tokencodes. 

5.5.3 One-Time-Password (OTP) Usability Issues - Discussion 

This section brings up and discusses usability issues regarding the RSA 

SecurlD® 700 hardware token which is in this thesis subjected to a demonstration 

test. The discussion is shown right after the (Christina Braz-n) parenthesis. 

Usability has been always a concern when designing an authentication method 

according to the main authenticator manufacturers RSA, The Security Division of 

EMC I39 V 'S'Ign 140 d V 141 H h"levlOg actua1 b'l' . . J::lact a " en ,an asco. owever ac usa 1 Ity IS 10 

most difficult task when taking into consideration user interaction. 

139 1n "Consumers want security over convenience" section. White Paper: RSA 2010 Global OnJine 
Consumer Security Survey. RSA-The Security Division of EMC. May 23, 20 l 0 
<http://www.rsa.com/products/consumer/whitepapers/I 0665_CSV_WP_1209_Global.pdf> 
140 ln "Information Security Risk Management, Solution: A Balanced Approach to Better Securily" 
section. VeriSign, lnc. May 23, 2010 <http://www.verisign.com/authentication/enlerprise­
authenlication/informalion-security-risk-management/> 
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RSASecurity (2010) manufactures the RSA SecurID® 700 and claims the 

following usability characteristics of its hardware token: 

• Convenient Form Factor 

"With its robust key ring, small size and easy-to-read Liquid Crystal Display (LCD),
 

the SecurlD 700 is a convenient f0I111 factor for employees, partners and customers."
 

(Christina Braz-l) The LCD is not easy to read since due to its design and form,
 

shadow and light reflect off the display, making it very difficult to read the passcode
 

from the LCD. Actually the user has to tum the token in several different positions
 

until the passcode is readable. The token is in fact a bit big not smal!. What was smal1
 

5 years aga (or less) it is in fact nowadays big. For example, the very first portable
 

phones were really big and clunky; then they were small enough to fit in yom
 

briefcase, then your pocket, and then the palm of your hand. Due to the growing
 

trends toward miniaturization (e.g., nanotechnology) and portability users wi 11
 

therefore have more "fitable" artifacts and easier to carry artifacts that reflect on the
 

usability aspect of the product itself.
 

(Christina Braz-2) The token fits to sorne extent on a ring of keys but because it is a
 

little big it rnakes the fob too heavy. Aiso to put the token on the fob ring is difficult;
 

the ring is too thick so you have to use a knife or scissors in order to si ide the token
 

ring through the fob ring. Finally, it doesn't fit weil in a pocket, because as already
 

mentioned the token is a little big.
 

Users can easily read the aTP displayed on the authenticator l42 and know when the
 

number is going to change by watching the countdown indicator."
 

141 ln "Cascades secures its remote nelwork wilh VASCO's lwo-tàclor aUlhentication". Vasco May 23, 
2010 <hltp://www.vasco.com/company/press_room/news_archive/20 JO/cascades 
secures its remote network with vascos two-factor authentication.aspx> 

142 - - - - - - ­
ln Convenient Form Factor section. RSA-The Security Division of EMC. May 23, 2010 

<hltp://www.rsa.com/products/securid/datasheets/10306_S10700_DS_0709.pdf> 
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(Christina Braz-3) The LCD \s not easy-to-read as per (Christina Braz-]) 

comment. 

• Reliable Authentication Solution 

"The SecurID 700 authenticator is designed to withstand the worst imaginable 

conditions, offering industry-leading reliability. From temperature cycling to 

mechanical shocks to being immersed in water, the SecurID 700 is subjected to 

rigorous tests to ensure that customers do not face hidden costs due ta token failures, 

The combination of this high level of quality with a lifetime warranty allows 

organizations to reduce the overhead costs of distributing replacement tokens and 

drive down the overall cost of security while providing a consistent and easy-to-use 

authentication experience for end-users I43 
." 

(Christina Braz-4) An OTP is still a difficult method to handle in user authentication 

for the vast majority of average computer users, Users have difficulty understanding 

the concept of concatenation 144; it means users have to first input their PIN (four-digit 

number) then concatenate the passcode (six-digit number generated by the server) 

displayed on the hardware token LCD. 

An OTP authentication method requires the utilization of different artifacts and 

different communication channels by the user, such as a hardware token, a Web 

interface, a laptop, and a wireless network as shown in Figure 1,2. 

143 In Reliable Authentication Solution section. RSA-The Security Division of EMC. May 23, 2010 
<.http://www.rsa.com/products/securid/datasheets/ 10306_SI D700_OS_0709 .pd f> 

144 The USS methodology may guide expel1s towards innovate solutions by making use of the 
"Usability Severity Ratings and Recommendations" and "Security Severity Ratings and 
Recommendations" artifacts where evaluators can propose new solutions to ease the user 
authentication task. Also, a comparative analysis cou Id be undertaken by identifying on one hand the 
potential cognitive probJems (e.g., complex concatenation of PIN and tokencoùe) and on the other 
hand potential supplementary actions (e.g., filling out an additional field beyond username and 
passcode) but this is outside scope of this thesis. 
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The OTP authentication method violates usability criteria within the USS inspection 

method 145. It concerns perceptual and cognitive workload for individual inputs or 

outputs which represent the following usability review questions: 

•	 8-out-of-22 Usability Review questions specified in the Minimal Action 

criterion; 

•	 3-out-of-7 Usability Review questions specified in the Minimal Memory Load 

criterion; 

•	 2-out-of-7 Usability Review questions specified m the Resources Safety 

criterion; 

•	 2-out-of-12 Usability Review questions specified in the Load Time criterion; 

•	 S-out-of-J 9 Usability Review questions specified in the Operability criterion; 

•	 2-out-of-IO Usability Review questions specified in the Security criterion. 

A description of each usability criterion and its corresponding usability review 

questions is given below: 

Usability Criterion: MiNIMAL ACTION 

Capability of the application to help users achieve their tasks in a minimum number 

ofsteps (i.e. the length oftransactions and procedures). 

o	 Is the workload low and simple (e.g., input workload kept to a 

minimum)? 

o	 Is the authentication (verify/authenticate the identity of tbe user) 

process simple to users? 

o	 Does the user have to authenticate usmg different communications 

channels? 

o	 For codes longer than 4 or 5 characters, are mnemOl1lCS or 

abbreviations being used? 

145 The concept of concatenation PIN + passcode is difficult lo be underslood by users, and il can be 
tested nol only employing the USS inspeclion method but also usability test (i.e. observing users 
performing the OTP task) as per section 5.5.2 One-Time-Password (OTP) Usabilily Tesling. Also, 
other usability inspection techniques can be used such as Pluralistic Walkthrough, Task Analysis, etc. 
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o	 Has the requirement of data entry by the user being limited when the 

data can be derived by the application? 

o	 For data entry, has the system displayed currently defined default 

values in their appropriate data fields? 

o	 Does the system accommodate both experienced and average 

computer users (e.g., length of transactions: short cuts are available to 

experienced users)? 

o	 If users must switch between different systems are dual-interfacé chi p 

smart cards used? 

Usability Criterion: MINIMAL MEMOR y LOAD 

Whether a user is required to keep minimal amount ofinformation in mind in arder to 

achieve a specified task. 

o	 Are the sequences and interdependencies of the MTM's artifacts and 

their corresponding Uis (i.e., streamlined business worktlow) "harsh­

less" in the user interaction viewpoint enhancing thus customer 

intimacy (providing appropriate choices, information and advice)? 

o	 Is the memory load on the user minimized (i.e., no memorization of 

long data lists, complicated procedures, or undertake complex 

cognitive activities)? 

o	 Are the entries short (i.e., STM capacity is limited43
, so the shorter the 

entries, the smaller elTors and reading times)? 

Usability Criterion: RESOURCE SAFETY 

Whether resources (including people) are handled properly without any hazard. 

o	 Are audible instructions (or voice PIN) avaiJabJe so that people who 

cannot read an MTM screen can independently use the machine49? 

o	 If the MTM offers a silent alarm feature, is Reverse PIN used 

providing faster recall? 

Usability Criterion: LOAD TlME 
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Time requiredfor the application ta foad (i.e., how fast il responds ta the user). 

o	 If login fails, is there available another authentication option to the user ln 

order to achieve her/his task? 

o	 Does the live image require a small memory allocation which will affect time 

for retrieval of the image if solicited by the user? 

Usability Criterion: OPERABILITY 

o	 Amount of effort necessary to operate and control an application. 

o	 Is the user task' workload light? 

o	 Can users customize the user interface to their specifie needs (e.g., 

personalized look and Feel)? 

o	 Can (some) system's mechanisms be configurcd by users to operate 111 

certain waylO (e.g., customer's language and "favorite transaction")? 

o	 Is there an alternative authentication method, when biometrics is not 

available in order to provide availability to the users? 

o	 If users forget their PINs, can users reset them via a web interface rather than 

in an issuance station (i.e., ensme customer convenience & satisfaction)? 

Usabi/ity Criterion: SECUR1TY 

Capability of the application ta protect information and data so that unauthorized 

persons or systems cannat read or modify them and authorized persans or systems 

are no! denied access. 

o	 Do users have more than a few alternatives to authenticate to the system to 

improve the availabiliry and convenience of the system? 

o	 For logical access application, is biometrics provided to enhance usability 

(i.e., on-card biometric match and on-card key generation)? 

Summary of the topics discussed in Chapter 5: The Computer Science Axis. 

This chapter presented the computer science approach as follows: Security as a 

Usability Characteristic, User Authentication Use Cases, Usabiliry Factors and Usability 

Criteria, The USS Inspection Method, Demonstrating USS using A Multifunction Teller 

Machine (MTM), Usability Severity Ratings, Security Severity Ratings, and One-Iime­

Password (OIP) demonstration. 



CHAPTER VI
 
CONCLUSIONS AND FUTURE WORK
 

6.1 Summary of the Research Work 

There has been very little research on usable security especially related to user 

authentication methods, although a considerable body of research work has been 

made for computer security mechanisms in general other than authentication 

methods. To be able to build reliable, effective, and usable security systems, we need 

inspection methods that take into account the specific constraints of security 

mechanisms and their potential security threats. Systems should be built so as to be 

easy to learn and use by the average corporate or consumer computer user. Human 

factors should be incorporated into the development of security solutions where 

usability is central during the development process. Another particular concern in 

authentication according to Cranor and Garfinkel (2005) is that authentication 

systems do not fail gracefully. This means that if an average consumer computer user 

forgets her username but gets right the password the system does not enable her for 

instance, to gain partial access to an online magazine, or for an average corporate 

computer user access to the system's less criticaJ files, or an emergency or temporary 

access. There is 00 established and recognized mechanism to accommoda te user error 

which means that most likely productivity will be strongly compromised and users 

will be largely dissatisfied with the system. According to Sasse (2004), "Don't focus 

ONLy on UIs to security tools - the big problems are in security requirements, job 

design and user iovolvement." That is exactly what this thesis is ail about: 

Requirements and Design. Additionally, according to Whitteo and Tygar (1999), 

using conventional methods for usability evaJuation that concentrate on the impact of 

usability on security effectiveness will assist developers to discover usability 

problems threatening the security of a system. 
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As strong user authentication becomes more imperative, technologies to 

accomplish it will become more convenient through the use of requirements and 

design tools. Since communication of intent is vital to security, the UI is also a key 

component for achieving computer security, not the only aspect when designing user 

authentication methods. To this end, this thesis has investigated the security 

consequences of usability issues and presented a novel usable security protocol 

through an inspection method named Usable Security Symmetry (USS) for dealing 

with usable security of user authentication methods in the HClSec field that this 

thesis's author hopes will guide the development of truly secure and usable user 

authentication systems. 

6.2 Scientific Contributions 

This section summanzes the body of research performed at University of 

Quebec at Montreal over the past four years and a ha If. Scientific contributions 

contained herein include: 

1.	 A methodo)ogy for a Usable Security ProtocoJ which is translated into a 

usable security inspection method for user authentication methods named 

Usable Security Symmetry (USS) towards the goal of aligning usability and 

security. lt is employed to influence the design of the authentication methods 

earlier in the Requirements and Design phases. USS can also be used in later 

stages to assess existing user authentication methods. To date, USS is the only 

existing design (and evaluation) inspection method to improve the process of 

user-centered design in user authentication methods. An important factor is 

that USS does not present only a general principle but also specify exactly 

what the issues are and recommendations for them. Other related work in 

usable security do not address the usable security issues as a holistic approach 

as USS according to the sub-products of this research work mentioned below 
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(1 to II items). No related work presents any formai method for evaluating 

usable security for user authentication or even for computer security in 

general. Sorne significant differentiators of USS compared to the general 

usable security principles presented in Chapter 3 are the following: 

•	 USS points out specifie usability and security issues and recommends 

specifie solutions for each of them, avoiding therefore the use of 

general guidelines which are very broad in scope and at the end do not 

apply to anything - this is an important aspect of the scientific 

contribution of USS. 

•	 Heuristic evaluation from Nielsen (1994) is only focused on usability 

not considering the security aspects of a system. Aiso heuristic 

evaluation does not recommend any solutions to the problems only 

point them out. 

•	 Cognitive walkthrough IS not also designed to entail the security 

aspects of a system, only usability which USS does. 

•	 Computer Security Design Principles (Saltzer and Schroeder, 1975) 

does consider only security aspects. 

•	 Design guidelines for security management systems (Chiasson et al., 

2007) does consider only security aspects. 

•	 Guidelines and Strategies for Secure Interaction Design (Yee, 2005) 

consider usability and security aspects but it is focused on generaJ 

principles. 

•	 Design Principles and Patterns for Aligning Security and Usability 

(Garfinkel, 2005) consider usability and security aspects but it is 

focused on general principles. 

•	 Criteria for Security Software to be Usable (Whitten and Tygar, 1998) 

consider usability and sccurity aspects but it is focused on general 

principles. 
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2.	 A GOMS model developed as a cognitive task analysis tool to understand user 

interaction related to the computer sciences and cognitive processes involved 

in the most representative user authentication methods such as Password/PINs 

(wired network-based task), One-Time-Passwords (wireless/token network­

based task), Out-of-Band Authentication (wired and wireless network-based 

task), and Biometrics (wired network and electronic access control-based 

task). The general guidelines mentioned above do not address formaJly 

cognitive aspects of user authentication. 

3.	 GO MS (design) artifacts which supported the cognitive task analysis work 

such as total learning and execution time measures for each of the user 

authentication methods as referred in item 2 above. 

4.	 A refined and practical definition of usable security considering resources and 

costs. 

5.	 A new definition of Security Scenario encompassing two new types such as 

Tangible Security Scenario (TSS) and Intangible Security Scenario (ISS). 

6.	 A set of methods expressed in a programming-like language GLEAN (GOMS 

Language Evaluation and Analysis) for accomplishing goals for the following 

tasks scenarios: Check Business E-mail (Username and Password), Update the 

SecurID authenticator UI specification (One-Time-Passwords (OTP)), Make 

an electronic funds lran~fer (Out-Of-Band Authentication (OOBA)), and 

finally Access afile on a personal laptop (fingerprint recognition). 

7.	 A Cognitive Model of User Authentication (CMUA) for understanding how 

and what cognitive processes are involved in each of the user authentication 

methods mentioned in item 2 above. The generaJ guidelines mentioned in 1 do 

not again address formally cognitive aspects of user authentication. 

8.	 A set of user authentication use cases used as basic use cases for a MTM. 
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9.	 A comparative analysis of user authentication methods taking into 

consideration a diverse spectrum of attributes such as definition, advantages, 

disadvantages, security, usability, human versus automatism, input process 

time, industrial application, and privacy issues. The general guidelines 

mentioned in 1 do not present any formai comparative analysis related to user 

authentication methods. 

10. An Authentication Risk Assessment matrix to acknowledge and understand 

the main threats and security vulnerabilities related especially to online user 

authentication. 

Il. A comprehensive literature revlew of usabJe security reJated to security 

guidelines and user authentication methods. 

6.3	 Practical Observations on the Impact of USS in Corporate and Academie 
Environments 

This thesis's autbor bas been working on Computer Security especially in user 

authentication for the past 8 years within the following companies and institutions: 

•	 RSA Security, the Security division of EMC, Bedford, MA (USA). 

•	 YeriSign Inc., Mountain Yiew, CA (USA). 

•	 Center for Research and Analysis of Organizations (CIRANO), Montreal, 

Quebec (Canada). 

•	 Rogers Communications, Montreal, Quebec (Canada). 

•	 University of Quebec at Montreal and Concordia University within the 

doctoral program framework - Cognitive Computing, Quebec (Canada). 

•	 University of Montreal within the master program framework - Master of 

Science in Electronic Commerce (specialization in computer science), Quebec 

(Canada). 

ln my point of view, working in the marketplace specifically in very centered 

authentication company and at the same time following a doctoral program which is 



401 

in certain way related to the thesis's subject is a crucial aspect on understanding the 

subject matter, user authentication, and having access to different resources and 

information that would be impracticable if 1 was only restricted to the academic 

program. My professional experience is translated implicitly and explicitly in this 

thesis through the i) demonstration of the aIP authentication method that will be 

performed during my oral defense; ii) the incorporation of questions into the 

questionnaire used for a formaI usability testing of the aIP authentication method at 

RSA as mentioned in Chapter 6; ii) the participation in a demo regarding the aIP 

USB fingerprint authentication method at RSA; iv) the access to numerous technical 

documentation, development data, and usability tests sessions for authentication 

methods, and authentication manager software targeted to administrators (RSA 

Security Console) and corporate end-users (RSA Self-Service Console); and finally 

v) the different types of users involved in user authentication systems (e.g. Super 

Admin, corporate users, etc.) which is vital for the comprehension of the cognitive 

and corporate processes aspects. 

But how this thesis' author enV1SIons USS in the practical real world? 

Performing the USS inspection method User Experience Designers while evaluating 

the usability review questions may come across issues that would not be apparent if 

they were not also evaluating the security review questions at the same time. An 

example is the following: 

•	 Usability review question: 7.4 If the MTM ofJers a si/ent alarm feature, is 

PIN number reversai used providing Iaster recall? Security review question: 

Has the system 's owner security policy a clause that states that PIN number 

reversai must only be usedfor emergency? Here it is clear that a PIN security 

policy should be enforced while providing ease of use to users. Also the 

reverse PIN functionality being enforced avoid the opening of bugs they will 

be able to reduce the number of bugs within a CD software reJease since 

issues can be brought early in the design phase. 
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By analyzing and answenng concurrently the usability and security reVlew 

questions force User Experience or Security designers to think in the process as a 

whole (usability and security) not a part of the whole (usability or security). This also 

forces them to initiate - or trigger - a solution in their minds for the questions/issues. 

In addition, while evaluating the review questions User Experience Designers will be 

able to anticipate the identification of potential bugs earlier in the authentication 

method design phase that would occur when the product is handed-off and released 

to the market. This is a very important aspect of the authentication method 

development life cycle which can represent benefits in terms of improved product 

reliability, greater business, reduced customer support calls, smaller releases product 

Iife cycle, decrease of Quality Engineering (QE) work (i.e., reduction of the number 

of bugs to be opened against the product), an finally enhanced user interaction (i.e. 

finding bugs earlier can force designers to review and improve authentication 

method functionalities with developers, project and product managers). Another 

important aspect is that companies, in general, are having difficulty fitting the 

traditional usability testing into their project plans and budgets when working on an 

Agile software development process (SCR UM framework). Agi le software 

development refers to a set of software development methodologies derived from 

iterative development, where requirements and solutions develop through 

cooperation between self-organizing cross-functional teams. Agile is considered a 

"lightweigbt method" (especially when compared to the Waterfall method) which is 

very appropriate in today's dynamic business environment. SCRUM is an iterative, 

incremental framework for Agile. Using USS can be very appropriate in Agile since 

one (or more) evaluator can perform the inspection method to find out particularly 

major interface issues, speed development, and save user testing logistics time, 

planning, and money. The USS can be applied through a Spike (i.e. a timeboxed 

investigati on, not the original user story), or Non-functional task (e.g., a 

performance-related issue, a reliability issue, etc.) within a two-week Sprint. 
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In the academic environment, the USP methodology design artifacts, described 

In Appendix D, can contribute to the research cycle by providing tools for the 

requirements and design phase of any software application master or doctoral 

project. For instance, within the Cognitive Computing program, the USS inspection 

method could be applied to the study and/or design of a Learning Management 

Systems (LMS) software application for the administration, documentation, tracking, 

and reporting of training programs, classroom and online events, e-Jearning 

programs, and training content. Another application of the design artifacts wou Id be 

to be used as leaming tools for teaching HCl. 

The USP design artifacts can also help III avoiding hurried statements that 

cannot be sustained by objective data. For example, in GOMS Operators like 

DETERfvIINE-POSITION and CLICK-MOUSE BUTTON have been empirical1y 

validated at the keystroke-Ievel, thus models that use those operators can generate 

reliable quantitative estimates. Another example where the design artifacts can be 

useful in the academic environment is in the evaluation of accessibility in an 

application: a task that can be carried out in one minute using a keyboard, might 

need 5 to IO minutes using a mouse. Many disabled users favor to handle web 

applications, using the keyboard, given that it is often faster than using a mouse. As 

researchers are more focused on the conceptualization and modeling activities in a 

research project, USP design artifacts (especial1y 4, 5, and 6) can help in the 

understanding of concepts in a greater extent. Also, the CMUA can be adapted to the 

study and/or simulate other security mechanisms such as the True 128-bit Extended 

Validation SSL I46 from VeriSign which provides a simple and trustworthy way to 

establish trust online by displaying a green address bar with the name of the 

organization that owns the SSL certificate and the name of the Certificate Authority 

that issued it. The green bar shows site users that the transaction is encrypted and the 

146 VeriSign, Inc. June l, 2010 <http://www.verisign.com/ssJ/buy-ssl-certificates/extended-validation­
pro-ssl-certificates/index.html> 
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organization has been authenticated in accordance with rigorous industry standard. 

The CMUA can then demonstrate how the process of recognizing and reasoning 

about the green bar can happen in the user's mind. To wrap up, these examples are 

only a few contributions that USP methodology can provide to the academic 

environment, but it is not limited to, and it is not an exhaustive Iist. 

The lessons learned when developing this research work were the following: 

•	 Usable security is critical to the effective adoption and deployment of user 

authentication methods. 

•	 The development of a user authentication method, irrespective of being a 

software or hardware authenticator or biometrics needs to include usable 

security at early stage as part of Requirements and Design phases. 

•	 A user authentication method can be adapted to a computer system' s 

infrastructure already in place in an organization. They depend on 

environment and implementation factors, and also how weil that product fits 

into the existing lT infrastructure in today's modern network environments 

which tend to be diverse in their requirements. 

•	 The choice of an authentication method depends also on industrial norms, 

legal and business needs such as the environmentaJ characteristics of the 

electronic communication (e.g. online shopping, authentication manager 

application, etc.). 

•	 Security designers are required to address the diverse authentication needs of 

severa] and different users, including system administrators, employees, 

business partners, customers, and end-users. 

•	 Security tools (including authenticators) have been developed, but their 

successful use in real applications is fairly limited because of their 

complexity, "hard-of-use", and the necessity of previous advanced technical 

knowledge on the part of end-users. 
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6.4 Limitations 

Evaluation inspection methods in general do not offer potential solutions to the 

usable security problem. However this thesis provides the usability and security 

severity ratings in order to recommend practical solutions to usable security 

problems. 

Also it is complex to summarize the findings in the inspection methods from 

multiple evaluators as they report problems differently and at different levels. There 

is also the issue of severity. Not ail usable security problems are equal. DeveJopment 

teams need to be able to prioritize what problems get fixed according to the 

seriousness of the problem. There is currently no agreement on how to judge the 

severity ofusability problems (e.g. bugs triage). 

One question is how accurately these inspection methods predict problems that 

real user encounter? An early study found that heuristic reviews were better 

predictors than cognitive walkthroughs and guideline-based evaluations. This was 

compared to results from laboratory usability tests. However, none of these methods 

found more than 50% of the problems discovered in laboratory testing (Scholtz, 

2003). 

6.5 Future Work and Recommendations 

First of ail, a major goal of a future work is the development of a USS Web­

based application which will be named USSWebApp for performing usabJe security 

assessment of user authentication methods. It will automate much of the time­

consuming psychological and statistical work that is required for a deep interface 

analysis. An important and solid requirements and design work has been already 

completed with this doctoral thesis which will pave the way for the development and 

implementation phases of the USSWebApp. 
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Secondly, another goal is the development of a cognitive tool that would 

simulate the Cognitive Model of User Authentication (CMUA) presented in this 

dissertation. This cognitive tool could be used to simulate the user interaction with 

different authentication methods and demonstrate the feasibility of their 

implementation. 

Finally, another important research work would specify the best combination 

among different and existing user authentication methods used in conjunction with 

different wired and/or wireless computer devices with regards to usable security and 

performance. This would provide organizations with robust data in order to 

implement or evaluate user authentication method(s). 

User authentication is a foundation stone of lT security, one that is changing 

quickly. Several areas of technology development will have a major impact on user 

authentication over the next decade or even in a few years. According to Sasse (2004) 

and Manning (2009) from RSA Security, there are key challenges with which 

HClSec researchers will be confronted when ma king research on user authentication 

and should be addressed as follows: 

•	 Thinking security by proposing intuitive or seamless solutions that respond to 

user behavior or what is known about the user; 

•	 Different mechanisms for frequent and infrequently used passwords; 

•	 Consideration of implications regarding physical and mental workload; 

•	 Perceptions of and attitudes to security: ways of persuading and motivating 

users to be secure and change the image of security; 

•	 Design of specific (goal-and risk-based) security policies that are enforced, 

and are seen to be enforced; 

•	 Strong user authentication for end users in the cloud where identity can be 

carried along cloud services (i.e. Cloud Computing is a means to enhance 

capacity or add capabilities on the tly without investing in new infrastructure, 

training new personnel, or licensing new software. lt consists of any 
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subscription-based or pay-per-use service that, in real time over the Internet, 

extends IT's existing capabilities). 

6.6 The Future of User Authentication 

Let us be practical: new authentication management solutions are needed to 

exploit authentication methods and bring stronger security at a reduced cost. A 

feasible novel approach would be artificial intelligence tools embedded within an 

authentication policy engine. This engine will assess for patterns of fraud during each 

user authentication request. Authentication attempts with a high likelihood of fraud 

might activate an alert to an intrusion detection system. Then the user authentication 

manager would dynamically establish an access control threshold, based on the kind 

of threats to a protected resource, and automatically pick the best available 

authentication methods for accessing the protected resource. 

An important obstacle to strong user authentication in e-commerce is the false 

reject (rejecting the authentication attempt of a legitimate user). This will be probably 

overcome through use of intelligent applications that sense when a legitimate user is 

having difficulties authenticating. This usab/e security approach will help the 

legitimate user repeat a failed method or will present an alternative. 

These new automated user authentication systems will be possibly implemented 

In the so called authentication portaIs which will provide extremely granular user 

authentication for accessing significant protected resources with different access 

privileges for different types ofusers. 

•	 Future users will authenticate: 

o	 through trusted computing platforms, which will in tum represent the 

user to the network; 

o	 via RFID and other wireless devices, as logical and physical 

authentication technologies converge; 
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o	 based on what they know - and what they're able to do - in new 

and sophisticated ways; 

o	 anonymously in many cases: as to their privileges, not necessarily 

their identities; 

o	 with passwords sometimes, but the passwords will be better protected, 

and the authentication will be mutual 

This thesis' author claims that user authentication will assume a chief new 

network control function. In an integrated and advanced network of multiple user 

devices (e.g. desktops, laptops, PDAs, cell phones, and so on) each carrying out 

numerous concurrent sessions with a dynamically allocated temporary client address, 

there will be an infinite mix of user authentication requirements to accurately and 

securely provide and bill services. 
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APPENOIXA
 
COMPARATIVE ANALYSIS OF USER AUTHENTICATION METHOOS
 

A.l	 Introduction 

This appendix presents details of the comparative analysis of user authentication 

methods presented in Chapter 2. lt specifies sorne definitions and abbreviations used in 

the following tables. To describe the authentication methods attributes, subjective rating 

scales have been used for Security and Usability as follows: 

•	 Total Transaction Tirne (seconds) corresponds to the time for a single user to 

present the biometric (acquisition time), processing time, and, optionally, 

might include entry of a PIN or user identifier (Woodward el al., 2003). 

•	 "Security" and "Usability" range from l=Minimum to 5=Maximurn in order 

to measure the degree of severity issues related to each authentication method. 

•	 "Automation versus Hurnan" range from 1=Human is better; 5=Machine is 

better. 

•	 "Accuracy" has two measure rates of authentication by biometrics: 

o	 False Reject Rate (FRR) where a legitimate user is rejected by the 

acquisition device. 

o	 FaIse Acceptance Rate (F AR) where a false user is accepted. 

•	 "Average Attack Space": corresponds to the number of guesses made by an 

attacker in order to disclose the base secret (e.g. passwords, PINs, etc.). 

•	 Abbreviations used are the following: C/R=Challenge/Response; PK=Public 

Key; PRK=Private Key; SSO= Single-Sign-On; TGS=Ticket Granting 

Service. 
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Data Generator: 1. PASSWORDS 

Classification 

Knowledge-based 
(4 to 8 digits) 

Human vs. Automatism 
(1 =human is better; 
5=machine is better) 

5 
(Acquisition device or 
data generator 
presented by the user: 
PIN, memory card, etc.) 
Computers can gcnerate 
more securc and 
automatic passwords 
than humans (e.g. a 
registered user in a 
database can have her 
password emailed 
automatically). 

Definition 

A unique personal 
character 
such as alphabet, alpha­
numeric or passphrase 
(long password) 
generally containing 4 
to 8 digits. 
It is generally used with 
a usemame. 
Usability 
(1 = min; 5= max) 

1 
Passwords violate most of 
the accepted usability 
standards for computer 
systems. Of the eight rules 
suggested by Ben 
Shneiderman (1998) for 
user interface design, 
password interactions 
break at least six. SSOl47 
for instance alleviates a 
bit problem of frequent 
password reset requests 
from users who have 
difficulty remembering 
several passwords. 

Advantages 

Easily implemented. 
If system-generated, 
passwords are more 
robust (passwords are 
frequently random 
and containing 
special characters). 

Total Transaction Time 
(in seconds) (Woodward 
et al., 2003) 

5-15 
lt depends on the user 
tapping speed. 

Disadvantages 

Passwords can be fOl·gotten. 
Users creatc easily 
identifiable base secrets 
(passwords, passphrases, 
PINs), which leaves a gap for 
guessing attacks and Social 
Engineering (e.g. searching 
user desks for passwords on 
notes, and Iying to sta ff to 
gain entry into a system). 

Industrial 
Application 

General acceptance: the 
most common KBA 
method. 
There is a huge variety 
of products: 
Password checking on 
Unix systems (Smith, 
2002), Microsoft 
Windows NT and 
Windows 2000 
(proactive password 
checking), Macintosh 
"keychain" Mac OS9, 
etc. 

Security 
( 1= min; 5= max) 

2 
Prone to brute-force 
dictionary attacks. 

Plaintext passwords 
are generally sent "in 
clear" on the network. 
(Eavesdropping risk). 

Privacy Issues 
( 1= min; 5= max) 

3 

Cost (CADS) 

$110 
Password Cost 
Calculator (1) 

Accuracy 

Average Space Attack 
Rate (i.e. number of 
gues ses the attacker 
must take to find the 
base secret) : 
D' . k ilctlünary attac = 5 

to 223 

Reusable Passwords= 
i to 223 

Random 8-character 
Unix password= 245 

Mouse Pad Search= 
i to 24 

(Smith, 2002) 

147 Single Sign On (SSO) is an access management system which allows users to sign on once and gain entry to multiple applications and network sessions. 



Data Generator: 2. PERSONAL IDENTIFICATION NUMBER (PIN) 

Classification	 Definition Advantages 

Knowledge-based	 A unique persona] More secure than 
character string used as passwords. PIN itself is(4 to 8 digits) 
a password, which must not sentacross the 
be entered by a user network and so cannot 
before a remote be intercepted. The 
terminal (mobile system has only a 
device, ATM, etc.) or manual interface, not a 
Point-of-Sale terminal computer interface: 
(kiosk) can be used to nobody can enter the 
transfer information or PIN except by using the 
complete a transaction. device keypad. 

Human vs. Automatism Usability Total Transaction Time
 
(1 =human is better; (1= min; 5= max) (in seconds) (Woodward
 

5=machine is better) et al., 2003)
 

4 2 5-8
 
(Acquisition device or
 
data generator
 
presented by the user:
 
PIN, memory card,
 
fingerprint, etc.
 

Computers can generatc
 
automatic PINs. A
 
registercd user with an
 
email address in a
 
database can have her
 
or his PIN emailed
 
automatically
 

Disadvantages 

It can be forgotten. 

It is susceptible to 
shoulder surfing or 
systematic trial-and­
error attack. 

Industrial 
Application 

VelY common 
KEA. General 
acceptance: Banking 
(ATMs), Airlines, 
Mobile Transactions, 
etc. Banks distribute 
randomly generated 
PINs for ATM 
(Automatic Telling 
Machines) cards. 

RSA SecurlD 
authenticators (4). 

Security 
(1= min; 5= max) 

2 

Prone to brute-force 
dictionary attacks. A 
PIN is almost always 
used as part of a two­
factor authentication 
mechanism. 

Privacy Issues 
(1 = min; 5= max) 

3 

427
 

Cost (CAD$) 

$110 

Password Cost 
Calculator (1) 

Accuracy 

Average Space 
Attack 
Rate: 

A four-digit PIN 
presents the attacker 
with only a 13-bit 
average attack space 
(Smith,2002). 
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Data Generator: 3. PROXIMITY CARDS (CONTACTLESS CARDS) 

Classification Definition Advantages Disadvantages	 Security Cost (CAD$) 
(1= min; 5= max) 

Authentication Token ATs are physical Last longer because Forger)' (too easy to	 3 $30 

(AT)	 devices that users their reading can take copy), loss, theft The combination of a Card 
carry with them. place without possible. proximity card and a As the 
Users use them to removing them from Shoulder surfing PIN produces a two- communication 
authenticate to a their can)'ing place (stand next to a authentication factor between the reader 
network service: they and does not require victim using the card reducing hence the and the chips uses 
type in something any contact (II). and note the PIN as it risk of masquerade, electromagnetic 
displayed by the is). since the attacker waves and there is not 
token, as weil as must copy the card physical contact, the 
sorne secret and also uncover the contactless readers 
information they only PIN. cost maintenance is 
know. much lower. 

Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy
 
(1 =human is better; (1 = min; 5= max) (in seconds) (Woodward Application (1 = min; 5= max)
 
S=machine is better) et al., 2003)
 

5 4 2-6 Theyappear 3 Fair (no available
 
(Acquisition device Contactless has been To open the door's everywhere, quantitative data)
 
or data generator proven very office, for examp!e, including ATMs, Contactless cards last
 
presented by the user: convenient for the it is enough to flash credit cards, drivers' longer, do not
 
PIN, memory card, users. the card in front of licenses, and on demand contact with
 
fingerprint, etc.) the card reader at the employee badges to card readers so then
 

distance up to 5 cm	 operate electronic their reliability is 
doors. improved. 
XyLoc (12) 
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Data Generator: 4. ONE-TlME-PASSWORDS (OTP) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1= min; 5= max) 

Authentication Token A hand-held devicc the Very difficult to guess: 1f the network is 4 $80 

(AT) size of a credit card is tokencode (user PIN + vulnerable to sniffing, Systems which utilize Token 

(7) synchronized with the 
target system's 
authentication scheme 
and disp\ays a one-time 
password that 
periodically changes 
(e.g., every minute). To 
access the target 
system, the user ctHers 
an assigned UserID and 

code from servel} 

Force users to choose 
hard-to-guess 
passwords. 
An attacker cannot log 
on by trying to intercept 
and reuse a password, 
since passwords on\y 
work once. Usually, 
these tokens are utilized 

this technique is left 
exposed to dictionary 
and brute force 
attacks. 

passwords and/or 
encryption keys to 
authenticate an 
individual's identity 
or protect against 
interception of 
communications 
reach the highest 
degree of security 

password followed by in association wi th a when each password 
the one-time password 
displaycd on the hand­
hcld. 

password or PIN 
providing stronger 
security. 

or key is used only 
once. 

Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(\ =human is better; (\ = min; 5= max) (in seconds) (Woodward Application ( 1= min; 5= max) 
5=machine is better) et al., 2003) 

5 
(Acquisition Deviee 

2 

An OTP hardware 

10-20 RSA SccurID® 800 
Authenticator 

4 Average Space 
Attack= 

or Data generator" 
presented by the user: 
PIN, memory card, 
fingerprint, etc.). 

token is an 
authentication token 
that users can'y with 
them. 

Already common but 
essentially rcstricted to 
enterprise environment. 
There is a huge variety 
of products. 

2 19 to 263 

(Smith, 2002) 
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Data Generator: 5. HANDHELD CHALLENGE RESPONSE CALCULATORS (HCRC) 

Classification
 

Authentication
 
Token.
 

Random challenge (7)
 

Human vs. Automatism
 
(1 =human is better;
 
5=machine is better)
 

5
 
(Acquisition device
 
or data generator
 
presented by the user:
 
PIN, memory card,
 
fingerprint, etc.)
 

Definition 

When prompted by the 
system, the user enters a 
usemame and Password, then 
a PIN into the hand­
hcld. Then the system 
presents the liser with a 
challenge (e.g., a nllmber) 
which is entered into the 
hand-held by the liser, and a 
response is caiclilated. This 
response is then entered into 
the target system by the user, 
and if the response is that 
expected by the target 
system, then the liser is 
allthenticated and granted 
access. 

Usability 
(1= min; 5= max) 

3 

Advantages 

Password "can be" a PIN 
(4 digi ts) wh ich is often 
easier to remember. C/R 
calculators have a keypad, 
and thus the password is 
typically considered to be 
the PIN required to access 
the calculator. Users enter 
their usemame and 
response into the system, 
which is verified by the 
authentication server. 

Total Transaction Time 
(in seconds) (Woodward 
et al., 2003) 

Average speed 
tapping 
15 seconds 

Disadvantages 

A considerable 
disadvantage of 
software tokens is 
that they make it 
possible for people to 
share their access 
pennissions with 
other people by 
sharing the software 
token' s base secret. 

Industrial 
Application 

Already common but 
essentially restricted 
to enterprise 
environment. 
Secure Computing­
SafeWord148, Vasco 
DigiPass, etc. 

Security 
(1= min; 5= max) 

3 

Privacy Issues 
(1 = min; 5= max) 

4 

Cost (CAD$) 

$80 
Token 

Accuracy 

Average Space Attack 
Rate: An (ANSI, 1998) 
token using 56-bit DES 
presents the attacker 
with a 54 bits average 
attack space (Smith, 
2002). 

14~  Aladdin Knowledge Systems Lld. <http://www.aladdin.com/safeword/authenticators.aspx> 
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Data Generator: 6. MEMORY CARDS (MAGNETlC-STRIPES) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1= min; 5= max) 

Smart Card A smali card is a credit Attacks in smart cards They cannot 3 $303 

card-sized plastic card, 
a sort of intelligent 
token, which contains 
an embedded integrated 
circuit chip. 

are very difficult. 

The security of 
authentication systems 
can be greatly enhanced 

administer files 
dynamically 

They provide another 
authentication factor 
(what you have). 

Card 

The process is quite 
simple: take the card, 

by requiring more than 
one factor to grant 

and swipe it through the authentication 
card reader, then the 
user is authenticated 
and granted access. 

Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(1 =human is better; (1 = min; 5= max) (in seconds) (Woodward Application (1 = min; 5= max) 
5=machine is better) el a/., 2003) 

5 3 Average swiping General acceptance: 3 Fair 
(Acquisition device speed: There is a huge 
or data generator 2 seconds variety of products. 
presented by the user: The ideal swiping 
PIN, memory card, speed deals wi th your SchlumbergerSema, 
fingerprint, etc.) self-confidence. Shy Datacard Group, 

people swipe slower. Gemalto, etc. 
Anxious people swipe 
too fast. Confident 
people swipe at the 
ideal speed. 
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Data Generator: 7. MICROPROCESSOR CHIP CARO AND MULTIFUNCTION CARDS (MCCs) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1 = min; 5= max) 

Smart Cardo They have built-in Attacks in MCCs are very Smart cards are 4 $80 
dynamic data 
processing capabilities. 
MCCs organize card 
memory into separate 
sections attributed to 
specifie functions or 
applications. A 

. .
mlcroprocessor IS 

difficult since they use 
public key or secret key 
authentication. MCCs 
store the key material 
(secret key) internally on 
the card itself when using 
Kerberos authentication. 
The security of 
authentication systems 

currently only 
deployable in an 
organization's network 
due to the requirements 
for specialized 
hardware connected to 
the host machine. 

It requires a 
determined and well ­
funded adversary to 
carry out an attack on 
a smart cardo 

Card 

cmbedded in the card or can be greatly enhanced Since a smart card is a 
microcontroller chip 
that administers this 
memory allocation and 
file access. 

by reqlliring more than 
one factor to grant 
allthentication. Smart 
cards provide another 
factor (what YOll have). 

physical device, it 
needs an interface to the 
host computer - the 
smart card reader. 

HlIman vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(1 =hllman is better; 
S=machine is better) 

(1 = min; 5= max) (in seconds) (Woodward 
et al., 2003) 

Application (1 = min; 5= max) 

5 
(Acquisition device 
or data generator 
presented by the user: 
PIN, memory card, 
fingerprint, etc.) 

3 

Used often in combination 
with PIN (2). Smart cards 
work the samc as a credit 
card except in e.g. Web 
purchasing is easier. If we 
have a computer coupled 
with a smart card reader we 
can slip in our smart card and 
it will complete the order 

5-15 

A busy person can 
speed through the 
drive-through by simply 
passing a contactless 
smart card at a reader 
placed at the order 
machine. 

General acceptance. 

Smart cards are 
typically deployed as 
part of a Public Key 
Infrastructure. 

Gemalto, etc. 

4 Distance and cycle 
dclay do have an impact 
on the accuracy of 
Read/Write. 

A fingerprint template 
stored on a smartcard: 
enhancement algorithm 
reduced equal error rate 

form thus saving us valuablc to 1.6% in time of 
time. approximately 5 seconds. 
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Data Generator: 8. PUBLIC KEY AUTHENTICATION 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1 = min; 5= max) 

Public Key Public key encryption PK provides much Key 4 Deploying readers 
Cryptography involves a pair of stronger identity distributionJexchange Safer to distribute can cost $220 per seat 

PK and PRK (8) keys - a public key checking. . Also if asymmetric across multiple around 5000 users . 
(PK) and a private encryption is used the enterprises. PK technology often 
key (PRK) - Unnecessary the "key PRK is a single point assumes smart card 
associated with an 
entity that needs to 

management" as in 
secret cryptography. 

of attack, extremely 
valuable to the 

Higher resistance to 
trial-and-eITor 

readers to be standard 
on ail workstations 

authenticate its 
identityelectronically 

Each user simply 
publishes their PK, 

enemy. 

The process to verify 
attacks. and PCs. CUITent PK 

algorithms require 
or to sign or encrypt and the sender and a user's identity and mathematical 
data. Each PK is the recipient no obtain a digital operations on 
published, and the longer have to worry certificate can be numbers hundreds of 
cOITesponding PRK is about key tedious, eITor prone, digits long, which, 
kept secret. Data distribution. and time consuming, even with today's 
encrypted with yom involving multiple processmg power, 
PK can be decrypted steps for can present a large 
only with yom PRK. administrators and performance penalty 

end-users. when encrypting 
large amounts of data. 
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Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(1=human better; (1 = min; 5= max) (in seconds) (Woodward Application (1= min; 5= max) 
S=machine= better) et al., 2003) 

5 2 (2) 5-15 Widely used to 4 Average Space 

(Acquisition device (PGP) authentication E- Attack 
or data Generator commerce hasts on Rate: 
presented by the user: the World Wide Web. 5l2-Bit Public Key= 
PIN, memory card, Pretty Good Privacy 263 

fingerprint, etc.) (PGP) (5), Secure 1024-Bit Public 
Sockets Layer (SSL), Key=286 

and others. 2048-Bit Public 
Key=2 116 

(Smith,2002). 

Cost of cryptographie 
operations: 81.39 
mi IIi seconds (13). 
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Data Generator: 9. KERBEROS 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(l = min; 5= max) 

Key Distribution It makes use of strang Trus ted-third-party: Scalability problem: 4 Free software 
Center (KDC) cryptography so that Kerberas works KDC requires 

(MIT,2006) a client might prave through a centralized substantial 
its identity to a server authentication server centralized 
(and vice versa) that ail systems in the administration. 
across an msecure network inherently 
network session. trust. 
Thus, ail Mutual 
authentication authentication: 
processes happen between a user and a 
between clients and server. 
servers. The KDC 
carries out the 
Authentication 
Service (AS) and the 
Ticket Granting 
Service (TGS). The 
KDC has a copy of 
each password related 
to every client or 
server. Hence, it is 
crucial to maintain 
the KDC as secure as 
possible. 
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Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
( 1=human is better; (1= min; 5= max) (in seconds) (Woodward Application (1= min; 5= max) 
5=machine is better) et al., 2003) 

5 2 5-15 Widely used to 4 Requires dock 

(Acquisition device Single Sign-On authentication synchronization 

or data generator e-commerce hosts on between machines on 

presented by the user: the World Wide Web the network (9) 

PIN, memory card, and also in an 
fingerprint, etc.) enterprise 

environment for 
access control to 
network resources 
(e.g., Kerberos 
5.1.3.2 version (MIT, 
2006)). 
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Data Generator: 10. FINGERPRINT RECOGNITION (FR) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1 = min; 5= max) 

Biometries (the 
science of 
identifying, or 
verifying the identity 
of, a person based on 
physiological or 
behavioral 
characteristics) 

By having an individual 
scan a fingerprint 
electronically to decipher 
information, the issuer of 
the data can be sure that 
the intended recipient is 
the receiver of the data. 
To 3uthenticate the user, 
the system compares 
user's reading with a 
previously collected 
thumbprint. Physiological 
characteristic 

A fingerprint is easily 
sampled using low­
tech means, and non­
intrusive. 

Unique to the 
individual. 

Very strong relationship 
between fingerprint and 
criminal history. 
There is elastic 
distortion from one 
sample to the next. 
There is a large 
variation of the quality 
of the fingerprint over 
the population. 
Hygiene. 

4 

Forgeryalmost 
impossible. 
lmpersonation attack, 
where an unauthorized 
individual change 
her/his biometric to 
appear like an 
authorized individual. 
Replay attack, where a 
recording of true data is 
presented to the sensor. 

$100-500 (sensor). 
The size and priee of 
fingerprint readers are 
continually declining. 

The cost ofa 
biometric sensor is 
quite different from 
the total cost of 
ownership. It depends 
on the magnitude of 
each application. 

Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
( 1=human is better; (1 = min; 5= max) (in seconds) (Woodward Application (1 = min; 5= max) 
5=machine is better) et al., 2003) 

1 4 2-9 Non-eriminal, eivilian 3 Evaluation Method: 

(Acquisition device 
or data generator 
presented by the user: 
PIN, memory card, 
fingerprint, etc.) 

(10) Enrolment Time 
<3 
secs Verificati 
on Time < 3 secs (i.e., 
the time period users 
must spend to have 
their biometric 

applications such as 
access control, time and 
attendance traeking, 
vault, military related 
and computer user 
login. 

Verifier 300 Le 2.0 149 
. 

It might intrude on 
one's privacy (data 
confidentiality). 

Technology (Bolle et al., 
2004). False Reject 
(A legitimate subject is 
denied service): 3 to 7 in 
1,000 (0.3-0.7%) False 
Accept (A subject is 
falsely accepted, causing 
intruders to enter the 

reference template system): 1 to lOin 
successful1y created). 100,000 (0.001-0.01 %). 

149 Cross Match Technologies <http://www.erossmateh.eom/verifier-300-1e-2.php> 
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Data Generator: Il. HAND GEOMETRy (HG) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1 = min; 5= max) 

Biometrics Typical features Easily collectible and Somewhat 4 $100 ta 500 (sensar) 

(lt refers to the include length and non-intrus ive. relationship between Impersonation attack, The cost ofa 
geometric structure of width of the fingers, hand geometry and where a unauthorized biometric sensor is 
the human hand.) aspect ratio of the 

palm or fingers, width 
of the palm, etc. HG 
is measured when a 
subject presses the 
biometric against a 
platen. 

Physiological 
characteristic. 

Computations are 
also fairly simple; a 
standalone system is 
easy to build. 

criminal history. 

Individual hand 
features themselves 
are nat very 
distinctive from one 
person to another. 

Such contact may be 
cause for some public 
hygiene concems. 

individual change his 
biometric to appear 
like an authorized 
individual. 

Replay attack, where 
a recording of true 
data is presented to 
the sensor. 

quite different from 
the total cost of 
ownership (cost of 
maintenance of the 
sensor, costs of 
running the faciIity, 
training, and other 
related costs). It 
depends on the 
magnitude of each 
application. 
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Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(1 =human is better; (1 = min; 5= max) (in seconds) (Woodward Application (1 = min; 5= max) 
5=machine is better) et a/., 2003) 

1 4 4-10 Much of the available 3 Evaluation Method: 

(Acquisition device 
or data generator 
presented by the user: 

(HG recognition 
systems are 
surprisingly 

infol111ation is in the 
form of patents or 
application-oriented 

Non-intrusive 
compared to iris and 
retina. 

Scenario and 
Technology (Bolle et 
al., 2004). 

PIN, memory card, widespread due to description. False Reject (A 
fingerprint, etc.) their user- Examples: 3 D hand legitimate subject is 

friendliness) profile identification denied service): 
apparatus used by 
Sidlauskas 150 (patent­
based), and a 
prototype system 
described by Jain et 

1 in 33(3%) 

1 in 20(5%) 

1 in 10(10%) 

1 in 3(30%) 

1151 ( l" .a app lcatlün- False Accept (A 

oriented). subject is falsely 
accepted, causing 
intruders to enter the 
system): 

1 in 7 (15%), 

1 in 10(10%), 1 in 20 

(5% ) - (0%) 

150 D.P. Sidlauskas, 3D Hand Profile Idenlification Apparatlls, US Patent No. 4,736,203 (1998).
 
151 A. K. Jain, A. Ross, and S. Pankanli, A Prototype Hand Geometry-based Verification System. [n 211(1 IEEE International Conference on Alldio­

and Video-based Biometrie Person Authentication, pages 166-171, Washington, OC (1999).
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Data Generator: 12. FACE RECOGN ITION (FR) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1= min; 5= max) 

Biometrics An image is Easily sampled and There is sorne 4 $100 to 500 

examined for overall non-intrusive. criminal association (l0) (sensor) 
facial structure. In Personal knowledge with face identifiers The fact that the 
authentication IS unnecessary. since it has long been decisions made by The cost of a 
applications, the 
system has a camera 
that searches for a 
user's face and 
matches it against the 
face stored in the user 
record. 

The least intrus ive 
from a biometric 
sampling point of 

. . . 
Vlew, reqUlnng no 
contact, nor even the 
awareness of the 
subject. 

used by law 
enforcement agencies 
("mug-shots"). 

Similarityof 
appearance, e.g. of 
identical twins. 

Influence by glasses, 
beard, moustache, 

biometrics systems 
can be used as 
positive 
proofs/denials of an 
individual's 
authorization and loI' 
presence at a sensor 

. .
ralses senous 

biometric sensor is 
quite different 

from the total cost of 
ownership (cost of 
maintenance of the 
sensor, costs of 
running the facility, 
training, and other 

Physiological hair style. questions about related costs). lt 
characteristic. Restrictions by integrity of the depends on the 

illumination, overall biometrics magnitude of each 
background, and systems. application. 
angle of 
photographing. 
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Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(l=human is better; (1 = min; 5= max) (in seconds) (Woodward Application (1= min; 5= max) 
S=machine is better) et al, 2003) 

1 4 (10) 10-15 More acceptable than 1 Evaluation Method: 
(Acquisition device most biometrics. It might intrude on Technologyand 
or data generator one's privacy (data Scenario (Bolle et al., 
presented by the user: 
PIN, mernory card, 

It is a fairly good 
biometric identifier 

confidentiality). 
Users generally find 

2004). 

False Reject 
fingerprint, etc.) for small-scale less intrusive. (A legitimate subject 

authentication However, sorne users is denied service): 

application. may be reluctant to 10 to 20 in 100 
have their faces (10-20% ) 

L-I ldentity 
Solutions '52 

recorded in a 
database. 

False Accept 
(A subject is falsely 
accepted, causing 
intruders to enter the 
system): 
100 to 1000 in 
100,000 (0.1-1 %). 

152 Face recognition solutions. L-l Identity Solutions <http://www.llid.com/pages/575-face> 
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Data Generator: 13. VOICE RECOGNITION (VR) 

Classification Definition Advantages Disadvantages Security Cost (CAD$) 
(1 = min; 5= max) 

Biometries VR attempts to 
identify individuals 
by how they sound 
when speaking. 

Voice is a behavioral 

Voice is a natural biometric, 
one that people use 
instinctively. Users do Ilot 
have to remember 
passwords. Users do Ilot have 
to go to a separated process 
for verification, sillce 

Changes considerably 
over time (illness, 
aging, emotion, etc.) 

Background noise. 

1 
VR is particularly 
vulnerable to replay 
attacks because of the 
ubiquity of sound 
recording and playback 

$100 to 500 

(sensor) 
The cost of a biometric 
sensor is quite different 
from the total cost of 
ownership (maintenance 

characteristic but is anything they say as part of devices. of the sensor, running the 

dependenton 
underiying physical 
traits, which govem 
frequency, nasal tone, 

the transaction dialog can be 
used to verity their identities, 
resliiting in an integrated and 
non-intIusive verification 
process. Voice reqllires no 
contact. 

1mpersonation attack, 
where an unauthorized 
individual change her! his 
biometric to appear like 
an authorized individual. 

facility, training, and other 
related costs). Ir depends 
on the magnitude of each 
application. 

cadence, etc. 
Human vs. Automatism Usability Total Transaction Time Industrial Pri vacy Issues Accuracy 
(I =human is better; (1 = min; 5= max) (in seconds) (Woodward Application (1= min; 5= max) 
5=machine is better) et 01.,2003) 

1 4 10-12 More acceptable than 1 Evaluation Method: 

(Acquisition device 
or data generator 
presented by the user: 
PIN, memory card, 

Novel Neural Net 

(3) (la) 

most biometrics. 

It is a fairly good 
biometric identifter for 
small-scale authentication 
application. 

It might intrude on one's 
privacy (data 
confidentiality). 

Users generally find less 
intrusive. However, some 

Technology and Scenario 
(Bolle et al., 2004). 

False Reject (A legitimate 
subject is denied service): 

la to 20 in 100 
fingerprint, etc.) users may be reluctant to (10-20%) . 

Apple Mac OSX, Voice have their faces recorded false Accept 

Security in a database. (A subject is falsely 
accepted, causing 
intruders to enter the 
system): 100 to 1000 in 
100,000 (0.1-1%). 



Data Generator: 14. SIGNATURE RECOGNITION (SR) 

Classi fication
 

Biometries
 

(SR operates in a 3D
 
environment
 
measuring height and
 
width as weil as the
 
amount of pressure
 
applied in a pen
 
stroke).
 

Human vs. Alitoillatism
 
(1 =hllman is better;
 
5=machine is better)
 

1
 
(Acquisition device or
 
data generator
 
presented by the user:
 
PIN, memory card,
 
fingerprint, etc.)
 

Definition 

Off-line or "static" signatures 
are scanned from paper 
documents, where they were 
wrilten in the conventional 
way. 
Online or "dynamic" 
signatures are wrilten with an 
electronically instl1Jmcnted 
device and the dynamic 
information (i.e., pen tip 
location through time) is 
usually available at high 
resolution. 
Behavioral 
characteristic. 

Usability 
(1 = min; 5= max) 

4 (10) 

Advantages 

Highly accepted by 
users. 

Total Transaction Time (in 
seconds) (Woodward el a/.. 
2003) 

10-15 

Disadvantages 

The characteristic of 
permanence of 
signature is 
questionable since 
individuals can 
change their 
signatures at any 
time. 

SR is affected by 
illness, emotion or 
agmg. 

Industrial 
Application 

Communication 
Intelligence 
Corporation 15' andJ 

Cyber SIGN I54 
. 

Security
 
(1 = min; 5= max)
 

3
 
Impersonation attack,
 
where an unauthorized
 
individual change
 
her/his biometric to
 
appear like an
 
authorized individual.
 

Replay attack, where a
 
recording of true data is
 
presented to the sensor.
 

Privacy Issues
 
Cl = min; 5= max)
 

2 

lt might intrude on 
one's privacy (data 
confidentiality). 
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Cost (CAD$) 

$300 

(sensor) (Smith,
 
2002)
 
The cost of a biometric
 
sensor is quite different
 
from the total cast of
 
ownership (sensor
 
maintenance cast, costs of
 
running the facility,
 
training, and other related
 
costs). IL depends on the
 
magnitude of each
 
application.
 

Accuracy
 

Evaluation Method:
 
Technology and Scenario
 
(Bol le et al., 2004).
 
False Reject:
 
3-try: 2.06%; 2-try:
 
2.10%; I-try: 9.10%
 
False Accept: 3-try:
 
0.70%; 2-try 0.58%;
 
l-try: 0.43%.
 

153 CIC eSignature Solutions for Enterprise-Wide Paperless Business Processes. Communication Intelligence
 
Corp. <http://www.cic.com/solutions/anymethod/>
 
154 Witswell Consulting & Services, Inc. <http://www.cybersign.com/com/CSlacrobat.html>
 



Data Generator: 15. KEYSTROKE RECOGNITION (KR) 

Classification Definition Advantages 

Biometries User's typing rhythm. Neither enrolment nor 

When a user attempts verification bothers 

to log onto the system the regular work flow 

(domain server), the because users would 

user name and be tapping the keys 

password are anyway. 

compared to the 
stored keystroke 
biometric template. 

Behavioral 
characteristic. 

Human vs. Automatism Usability Total Transaction Time
 
(1 =human is better; (1 = min; 5= max) (in seconds) (Woodward
 
5=machine is better) et af., 2003)
 

1 4 Between 7 to 30
 

(Acquisition device Everyone knows how seconds, depending
 

or data generator to tap in a keyboard on the user's tapping
 

presented by the user: speed.
 

PIN, memory card,
 
fingerprint, etc.)
 

Disadvantages 

If someone is with 
you, for example, 
s/he could possibly 
observe your key 
clicks (impersonation 
attack). 

Industrial 
Application 

KeyLogPC (6) 

Limited acceptance. 

Security 
(1= min; 5= max) 

3 
KR is used as a means 
of certain attacks 
(timing attacks) in order 
to infer taped text's 
content and nature in a 
way to put up for 
example a password. 

Not only must the 
attackers know the 
correct password, but 
they must also be able 
ta reproduce the user's 
rate of typing and 
intervals between 
letters. 

Privacy Issues 
(1 = min; 5= max) 

2 

It might intrude on 
one's pri vacy (data 
confidentiality). 
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Cost (CAD$) 

$45 

(keyboard) 

Free software is 
available. 

Accuracy 

Limited use for 
professional 
applications due to an 
insufficient accuracy. 



1 

Generator: 16. IRIS RECOGNITION (IR) 

Classi fication	 Definition 

Biometries	 The colored part of 
the eye bounded by 
the pupil is the iris, 
which is extremely 
rich in texture. 
CUITent commercial 

systems require users 
to position their eyes 

within the field of 
view of a single 
naITow-angle camera. 

Physiological 
characteristic 

Human vs. Automatism	 Usability 
(1 =human is better;	 (1 = min; 5= max) 
5=maehine is better) 

4 (10) 

(Acquisition device Personal knowledge 

or data generator IS unnecessary. 
presented by the user: Collating may take 
PIN, memory card, time. 
fingerprint, etc.) 

Advantages 

Unchangeable during 
lifetime. 
Unique to individual. 
There is no elastic 
distortion from one 
sample to the next. 
No contact. 
Il claimed and may widely 
believed to be the most 
accurate biometric, 
especially when it comes 
to FA rates. Iris has very 
few FA, an important 
securityaspect. 

Total Transaction Time 
(in seconds) (Woodward 
el al., 2003) 

4-12 

Positive 

Identification= 

5 seconds 

Enrollment= <1 Osees 

Disadvantages 

IR requires much user 

cooperation and 

complex and 
expensive input 
devices. 

The performance of 
iris authentication 

may be impaired by 

glasses, sunglasses, 
and contact lenses. 

Industria 1 
Application 

Very limited 
aeeeptance. 

iCamTD 100 
(Iritech) 155. 

IR might be more 
readily accepted due to 
the fact that there is no 
criminal association. 

Security 
(1 = min; 5= max) 

4 
FOI·geryalmost 
impossible. 
The fact that the decisions 
made by biometrics 
systems can be used as 
positive proofs/denials of 
an individual's 
authorization and lor 
presence at a sensor raises 
serious questions about 
integrity of the overall 
biometrics systems. 

Privacy Issues 
(1= min; 5= max) 

2 

It might intrude on 
one's privacy (data 

confidentiality). 
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Cost (CAD$) 

$300-700 acquisition 
device 

(Smith, 2002) 

The cost of a biometric 
sensor is quite different 
from the total cost of 
ownership (sensor 
maintenance cost , costs 
of running the facility, 
training, and other 
related costs ) . Il 
depends on the 
magnitude of each 
application. 

Accuracy 

Evaluation Method: 
Scenario 
(Bolle et al., 2004). False 
Reject 
2 to 10 in 100 
(2-10%) 
False Accept: 
~ 10.5 (0.001%). 

155 Iris ID <http://www.irisid.com/ps/products/icam_tdIOO.htm> 
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Generator: 17. RETINA RECOGNITION (RR) 

Classi fication 

Biometries 

Human vs. Automatism 
( 1=human is better; 
5=machine is better) 

(Acquisition device 

or data generator 

presented by the user: 

PIN, memory card, 

fingerprint, etc.) 

Definition 

RR seeks to identify a 

person by comparing 

images of the blood 

vessels in the back of 

the eye, the choroidal 

vasculature. 

Physiological 

characteristic 

Usability 
(1 = min; 5= max) 

4 (10) 

Personal knowledge 

\s unnecessary. 

Collating time is fast. 

Advantages
 

Unchangeable during
 

lifetime.
 

Unique to individual.
 

Personal knowledge
 

\s unnecessary.
 

No contact.
 

Hygienic.
 

Total Transaction Time (in
 
seconds) (Woodward el al.,
 
2003)
 

4-12
 

Positive
 

Identi fication=
 

45 seconds
 

Disadvantages 

Requires much user 
cooperation or complex 
input devices. lt is not 
possible to form images 
from people whose eyes 
suffer from strong 
astigmatism or very poor 
eyesight. Resistance to 
irradiation of infrared 
rays. Environmental 
lighting conditions. To 
obtain a retina image, the 
user is inconvenienced to 
a greater extent because 
an image of inside the eye 
is needed. 
Industrial 
Application 

Very limited 

acceptance. 

iCamTD 100 (lritech) 

Security 
(1 = min; 5= max) 
4 
Forgeryalmost 
impossible. 
The fact that the decisions 
made by biometrics 
systems can be used as 
positive proofs/denials of 
an individual's 
authorization and lor 
presence at a sensor raises 
serious questions about 
integrity of the overall 
biometrics systems. 

Privacy Issues 
(1 = min; 5= max) 

1 

It might intrude on one's 
privacy. The fact that a 
retina image could reveal 
certain medical conditions 
makes the RR more 
controversial (e.g., data 
confidentiality). 

Cost (CAD$) 

$300-700 

(Smith, 2002) 
acquisition device 

The cost of a biometric 
sensor is quite different 
from the total cost of 
ownership (sensor 
maintenance cost , costs 
ofrunning the facility, 
training, and other 
related costs ) . It 
depends on the 
magnitude of each 
application. 

Accuracy 

Evaluation Method: 
Scenario (Bolle et al., 
2004). 

Retina Recognition 1% 
FR (False Reject Rate)= 
i' 
Retina Recognition n with 
0.01% FAR (FaIse Accept 
Rate)= i 2 

Retina Recognition with 
"One in a million"= i 9 
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Generator: 18. HUMAN UNDER SKIN MICROPROCESSOR CHIP (AUTHENLINK) 

Classification Definition Advantages Disadvantages	 Security Cost (CAD$) 
(1= min; 5= max) 

Human AuthenLink (Braz and FOl"gery, stealing, and lmpersonation attack, 4 $300 (Chip) 

Chip-based Aïmeur, 2003) is a removing of the chip where an The cost of the 
RFID-based wirelcss (Emanation is extremely difficult. unauthorized AuthenLink's ChipTag 
user authentication is quite different from characteristic)	 AuthenLink involves individual gets an 
system which integrates	 the total cost of a new authentication implant under her/ his 
a microprocessor chip	 ownership (costs of

factor: something you skin (ChipTag) with 
implanted under human	 equipments such as 

CONVEY. the legitimate user's skin, and a mobile	 authentication server, 
data (Chip_User_ID,device antenna- Processing speed. enrolment, cost of 

embeddcd. It provides a No contact. 
Chip_Username, maintenance, database, 

user automatic access to Chip_Tag_Number, and microchip implant Don't need password
network resources etc.)	 for humans, and other 

synchronization.without the need of any rclated costs). 
KEA method. 

Human vs. Automatism Usability Total Transaction Time Industrial Privacy Issues Accuracy 
(1 =human bette!'; 5=machine (l = min; 5= max) (in seconds) (Woodward Application (1 = min; 5= max)bette!') 

el ar, 2003) 

3 3 3-6 No industrial 4 No data avaiIable. 
(Acquisition deviee or Ease of operation and	 application (human Probably poor
data generator presented 

no need to remember	 authentication) acceptance from users by the user: PIN, memory 
card, fingerprint, ele.). RF passwords, PINs or due to privacy 
energy passes through the even carry a token. concerns, especially 
skin energizing the due to a chip 
inactive ChipTag, whieh implanted under skin
then emits a RF signal 

and ID stored in a eonveying the ChipUser's
 
unique ID to the mobile database.
 
reader.
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Notes: 

(1) The Password Cost Estimator shows the direct and reculTing costs to your organization regarding the use of passwords. 

Although passwords seem to be free, they actually eost organizations a significant portion of its lT support budget. This silent 

budget killer is merely the time the technical SUPP011 staff devotc to resetting users passwords. This does not include the abstraet 

costs associated with lost productivity of the user or security breaches, etc., but the labour cost of the help desk personnel physically 

resetting passwords on the system. Enabling Complianee with Password Polieies, Password Cost Calculator. Mandylion Researeh 

Labs, LLC. May 20, 2010 <http://www.mandylionlabs.eom/PRCCalc/PRCCalc.htm> 

(2) Average swiping speed. The ideal swiping speed deals with your self-confidence: shy people swipe slower, anxious people 

swipe too fast and confident people swipe at the ideal speed. 

(3) Novel Neural Net Reeognizes Spoken Words Better than Human Listeners. May 18,2010 

<http://www.scienccdaily.com/releases/1999/10/991001064257.htm> 

(4) RSA SecurID authenticators. RSA-The Security Division of EMC May 18, 2010 <http://www.rsa.eom/node.aspx?id=3049> 

(5) Pretty Good Privaey (PGP) Email encryption program from PGP Corporation May 18, 2010 

<http://www.pgp.com/products/desktop_cmai l/index. html> 

(6) Verification is built up on the concept that the rhythm with which the user types is distinguishing. KeyLogPC KeyStroke Logger 

May 18,2010 <http://www.keylogpc.com/> 

(7) RSA hardware authenticators. RSA-The Security Division of EMC May 18,2010 .<http://www.rsa.com/node.aspx?id=l 158> 

(8) To reduce risk exposure and comply with seeurity regulations, companies rely on publie key infrastructure (PK!) and digital 

certificatcs. VeriSign Inc. May 18,201 0 <http://www.verisign.com/authentication/pki-infrastructure-solutionslindex.html> 
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(9) Maximum tolerance for computer clock synchronization is the maximum time that can be tolerated between a ticket's timestamp 

and the cun'ent time at the Kerberos Distribution Center (KDC). Kerberos configuration by Jan De Clercq, October 8, 2004, 

Elsevier Digital Press <http://searchwindowsserver.techtarget.com/news/article/0,289142,sid68_gci 1014049,00.html> 

(10) User data collection can impact on usability as weil. User data collection is the time period a person must spend to have her/his 

biometric reference templatc successfully created (i.e. emolment and verification time) but can vary dramatically depending on the 

biometric device. 

(II) Cards are intended to operate within up to 10cm of the rcader antenna at a frequency of 13.56 MHz. ISO/IEC 14443-1 :2000. 

January 23, 2007 <http://www.iso.org/iso/catalogue_detail.htm?csnumber=28728>. 

(12) XyLoc provides full-time access control by dctclmining a user's location and automatically locking the computer when the user 

is not physically present. Ensure Technologies Inc. May 18, 2010 <http://www.ensuretech.com/> 

(13) Cost ofcryptographic operations (l,280-bit Rabin-Williams keys on 550 MHz K6). Mazieres, D. & Zhu, Y.: 2002. Machine 

Leaming course - G22.3033-00 1. Topies in Computer System Security, New York University, NY (USA). 

Operation Time (seconds) 

Encrypt l.1 1 

Decrypt 39.62 

Sign 40.56 

Verify 0.10 

Total 81.39 

(14) Form of identifier presentcd by the user: PIN, mcmory card, etc. 
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A.2 Comparison of Biometrie Technologies 

This section presents a comparison of various biometric technologies from Jain (2004) study. The author argues that it is 

feasible to understand if a human characteristic can be employed for Biometries by taking into consideration the 

following parameters: 

• Universality: each person should have the characteristic. 

• Uniqueness: is how weil the biometric separates individually from another. 

• Permanence measures: how weil a biometric resists aging? 

• Collectability: ease of acquisition for measurement. 

• Performance accuracy, speed, and robustness of technology used. 

• Acceptability degree of approval of a technology. 

• Circumvention: ease of use of a substitute. 

The following Table A.2-1 shows a comparison of existing biometric systems in terms of those parameters. Jain 

(2004) ranks each biometric based on the groups as being low, medium, or high. A low ranking designates weak 

performance in the evaluation criterion while a high ranking designates a strong perfomlance. 
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I-I=High, M=Medium, L=Low. 

Biometries: Universality Uniqueness Permanence Collectability Performance Acceplabilily CircunlYcntion* 

Faee Il L M H L H L 
Fingerprint M 1-1 H M H M H 
Hand Geometry M M M H M M M 
Keystrokes L L L M L M M 
Hand veins M M M M M M H 
Iris H 1-( H M H L H 
Retinal Sean H 1-1 M L H L 1-1 
Signature L L L H L H L 
Voiee M L L M L H L 
Faeial Thermograph Il Il L H M H Il 
üdor 1-1 Il H L L M L 
DNA H H H L H L L 
Gait M L L H L Il M 
Ear eanal M M H M M H M 

Table A.2-1: A Comparative Analysis of Existing Biometrie Systems (Jain, 2004). *Cireumvention is listed with inverted 
eolors beeause low is desirable here rather than high. 



APPENDIX B
 
DATA GATHERING
 

8.1 Introduction 

Data gathering has been developed through a combination of primary, 

secondary, and tertiary data as follows: 

•	 The primary data have been gathered from observations, and feedback derived 

mostly from personal communications with experts within the field of Hel 

and HCISec as below. This thesis had as one of its goals to understand the 

user authentication process, and the attitudes and behavior of users. 

o	 Professor Dr. Bonnie E. John
 

Pittsburgh, PA (USA)
 

http://www.cs.cmu .edu/~bej/
 

CogTool
 

http://cogtool.hci i. cs .cmu.edu/
 

o	 Professor Dr. Audun Josang
 

Kjel1er, Norway
 

http://persons.un ik.no/j osang/
 

o	 Professor Dr. Rick Smith 

Hastings, MN (USA) 

http://www.cryptosmith.com/about 

Authentication: From Passwords to Public Keys (Smith, 2002) 

•	 The secondaI)' data have been gathered from journal articles, scientific papers, 

review articles, Iiterature reviews, dissertations, and theses in HCI and 

HCISec as indicated in the References section. 
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•	 The tertiary data have been in turn gathered from standards developed by 

research institutions and private organizations such as International 

Organization for Standardization (I SO)/International Electro-technical 

Commission (lEC) norms and standards: (IEEE 802.11, 1999), (IEEE 1061, 

1998), (ISO 13407, 1999), (ISO/lEC 7816, 1998), (ISO/lEC 9126, 2004), 

(ISO 9241-11, 1998), scientific journal articles, proceedings of meetings, 

conferences and symposia, technical reports, and graduate dissertations as 

indicated in the References section. The following international norms and 

standards have been researched as below: 

[S03407:99: Human Centred Design Processesfor Interactive Systems: 

This standard ex plains human-centred design processes for interactive 

systems, and proposes four categories of human-centred design activities: 

•	 Understand and specify the context ofuse 

•	 Specify the user and organizational requirements 

•	 Produce design solutions 

• Evaluate designs against requirements. 

1S09126: Parts Dl, 02. 04: Software Engineering - Product Quality - Part 1: 

Quality ModeIISO/1EC 9126-1:2001 Edition 1; (2001): 

Parts l, 2, and 4 illustrates a two-component model for software product 

quality: i) Internai quality and external quality, and ii) Quality In use. 

"Briefly, internai quality concerns properties of the non-executable portion of 

a software product during ils development. and metrics for internai quality 

general/y concern the quality oflntermediate deliverables, such as the source 

code for a prototype version. ln contrast, external qualify concerns the 

behavior of the computer system ol which the software product is a part. " 

(Seffah and Donyaee, 1998). ln i), the model determines six characteristics for 

internaI and external quality, which are further subdivided into sub 
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characteristics; whereas in ii) the model detennines four quality in use 

characteristics. Quality in use is the combined result for the user of the six 

software product quality characteristics. The following have been investigated 

and employed on this dissertation in terms of user's perspective, that lS, 

usability: 

•	 In "Quality Model for extemal and internaI quality", item 6.3 

Usability: Understandability, Learnability, Operability, and Usability 

Compliance. 

Sorne important questions to be asked are: 

•	 Is the UI intuitive? 

•	 Is it easy to perfonn easy operations? 

•	 Is it feasible to perform difficult operations? 

•	 Does the authentication method give sensible error messages? 

•	 Is the UI self-explanatory/ self-documenting? 

• Is the UI responsive or too slow? 

Software engineering - Produet Quality - Part 3: Internai metries ISOIIEC 

TR 9126-3:2003: 

The internaI metrics might be applied to a non-executable software product 

during its development stages (e.g. requirements definition, design 

specification, etc.). InternaI metrics provide us the ability to measure the 

quality of the intermediate deliverables and thus predict the quality of the final 

product. This enables us to identify quality issues and make corrective action 

as early as possible in the deveJopment life cycle. This thesis makes use of 

the jimetionality metrics (security metrics), usabi/ity metrics 

(understandability metrics, leamability metrics, operability metrics, 

operability metrics, attractiveness metrics, and usability compliance metrics), 

portability metrics (adaptability metrics, instability metrics, and portability 

compliance metrics). 
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Produet quality - Part 4: Quality in use metries IS011EC TR 9126-4:2004:
 

Part 4 explains the measures that may be employed to specify or evaluate the
 

impact of the use of the software when operated by the user. The lSO/IEC TR
 

9126-4 can be broken up into three factors such as effectiveness (i.e.,
 

usefulness), productivity, and safety. Only the effectiveness (e.g. task
 

comp1etion, error frequency) and productivity (e.g., task time, task efficiency,
 

relative user efficiency) factors have been considered in this thesis work.
 

"EfJeetiveness metries assess the tasks performed by users achieve specifled 

goals with accuraey and eompleteness in a specified context of use. They do 

not take aceount ofhow the goals were achieved, only the extent ta which they 

were achieve n. Productivity metries assess the resources that users consume 

in relation ta the effectiveness aehieved in a specifled context ofuse. The most 

cammon resource is time ta complete the task, although other relevant 

resources could include the user 's effort, materials or the .finaneial cast of 

usage n. 

IS09241-11:98: Ergonomie Requirements for Office Work with Visual 
Display Terminais (VDTS - PART II: GUIDANCE ON USAB1LJTYj 

lS0924l-l1:98, PART II defines usability in terms of efficiency, 

effectiveness, user satisfaction, and whether specific goals can be achieved in 

a specified context of use. "Usability is defined as the extent ta which a 

product can be used by speeified users to aehieve speeifled goals with 

elfeetiveness, ejjicieney and sati~faetion ln a speei/ied eontext of use. 

Effectiveness is the accuracy and completeness with which users achieve 

particular goals. Efficiency in turn is related to the resources spent in relation 

to the accuracy and completeness with whicb users achieve goals. FinaJ1y, 

satisfaction is the freedom from discomfort, and positive attitudes towards the 

use of the product. 



456 

It is important to highlight that the framework of (IS09241-11:98) may be 

used to identify the aspects of usability and the components of the context of 

use to be taken into account when designing, specifying or evaluating the 

usability of the authentication method. The performance (efJectiveness and 

efficiency) and satisfaction of the users may be used to measure the extent to 

which a product is usable in a particular context. "Measures of the 

performance and satisfaction of the users can provide a basis for the 

cornparison of the relative usability 0/ products with different technical 

characteristics which are used in the sarne context". As a matter of fact, 

effectiveness and satisfaction factors are more appropriate to be employed to 

authentication methods. 

To specify and measure the usability of the authentication methods through 

the task scenario identified beneath the prototype phase, the following 

sections have been employed within the norm (lS09241-1 1:98) as basis for 

this research work: "5 Specifying and Measuring the Usability of Products", 

"Specification and Evaluation of Usability during Design", and "Specifying 

and measuring a Work System in Use". 



APPENDIX C
 
CHECKLIST DEVELOPMENT
 

C.l Introduction 

Checklists are valuable evaluation instrument when carefully developed, 

validated, and applied. A sound evaluation checklist clarifies the criteria that at least 

should be considered when evaluating something in a particular area; aids the 

evaluator not to forget important criteria; and enhances the assessment's objectivity, 

credibility, and reproducibility. Moreover, such a checklist is useful in planning an 

enterprise, monitoring and guiding its operation, and assessing its outcomes. ln the 

evaluation dialect, checklists are useful for both formative and summative 

evaluations. 

Checklists development Checklist (CDC) (Stuftlebeam, 2000): 

1. Focus the checklist task:
 

Define the content area of interest.
 

Define the checklist's intended uses.
 

Reflect on and draw upon pertinent training and experience.
 

Study the relevant Iiterature.
 

Engage and have conversations with experts in the content area.
 

Clarify and justify the criteria to be met by the checklist (e.g., pertinence,
 

comprehensiveness, clarity, concreteness, ease of use, parsimony, applicability to the
 

fu]] range of intended uses, and fairness).
 

2. Make a candidate list of checkpoints:
 

List descriptors for well-established criteria of merit.
 

Briefly define each of the initial checkpoints.
 

Add descriptors for checkpoints needed to round out a definition of merit for the
 

content area.
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Provide definitions for each of the added descriptors. 

3. Classify and sort the checkpoints: 

Write each descriptor and definition on a separate 4" x 6" card 

Sort the cards in search of categories 

Identify the main candidate categories and label each category 

4. Define and flesh out the categories 

Define each category and its key concepts and terms 

Write a rationale for each category 

Present relevant wamings about being overzealous in applying the checkpoint 

Review the checkpoints in each category for inclusiveness, clarity, and parsimony 

Add, subtract, and rewrite checkpoints as appropriate 

5. Determine the order of categories 

Decide if order is an important consideration regarding the intended uses of the 

checklist 

If so, write a rationale for the preferred order 

Provide an ordering of the categories 

6. Obtain initial reviews of the checklist 

Prepare a review version of the checklist 

Engage potential users to review and critique the checklist 

Interview the critics to gain an in-depth understanding of their concerns and 

suggestions 

List the issues in need of attention 

7. Revise the checklist content 

Examine and decide how to address the identified issues 

Rewrite the checklist content 

8. Delineate and format the checklist to serve the intended uses 

Determine with potential users whether category and/or total scores are needed or 

desired 
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Determine with users what needs exist regarding differentiaJ weighting of categories 

and/or individual checkpoints 

Determine with users any checkpoints or categories of checkpoints that must be 

passed for a satisfactory score on the overall checklist 

Determine with users what needs exist regarding profiling of checklist results 

Format the checklist based on the above determinations 

9. Evaluate the checklist 

Obtain reviews of the checklist from intended users and relevant experts 

Engage intended users to field-test the checklist 

Generally, assess wh ether the checklist meets the requirements of pertinence, 

comprehensiveness, clarity, applicabi litYto the full range of intended uses, 

concreteness, parsimony, ease of use, and fairness 

10. Finalize the checklist 

Systematically consider and address the review and field-test findings 

Print the finalized checklist 

Il. Apply and disseminate the checklist 

Apply the checklist to its intended use 

Make the checklist available via such means as joumals, professional papers, web 

pages, etc. 

Invite users to provide feedback to the developer 

12. Periodically review and revise the checklist 

Use ail available feedback to review and improve the checklist at appropriate 

intervals. 



APPENDIX D
 
USABLE SECURITY PROTOCOL (USP) REUSE METHODOLOGY
 

D.l Introduction 

The USP reuse methodology provides you the capability to reuse its design 

artifacts so then you can customize the design of your own products and/or services. 

As already mentioned, when reuse is implemented at low granularity Jevel, it can 

assist in shrinking the product development process wastes (Gautam et al., 2007) and 

fasten the go-to-market strategy. 

D.2 Design Artifacts for Reuse 

Reusing USS is straightforward, you basically replace the USS keys (e.g. 

(usabilityCriterion_n)) with you own parameters. The USS keys are pretty much 

descriptive as shown in the system's design artifacts below. 
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# Task Scenario	 Security Problem/Threat Usability Criteria Usability Factors 

if) Ulc è if) ~  Ul 
~  0 .:;: .~ al .~  Q) 

c :0 ro 
if)c t5 :0 "iii 

c 
Q) t5 ro >. :::l 

~  if) ::::l:::l t:;
if) C Q) IDë::i -0 al Qi= ro :::l:E ro e QJ co if) 

tl .2':
c Ul 

W [fJ 0- -.J Cf) .= « ::J ::::> 

(n)	 (taskScenario) (securityProblem) (usabilityCriteria)
 

Design Artifact 1: Specifying usability factors and usability criteria.
 

Design Artifact 2: Defining the tasks scenarios. 

USE CASE USABILITY SECURITY 
1# Title Scenario Required Features Problem Scenario Problem Scenario

1 1	 1 1 

(n) (tiUe) (uc scenario) (r feature) (u problem) (u scenario) (s problem) (s scenario)1 1 1	 1 1 

Design Artifact 2: Defining the tasks scenarios. 

Usable Security SYJ"!lmetry In~p~ction Method 
1. Usabi/ity p'iterion: (~s~]:)ilityCriterion n) 
(usabili tyCri terionD~~cript.ion  n)
 
# Usability Review IOccurrence Comments Security Review occurrence Comments
 

y j N NA	 y N 1NA 

1.1 (usabilityReview n)	 (usabilityComments n) (securityReview n) (securityComments n)I· 
1.2 (usabilityReview n)	 (usabilityComments n) (securityReview n) (securityComments n) 

- - - -"- --- ­
(usabilityReview n) (usabilityComments n) (securityReview n) (securityComments n) 

Design Artifact 3: Building USS inspection method matrix. 
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Design Artifact 4: Developing Method for goal. 

Method for goal: Log into the system 

Step 1. (stepDescription) 

Step 2. (stepDescription) 

Step n. (n) 

Method for goal: NGOMSL Operator Operator Time Sub-Total 
Log into the system Statement (Type) (secs) Execution 

(secs) Time(secs) 

(0.00) (operatorTypel (0.00) (0.00), Step 1. .. 
(0.00) (operatorTypel (0.00 ) (0.00 )Step 2... 
(0.00 ) (operatorTypel (0.00 ) (0.00 )Step n... 

(0.00 )Total Execution Time (secs)
 

Design Artifact 5: Calculating sub and total execution times.
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Task scenario: (Tn) (taskScenario)
 
Methods Sub-Execution Time(s)
 

(timeSecs 1)Method for goal: (goal 1) 
(timeSecs 2)Method for goal: (goal 2) 
(timeSecs n)Method for goal: (goal 1) 
(timeSecs n)Total Execution Time 

Design Artifact 6: Calculating the sub and total execution times for the task matrix. 

Authentication Threat (T) Vulnerability CIA Threat Overall PCiE Overall Exposure/lmpact RA Risk Reduction 
Asset/Target Rating V Op= Asset Asset TI= TR=Description (V) Strategy

AVC+ OP x TIRating Value Value
Description T+V AECClassi f1cat Exposure
 

ion
 
(asset) (T) (V) (CIA) (TR) (V) (OP) (AVC) (AVE) (TI) (TR)
 

Design Artifact 7: Perfonning the Authentication Risk-Assessment Matrix 

(For more information, see Chapter 4: The Cognitive Science Axis). 

Matrix Legend:
 

T=Thrcat.
 

V=Vulnerability.
 

CP/E=Compromise/Exploit.
 

RA=Risk Assessment
 

OP=Overall Probability Rating is the sum of the Threat and the Vulnerability Rating (OP=T+V).
 

TI=Total Impact Rating is the sum of the Asset Value Classification and the Asset Value Exposure (TI=AVC-l-A VE).
 

TR=Total Risk Rating is the product of the Overall Probability and the Total Impact (TR=OP x TI).
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D.3 Usable Security Symmetry (USS) Inspection Method Quick Setup 

A summarized quick setup process to build the USS inspection method is described below. The product key (i.e. 

(product_n) used within each step represents your own product. 

1.	 Develop a comparative analysis of the (product_n) in order to understand what the (product_n) is, how it 

works, and what types of features is contained on it. 

2.	 Undertake a classification analysis of the (product_n) from the literature review (e.g. (product_n) 

marketplace) to establish the main (product n) to be used. 

3.	 Identify the most representative (product_n) categories, and create the tasks scenarios by using the mam 

(product_n) categories identified in item 2. 

4.	 Specify Standard Primitive External operators, Standard Primitive Mental Operators, and Analyst-Defined Mental 

Operators. 

5.	 Generate a Task Description, a list of High-Level User Goals, Operators and Write Methods for Accomplishing 

Goals, and Total Execution and Leaming Times estimates for each of the (product_n) use cases. 

6.	 Identify, in parallel, the main cognitive areas of focus relating to (product_n) (e.g. perception, attention and 

memory, etc.). 

7.	 Define an appropriate cognitive architecture to be used for the defined (product_n) in order to understand how 

and what cognitive processes and their respective flows are involved for each of the (product_n). It serves as the 

basis for the development of the USS inspection method. 
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8.	 Develop an Authentication Risk Assessment matrix to identify the most critical vulnerabilities and threats related 

to (product_n). This assessment determines which Security Review should be considered within each usability 

criterion in the USS. 

9.	 Specify the usability factors and usability criteria by c1assifying and prioritizing the cognitive processes generated 

by the NGOMSL mode!. Aiso gather and analyze primary, secondary, and tertiary data available for building the 

inspection method. 

10. Plot the usability factors and usability criteria in the USS matrix. 

II. Assign one (or up to 5) security designers and/or usability professionals to examine the system on an individual 

basis. 

12. Perform the USS inspection method. 

13. Gather materials that facilitate the evaluators to become familiar with the purpose of the system and of its users 

(e.g., system specification, user tasks, use case scenarios, etc). If possible carry out the user actions that will be 

taken to perfonn the user tasks. Aiso identify and list any areas of the system that might be opposed to the 

usability principles. List ail of the concems that you note in the Comments fields. 

14. Define the rating severity of identified security problems, its rating severity representation, and recommendations, 

and also define the rating severity of identified lIsability problems, its rating severity representation, and 

recommendations. 

15. Verify and validate	 your USS by using a (product_n) business use case. For example you can make use of a 

device (e.g. MTM, BlackBeny, etc.) and an authentication method of your choice (e.g. fingerprint, hardware 

token, etc.). 



APPENDIX E 
THE GOMS FAMILY: WHICH TECHNIQUE TO USE? 

E. 1 NGOMSL versus CPM-GOMS, KLM, and CMN-GOMS 

The basic difference between execution time predictions for NGOMSL, KLM 

and CMN-GOMS is how time is assigned to cognitive and perceptual operators. 

Actually the differences relate to how large mental operators are supposed. For 

example, the NGOMSL has more M (Mental)-like operators than do the CMN­

GOMS and KLM models. A more important difference is in the character of the 

unobservable operators. There are essentially two types of operators: the ones directly 

observable when looking al human performance (i.e., motor operators) and those that 

are not or usually not observable (i.e., perceptual and cognitive operators such as eye­

movements). The KLM has a particular basic M operator that comes first each cognitive 

unit of action. NGOMSL, because it is founded on Cognitive Complexity Theory (CCT), 

constantly demands some cognitive execution lime for every slep, manipulaling goals and 

working memory, and for enlering and leaving melhods. On the other side, CMN-GOMS 

allocates no time to such cognitive overhead. But aIl three models include M-like 

operators for substantial time-consuming mental actions such as finding information 

on the screen and checking entries. As shown in Table E-l, each version of GOMS is 

applicable for specifie types of tasks and for getting particular types of information. 

The KLM and CMN-GOMS are the original models developed by Card et al. (1983). 

KLM characterizes task perfonnance as a sequence of low-Ievel operators and offers 

quantitative assessments of task performance times. CMN-GOMS requires a strict 

goal-method-operation-selection rules structure. Natural GO MS Language as aJready 

stressed in this section is an extension of CMN-GOMS that illustrates tasks in 

English-like statements. Finally, the Critical Path Method (or Cognitive, Perceptual, 
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Motor) GOMS (CPM-GOMS) (Gray et a/., 1993) extends GOMS analysis to tasks 

perfonned concurrently. The critical path in a schedule chart provides the prediction 

of total task time (John and Kieras, 1996; John and Kieras, 1996a). 

GOMS Description Design Information
 
Model Obtained
 

Card Moran and Original formulation of Operator sequences, execution 
Newell (CMN) GOMS. times and error recovery for 
GOMS sequential tasks. 
Keystroke-Leve] List of keystrokes and mouse Execution times and error 
Model (KLM) movements to perform a task. recovery for sequential tasks. 
Natural GOMS Procedure for identifying ail Functionality consistency, 
Language GOMS components expressed operator sequences, execution 

in a programming language.	 times, procedure leaming 
times, and error recovery for 
sequential tasks. 

Critical Path GOMS applied to tasks Operator sequences, execution 
Method (or performed in parallel, uses times, and error recovery for 
Cognitive, cognitive, perceptual, and sequential and paralJel tasks. 
Perceptual, motor opera tors 
Motor) GOMS (Card et al., 1983), in which 

the sequential dependencies 
between the user's perceptual, 
cognitive, and motor processes 
are mapped out in a schedule 
chart, whose critical path 
predicts the execution time. 

Table E-I : Summary of different versions of GOMS models. Adapted from John and 
Kieras (1996). 

E.2 GOMS Models Comparative Analysis 

The search and selection process to detennine the most adequate GOMS model 

with regards to the cognitive task analysis is the following: 

•	 Perform extensive research on ail GOMS models. 

•	 Narrow down the two most relevant GOMS models: CPM-GOMS and 

NGOMSL. 

•	 Develop a comparative analysis of the CPM-GOMS and NGOMSL models. 
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•	 Demonstrate the advantages of using NGOMSL model over CPM-GOMS as 

shown in Table E-2. 

•	 Adopt the most relevant model for this thesis research. 

NGOMSL Modei	 CPM-GOMS Model 

•	 Information about leaming time is provided No learning time 
only by NGOMSL model, and predictions cover predictions. Aiso relatively 
the time to leam the methods in the GOMS unspecified multiple 
model and any LTM information they requ ire. parai lei processor 

•	 NGOMSL is the only method of the four architecture in CPM­
GOMS techniques (KLM, CMN-GOMS, GOMS. 
NGOMSL, and CPM-GOMS) that makes 
leaming time predictions. These predictions are 
limited to the effects of the amount of 
procedural knowledge and related LTM 
information to be leamed, and to learning 
situations for which the coefficients have been 
empirically determined. 

•	 The relationship between the NGOMSL
 
notation and the CCT architecture is direct:
 
there is a one-to-one relationship between
 
statements in the NGOMSL language and the
 
production rules for a GOMS model written in
 
the CCT format. Therefore, the CCT prediction
 
results can be used by the NGOMSL model to
 
estimate not only execution time like KLM and
 
CMN-GOMS, but also the time to leam the
 
procedures.
 

•	 Information can be gathered about functional No such consistency
 
consistency by comparing methods and the functionality is present in
 
knowledge necessary to carry out diverse CPM-GOMS.
 
commands. NGOMSL is mainly appropriate to
 
an analysis of consistency, because the structure
 
and content ofNGOMSL methods can be
 
inspected, and the Jearning time predictions of
 
NGOMSL take this form of consistency into
 
account. That is, a consistent interface is one in
 
which the same methods are used throughout for
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the same or similar goals, resulting in fewer 
methods to be learned (Kieras, 1996). ln fact, 
transfer of training effects can be calculated by 
deducting the number ofNGOMSL statements 
in methods that are similar, to ones already 
known to the learner (Bovair et al., 1990). This 
categorization of interface consistency in terms 
of the quantitative transferability of procedural 
knowledge is possibly the most significant 
contribution of the CCT research and the 
NGOMSL technique (John and Kieras, 1996). 

•	 NGOMSL includes a more rigorous set of mies for No rigorous set of rules 
identifying the GOMS components and information 
such as the number of steps in a method, how goals 
are set and terminated, what information needs to be 
remembered while performing the task. 

•	 Because NGOMSL models specify methods in • CPM-GOMS predicts 
program form, they can characterize the only execution time 
procedural complexity of tasks, both in terrns of based on an analysis of 
how much must be learned, and how much has component activities. It 
to be executed. NGOMSL provides predictions doesn 't provide Pure 
of operator sequence, execution time, and time Learning Time. 
to leam the methods. • In addition, it's difficult 

•	 An additional component of the Pure Learning to use CPM-GOMS 
Time is the time required to memorize chunks of models due to the 
declarative information required by the intrinsic difficulty of 
methods, such as the menu names under which identifying and 
commands are found. The total learning time describing in detail how 
consists of the time to execute the training tasks pcrceptual, cognitive, 
plus the extra time required to learn how to and motor processing 
perform the tasks (i.e. the pure learning time). activities are 

coordinated in time. ­
CPM-GOMS model 
significantly 
underpredicts the 
execution time related 
to the other models. 
According to Kieras 
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Elaborated sequential architecture with a working 
memory and specified procedure knowledge 
representation. 

NGOMSL technique currently involves more M 
(mental)-like operators than CPM-GOMS, as weil as 
some cognitive overhead due to method step 
execution. 

NGOMSL takes time for the unobservable activity 
related to the production-ru le cycling assumed in the 
basic architecture and represented with the 0.1 
sec/statement cognitive overhead. 

(1994) this is to the 
conjecture of extreme 
expertise in the current 
CPM-GOMS technique: 

. .
uSll1g maxImum 
operator overlapping, 
tiner-grain time 
estimates for the 
individual operators, 
and assuming the 
minimum of cognitive 
activity allowed by the 
MHP. 

Powerful cognitive 
architecture but reJatively 
unspecified multiple 
parallel processor 
architecture. 
The main distinction with 
NGOMSL (and other 
GOMS models as weil) is 
that CPM-GOMS does not 
include M-Jike operators; it 
does not include any 
substantial cognitive 
activity associated with 
selection of methods or 
complex decisions in the 
case of the extreme 
expertise. Such cognitive 
activity is represented in 
the other GOMS variants 
with M-like operators of 
about a second in duration. 
CPM-GOMS does not take 
into account unobservable 
activity. 
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Since NGOMSL is founded on CCT, it has particular 
properties that make it unique. CCT not only gives 
estimations for execution times, but also predicts 
leaming time. NGOMSL represents methods in terms 
of a cognitive architecture that is CCT. CCT has been 
shown to provide good predictions of execution time, 
leaming time, and transfer of procedure learning 
(Bovair et al., 1990). 

CCT and NGOMSL model have bcen empirically 
validated at the keystroke-level of analysis (operators 
like DETERMINE-POSITION and CLICK-MOUSE­

BUTTON), therefore, models at that level can generate 
reliable quantitative estimates. In theory, other levels 
could be researched and empirically validated, but 
this has not yet been done (Kieras, 1996). 
There are also differences in the distribution of 
mental time. The KLM has a tendency to place 
mental time in the preparation for action, while 
CMN-GOMS mental time tends to come at the end of 
actions in VERIFY operators, and NGOMSL has 
mental time in both places. 

The GOMS family consists oftask analysis techniques that 
are related to models ofhuman information processing. 
Current research involves additional computational 
cognitive architectures, but only CCT is shown as a 
"ready-to-use" technique. Only CCT, a production-ru le 

architecture based on the seriai stage model, has been used 
as the basis for a specifie GOMS technique, NGOMSL, 
which incorporates CCT's assumptions about working 

lt is based directly on MHP 
(Card et a/., 1983), which 
is a cognitive modeling 
method used to calculate 
how long it takes to 
perfonn a certain task. As 
mentioned CPM-GOMS 
doesn't provide learning 
time, and learning transfer. 
Not empirically validated. 

Duration and dependencies 
of unobservabJe operators 
are specified in the 
templates used to construct 
the CPM-GOMS mode!. 
However, the other 
opera tors needed to 
accomplish a task and their 
dependencies make every 
critical path different, and 
no one estimate of "mental 
time" is meaningful in 
CPM-GOMS (John and 
Kieras, 1996). 
CPM-GOMS does not include 
assumptions about working 
memory management, flow of 
control, and other 
architectural mechanisms. 
CPM-GOMS is too academic 
and complex. 
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memory management, flow of control, and other 
architectural mechanisms. 

Information can be obtained about functional consistency No functional consistency. 

by comparing methods and the knowledge necessary to 
perform different commands. NGOMSL is particularly 

suited to an analysis of consistency, because the structure 
and content ofNGOMSL methods can be inspected, and the 

learning time predictions ofNGOMSL take this form of 
consistency into account. That is, a consistent interface is 
one in which the same methods are used throughout for the 

same or similar goals, resulting in fewer methods to be 

leamed. 

User authentication tasks are essentially seriai tasks so CPM-GOMS models are too 
NGOMSL is the most relevant and simpler GOMS model detai led for tasks that can bc 
for that particular type oftasks. usefully approximated by 

seriai opera tors (Kieras, 
1994). 

Non-expert behavior for leaming time. CPM-GOMS model makes an 

assumption of extreme 
expertise in the user. That is, 

they usuany model 
performance that has been 

optimized to proceed as fast 
as the MHP and information­
flow dependencics will allow. 

The user is extremely 
experienced and executes the 

task as rapidly as the MHP 
architecture permits. 

Table E-2: The advantages ofusing NGOMSL over CPM-GOMS. 
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E.3. Why GOMS Model When Compared With Other CTAs I56? 

The GOMS task analysis method has been offered as a valuable method for 

comparing different design solutions to the same user interface problem (John and 

Kieras, 1994; John and Kieras, 1996). The approach is restricted to a comparison of 

performance times for error-free expert execution of everyday (i.e. skill-level) tasks. 

On the other hand such analysis of learning and execution times involved in 

NGOMSL model which is the one used in this thesis, can be of value, particularly 

when analyzing user interaction within demanding and complex computer security 

applications including authentication tasks. Despite of the usefulness of the GOMS 

model for comparison purposes, this thesis explores the applicability of GOMS 

analysis, more specifically NGOMSL, to understand and identify the cognitive 

processes involved in user authentication and also investigate its programming-like 

capabilities for future work. This thesis is focused on NGOMSL as it assures to yield 

a thorough analysis of interaction which has a psychological basis, which in turn, 

relates strictly to the Cognitive Axis of this research work. 

But why exactly the GOMS task analysis was chosen 111 relation to other 

existent cognitive task analysis? As a matter of fact carrying out a GOMS analysis 

involves defining and then describing in a formaI notation the user's Goals, 

Operators, Methods, and Selection Rules. Most of the work seems to be in defining 

the Goals and Methods. That is, the Operators are mostIy determined by the hardware 

and lowest-Ievel software of the system, such as whether it has a mouse, for example. 

Thus the Operators are fairly easy to define. The Selection Rules can be subtle, but 

usually they are involved only when there are clear multiple methods for the same 

156 Cognitive Task Analysis (CTA) identifies aspecls of system design that place heavy demands on 
lhe user's cognitive resources including memory, attention, and decision-making. Il is used 10 

determine the thought processes lhal users follow 10 perform lasks al various levels, from novice 10 

expert. 
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goal. In a good design, it is dear when each method should be used, so defining the 

Selection Rules is relatively easy as weIl. 

Identifying and defining the user's goals is often difficult, because you must 

examine the task that the user is trying to accomplish in sorne detail, often going 

beyond just the specifie system to the context in which the system is being used. This 

is especially important in designing a new system, because a good design is one that 

fits not just the task considered in isolation, but also how the system will be used in 

the user's job context. 

Once a Goal is defined, the corresponding method can be simple to define 

because it is simply the answer to the question "how do you do it on this system?" 

The system design itself determines what the methods are (John and Kieras, 1994). 

A task description describes a generic task in terms of the goal to be 

accomplished, the situation information required ta specify the goal, and the auxiliary 

information required to accomplish the goal that might be involved in bypassing 

descriptions of complex processes. Thus, the task description is essentially the 

"parameter list" for the methods that perform the task. 

Example: A sampIe task description for deJeting text with a certain word 

processor contains the following items: 

• the goal is to dei ete a piece of arbitrary text; 

• the starting location of the text; 

• the ending location of the text; 

• a find string for locating the beginning of the text. 

E.3.1 Characterizing the User's Tasks 

Although user tasks can be characterized 10 many different ways, three 

dimensions are important for deciding whether a GOMS analysis technique is 

applicable and most suitable to the user's task: the degree of "routinized" ski]] 

involved in the user's task, the "sequentiality" of the user's task, and the degree to 
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which the interaction is under the control of the user versus the computer system or 

other agents involved in the task (John and Kieras, 1996). 

E.3.1.1 Locus of Control 

Computer system tasks can be roughly categorized into passive-system tasks 

and active-system tasks. ln passive-system tasks, the user has control over the pace 

and timing of task events; the computer simply sits and waits for inputs from the user 

(e.g. text editing in username and password fields). In active-system tasks, the system 

can produce spontaneous, asynchronous events outside of the user's control. Thus the 

user must be prepared to react to the system, which can also include other people who 

are providing information or making requests. 

E.3.1.2 Goal-Directness 

Many computer applications today are to support work-related goals: find 

information, do analyses, produce reports, and so on. In these examples, the user has 

a task goal and the application should support that goal as efficiently as possible, both 

in terms of leaming how to accomplish the goal and in essentially accomplishing the 

goal. Nevertheless, sorne applications are Jess goal-directed, like an electronic 

magazine through which a user wou Id browse primarily for entertainment as opposed 

to trying to find an article for example about a particular security breach. 

E.3.1.3 Skill Dimension of Tasks 

The skill dimension of tasks goes from one extreme of problem-solving, where 

the user does not know how to perform a task and must search for a solution, to 

routine cognitive skill, where the user knows precisely what to do in the task situation 

and merely has to identify that situation and perform the appropriate actions. The 

existing GOMS techniques apply only to the routine end of this dimension. 
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E.3.1.4 Sequential Versus Parallel Activity 

Several HCI tasks can be handily approximated as sequential application of 

operators, such as text-editing. However other tasks entail so much overlapping and 

paral1el activities that this simplification does not usefully approximate the task, as in 

the telephone operator tasks analyzed by Gray et al. (1993). Although this is currently 

only applicable to CPM-GOMS, in reality a parallel case, it is important to consider 

when a task involving sorne parallel operations can be helpfully approximated by a 

sequential mode!. Sometimes parallel operations can be represented as a simple 

modification to the sequential mode!. For example, it is rationally necessary that users 

must visually locate an object before they point at it with a mouse. In a sequential 

analysis, there would be an operator such as VISUALLY-LOCATE-OBJECT 

followed by a POINT-TO-OBJECT operator. But practiced users can locate a fixed 

object on the screen (e.g., the password field) while pointing at it with a mouse, 

meaning that these two operators can execute in para Ile!. 

E.4 Why GOMS? 

Since the introduction of The Psychology of Human-Computer Interaction by 

Card et al. (1983), the GOMS model has been a leading theory in cognitive modeling 

and has been cal1ed the most mature engineering model of human performance. 

GOMS is one of the most validated methods in Human Computer Interaction (HCI). 

GOMS models continue to be applied to the evaluation of software systems, and it 

remains an active area of scientific research. Kieras et al. (1995) lists many 

successful applications of GOMS to practical design problems. 

The GOMS task analysis method has been provided as a valuable method for 

comparing different design solutions to the same user interface problem (John and 

Kieras, 1994; John and Kieras, 1996). The approach is restricted to a comparison of 

performance times for error-free expert execution of everyday (i.e. skill-level) tasks. 
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Conversely such analysis of leaming and execution times involved in NGOMSL 

model can be of value, particularly when analyzing user interaction within demanding 

and complex computer security applications including authentication tasks. Despite 

of the usefulness of the GOMS model for comparison purposes, this thesis explores 

the applicability of GOMS analysis, more specifically NGOMSL, to understand and 

identify the cognitive processes involved in user authentication and also investigate 

and partially implement its programming-like capabilities for future work. In a 

nutshel1, this thesis is interested in NGOMSL as it assures to yield a thorough 

analysis of the user interaction which has a psychological basis, which in tum, relates 

strictly to the cognitive axis of this research work. 

Sorne important benefits of using GOMS model are the following: 

•	 Provide a step-by-step description of how users interact with your system, 

software, etc. 

•	 Predict time needed to complete tasks/goals. 

•	 Do systematic task analysis - use GOMS tasks in studies with real people. 

•	 Use GOMS to speed up iterations ofnew UI designs. 

•	 Evaluate an existing system through a GOMS analysis. 

•	 Write something for expert users who can't be bothered to help test the 

software. 

GOMS is based on the Model of Human Processor (MHP) (Card et al., 1983) 

which makes GOMS truly appropriate and relevant for the cognitive computing 

subject matter. As mentioned, the MHP model is a cognitive modeling method used 

to calculate how long it takes to perform a certain task. This engineering approach 

produces a simple model that could generate quantitative predictions for human 

performance and help designers make low-Ievel design decisions. This model 

integrates psychological knowledge of human perception and performance with the 

design process and translated those findings to a form suitable for HCI analysis. 
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GOMS models can foresee the procedural aspects of usability. These concern 

the amount, consistency, and effectiveness of the procedures that users must follow. 

Since the usability of many systems depends c10sely on the straightforwardness and 

effectiveness of the procedures, GOMS model has significant value in guiding 

interface design. The reason why GOMS models can foresee these aspects of 

usability is that the methods for accomplishing user goals tend to be tightly 

constrained by the design of the interface, making it doable to build a GOMS model 

given just the interface design, previous to any prototyping or user testing. 

Finally, data on real tasks at this level of complexity which encompasses 

computer security tasks is expensive to obtain and likely to be problematic for model 

validation. 

E.4.1 During Design - GOMS Analysis Guiding the Design 

As stated by Diaper and Stanton (2003), rather than analyze an existing or 

specified design, the interface could be designed concurrently with describing the 

GOMS mode!. That is, by starting with listing the user's top-Ievel goals, then defining 

the top-Ievel methods for these goals, and then going on to the sub-goals and sub­

methods, one is in a position to make decisions about the design of the user interface 

directly in the context of what the impact is on the user. For example, bad design 

choices may be immediately revealed as generating inconsistent, complex methods, 

leading the designer quickly into considering better alternatives. Clearly, this 

approach is possible only if the designer and analyst are closely cooperating, or is the 

same person. 

Additionally, there is little difference in the approach to GOMS analysis 

between doing it during the design process and doing it afler. Doing the analysis 

during the design means that the analyst and designer are making design decisions 

about what the goals and methods should be, and then immediately describing them 

in the GOMS modeJ. Doing the analysis afler the system is designed means that the 
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analyst is trying to detennine the design decisions that were made, sometime in the 

past, and then describing them in a GOMS mode!. For example, instead of 

determining and describing how the user does a recall_password within an existing 

RBA authentication method, the designer-analyst decides and describes how the user 

will do it. It seems clear that the reliability of the analysis would be better if it is done 

during the design process, but the overall logic is the same in both cases. 


