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ABSTRACT Network Function Virtualization (NFV) empowers Internet Service Providers (ISPs) to place
Virtual Network Functions (VNFs) efficiently in order to enhance the network performance without
incurring a high cost. In this environment, Service Function Chains (SFCs) always need to steer the traffic
through a sequence of VNF instances. Therefore, ISPs must adopt a suitable SFC embedding strategy to
bolster their revenue. However, existing VNF placement and chaining methodologies harbour unrealistic
assumptions, as they tackle the mapping problem from a generic standpoint, overlooking the distinctive
characteristics of the constituent VNFs within a chain. Hence, they are not efficient when the strict
requirements of life-critical applications, such as telesurgery, need to be satisfied. In this paper, taking
into account the strict requirements of telesurgery-like systems, we present a cost-efficient characteristic-
aware SFC mapping method for telesurgery Systems in the Cloud-Edge continuum. We formulate this
problem as a Binary Linear Programming (BLP) model to embed SFC requests at minimal cost. Also, we
propose an innovative heuristic algorithm that allocates each VNF based on its distinctive characteristics.
Simulation results demonstrate that taking the characteristics of the VNFs into account when addressing
the placement problem improves the system performance notably.

INDEX TERMS SFC mapping, network function virtualization, characteristic-aware NFV placement,

telesurgery, cloud-edge continuum.

. INTRODUCTION
LOUD service providers use network functions like
address translation, packet inspection, and firewall to
enhance performance. NFV offers cost-effective alternatives
by decoupling functions from physical devices, allowing
VMs to run VNFs, improving performance and effi-
ciency [1], [2], [3], [4]. However, concerns about reliability
arise, particularly for critical applications like telesurgery.
Different VNF types have specific attributes. For instance,
stateful VNFs like NAT require ongoing user connec-
tions, necessitating backup NATSs to prevent disconnections.
Transcoders’ placement and traffic changes impact network
performance. Considering network function characteristics
in active, backup, and update paths can lower provider
network costs. The study starts with an illustrative use
case and requirements (Section II). It then presents research

contributions and objectives (Section III). Relevant literature
is reviewed (Section IV). The problem formulation and
proposed heuristic algorithm are detailed in Section V.
Evaluation includes a comparison with another method in
Section IX. The paper concludes in Section X.

Il. ILLUSTRATIVE USE CASE AND REQUIREMENTS

A. ILLUSTRATIVE USE CASE

Fig. 1 depicts a telesurgery scenario with four geographically
distant hospitals denoted as A, D, SC, and SR. The blue line
represents the Active path for endoscopic video streaming
from D to A. The red and green paths indicate the Backup and
State Update paths, respectively. The SFC includes H.264
codec and encryption VNFs. The cloud-edge continuum
consists of nodes with varying resources and capabilities.
Nodes and VNF failures are possible, and during placement,
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FIGURE 1. Telesurgery Use Case.

TABLE 1. Model setting.

Parameter Value

Number of Nodes 20

Number of Requests 3,6,9,12,15,18,21,24

Number of VNFs per chain 4

Service Delay Threshold(ms) (d, in BLP) <100
Bandwidth Cost (Dollar/Gb) 5-20
Memory Cost (Dollar/Gb) 10 - 25

VNF License Cost (Dollar/vCPU) 100
End-user’s Load (Gbps) 0.5-3

CPU demand (per VNF) 2-8
Memory Demand (Gb per VNF) 4-16
Traffic change ratio 0.5-4

backup instances avoid being on the same node as active
instances. We focus on VNF placement and chaining,
excluding failure recovery scenarios. Table 1 provides more
information about the setting of the scenario.

B. REQUIREMENTS

provisioning telesurgery services in the cloud-edge contin-
uum requires achieving optimal VNF placement to address
key goals. Firstly, high reliability is critical due to the life-
critical nature of telesurgery [5], [6]. Ensuring redundancy
with backup VNFs allows for a swift takeover if the
active chain fails [7]. Secondly, cost-efficiency is crucial
in minimizing placement costs for both active and backup
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VNFs. It is essential to consider the unique characteristics
of VNFs in each SFC request [8]. Lastly, delivering services
with ultra-low latency is of utmost importance to maintain
the effectiveness of telesurgery.

The accepted delay in telesurgery depends on the specific
surgery being performed. Nonetheless, there are general
guidelines concerning delays in telesurgery. Researches show
that delays of 200 ms are considered ideal for telesurgery,
while 300 milliseconds is also suitable [9]. Latencies of
400-500 ms may be acceptable but can be tedious, and
latencies of 600-700 ms are difficult to deal with and
only acceptable for low-risk and simple surgeries. Surgery
becomes very difficult with a delay of 800 to 1000 ms,
and in such cases, telementoring is a better choice [9]. In
another study [10], the possibility of performing telesurgery
over long communication links has been studied. This study
has indications of successful telesurgery procedures over a
satellite link with approximately 600 ms. Overall, while the
accepted delay in telesurgery varies based on the procedure
and other factors, latency between 200 ms to 300 ms is
generally considered ideal, while higher latency may still be
acceptable for certain procedures [10].

lll. PROPOSED SOLUTION

In telesurgery systems, certain VNFs have distinct require-
ments that demand special consideration. For example,
real-time endoscopic image streaming requires maintaining
the codec state throughout the VNF chain. Similarly, VNFs
responsible for patient privacy and security should be placed
close to the network edge. Each VNF type exhibits unique
characteristics, setting it apart in terms of requirements and
capabilities. Current SFC mapping methods often overlook
these specific VNF characteristics with some unrealistic
assumptions. They assume the outgoing traffic rate of each
VNF is the same as the incoming traffic rate. Besides, a great
portion of the works suppose that the VNF is either stateless
or it is compatible with all kinds of hardware. No research
work considers all the attributes that we have considered,
namely traffic change, geo-location dependency, stateful-
ness, and hardware appropriateness. Our proposed mapping
method considers these attributes, aiming to optimize SFC
placement comprehensively. In addition to CPU, memory,
and bandwidth consumption, we also consider the following
relevant attributes for each VNF:

In/Out Traffic Ratio: Our model considers the traffic
variation resulting from VNF processing, which can cause
substantial differences between incoming and outgoing traf-
fic. This accurate representation of bandwidth fluctuations
allows for more realistic and efficient resource allocation for
SEC requests.

Figure 2(a)(a) illustrates an SFC with four VNFs, and
their active instances are denoted as 1, o2, a3, and a4. The
traffic change ratio is represented by c. Assuming the traffic
demand for this SFC request is 1Gbps, the total bandwidth
cost of the chain is calculated as: (1 x 1 x (1 +14+1))+
(1x02x1) +(0.2x3x(1+1)) = 4.4. However, if
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(a) In/Out traffic change

FIGURE 2. VNF characteristics.

traffic change is considered during VNF mapping, as shown
in Fig 2(a)(b), the total bandwidth cost of the chain reduces
to: (I1xIx1) +(Ix02x(1+14+141))+(0.2x3x1) =2.4.

Geo-Location dependency: Some VNFs are location-
dependent, such as those handling security and patient
privacy, which are better placed close to end-users. In
contrast, other VNFs like load balancers are not location-
restricted and can be placed anywhere in the cloud-edge
continuum. Our model considers the geo-location depen-
dency of VNFs for appropriate placement decisions.

Statefulness: In our model, we distinguish between
stateful and stateless VNFs. Stateful VNFs retain interaction
status, requiring constant state updates for standby instances.
Stateless VNFs, on the other hand, don’t need state
updates during mapping. Considering statefulness is crucial
for optimal VNF placement and chaining in telesurgery
scenarios.

To illustrate the statefulness characteristic, we refer to
Fig. 2(b) where «2 and o4 are stateful, while «1 and «3 are
stateless. considering updates between the active and backup
paths, p denotes the state update ratio, and ¢ represents the
traffic change ratio. Fig. 2(b)(a) shows the mapping without
considering statefulness, resulting in a total update cost of:
1Ix01lx(I+14+141)4+©0.6x04x(1+1))=0.88.
However, in Fig. 2(b)(b), a better placement considering
stateful characteristics reduces the update cost to: (1 x 0.1 x
(14+1))+ (0.6 x 0.4 x 1) = 0.44. This emphasizes the need
to consider VNF characteristics during mapping for effective
placement.

Hardware appropriateness: In VNF placement, specific
hardware requirements for each VNF are crucial. For
example, DPI may require hardware-accelerated encryption,
and IDS functions might have specific hardware demands.
Considering the suitability of server hardware for each VNF
is essential for realistic VNF placement. AWS offers various
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(b) Statefulness

volume types with different IOPS capacities, such as io2
volumes, making them ideal for performance-intensive and
critical applications. Leveraging such specialized volume
types optimizes VNF performance effectively.

In a nutshell, the contributions of this paper can be

summarized as follows:

o Considering memory, CPU, bandwidth, and geo-
locations in the substrate network on the one hand,
and the requirements of the telesurgery systems and
characteristic-based requirements of the VNFs in each
SFC on the other hand, we formulate the VNF place-
ment problem as a BLP model, aiming to minimize the
embedding cost for each SFC request.

« We propose a novel algorithm to place and chain
VNF instances while respecting the requirements of the
telesurgery systems.

Our research provides novel insights for VNF placement
optimization, particularly within the context of telesurgery.
To the best of our knowledge, this is the first paper to discuss
the characteristic aware SFC mapping for reliable telesurgery
systems in the cloud-edge continuum.

IV. RELATED WORKS

Our characteristic-based SFC mapping perspective is novel
compared to existing works. Some papers have partially
focused on VNF characteristics, but none of them considered
all the specific characteristics in the mapping process. For
example, in [11], the authors proposed a method based
on network resource utilization but neglected specific VNF
characteristics. In other works, such as [2], the focus was
on fault-tolerant placement of stateful VNFs, but they did
not address the dynamic mapping of VNFs in a cloud-
edge continuum. Similarly, works in [1], [12], and [13] had
different objectives and did not involve VNF placement.
While some papers like [14] and [15] addressed specific
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aspects of VNF optimization, they did not provide complete
VNF placement algorithms. We also compared our model
to SFC-EP [16], which dealt with geo-distributed cloud
systems, but our approach is distinct in considering all VNF
characteristics for optimal mapping in telesurgery systems.

V. SFC MAPPING PROBLEM

A. PROBLEM DESCRIPTION

In geo-distributed servers, ISPs should make an optimal plan
to embed SFC requests. Since VNFs can be flexibly placed
at various network locations for various SFC requests, ISPS
need to decide on the optimal placement of each request.
The traffic of SFC requests should traverse a series of VNF
instances, and the SFC mapping can influence the cost of
CPU, memory, and links. Therefore, ISPs should focus on
placing and chaining VNF instances for SFC requests to
reduce costs and ultimately improve their revenue.

B. BLP FORMULATION

The VNF placement problem inherently involves binary
decisions, where each VNF may either be placed on a
server or not. The binary decision variable framework of
BLP aligns well with the nature of VNF placement, making
it a suitable choice for capturing these discrete placement
choices. Besides, as we need to efficiently allocate resources,
the linear programming approach provides an effective means
to optimize these allocations. Moreover, BLP has been
effectively utilized in diverse network optimization problems,
yielding positive outcomes. The track record of BLP’s
success in related fields bolsters its credibility when applied
to VNF placement. Considering these points, here we use
BLP to model our problem.

Consider a network G, in which the nodes are represented
by the set F, and links by the set E, where f € F and e € E.
A service request r is denoted as r = (G, ¢, d;), Where ¢; is
the demanded bandwidth, and G; = (Q;, V;) represents the
service function graph for request r. Q; is the set of requested
VNFs, and V; is the set of virtual edges for request r. To
be realistic, we avoid fixed capacities for each type of VNF.
Instead, instances of each type are dynamically instantiated
based on the user’s demand. This approach allows for more
flexibility in resource allocation according to specific SFC
request requirements.

The objective is to minimize the cost of active and backup
paths for each request, including the cost of SFC mapping
and state updates.

R Q V: E
A= Z Z <Z Z Bebr,qzr,q,v,e

r=1 q=1 \v=1e=1

n i (Cfﬂ'r,q + Mf‘l—’r)q)ur,q’f> (1)

1 1 - Wr,q|Qr,q — &

Eq. (1) represents the bandwidth, memory, and CPU costs
of the active path in request r. Here, 1, q, v, and e represent the
requests, VNFs, virtual links, and physical links, respectively.
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B. denotes the bandwidth cost of a unit load (1Gbps) on
link e € E, and b, q shows the bandwidth demand for VNF
q in request r, which is equal to the outgoing traffic of VNF
q in request r:

brq = Crq X arq )

in which a; q is defined as:

Sr ifqg=1
otherwise

3)

ar,q br,qfl

Constant bandwidth demand for the function chain in
each request was commonly assumed in literature [16], [17],
[18], [19], [20]. However, to address the varying incoming
and outgoing traffic of VNFs, it is necessary to recompute
the outgoing traffic based on the incoming traffic a; 4 and
traffic change ratio ¢, q. We use the binary variable z; g v e to
indicate whether link e € E is used to host virtual link v € V;
and forward traffic of VNF q in request r when embedding
the active SFC. Variables Mr and Cr are used to calculate
the path’s memory and CPU costs, respectively. The binary
variable uy q ¢ indicates whether node f is used to place an
instance of VNF q in request r in the active path. Considering
the geo-location dependency of each VNF, we calculate the
absolute difference between ¢; (proximity of node f € F to
the edge) and or,q (preference level for placing VNF q in
request r close to the edge). Smaller absolute differences
indicate more suitable nodes for hosting VNF q in request
r. For location-independent VNFs, the variable wy ¢ nullifies
the geo-location dependency.

R Q V. E
B= Z Z (Z Z Bebr gt g,v.e
r=1 g=1 \v=1e=1
F
2

f=1

(Cfnr,q + Mf\yr,q)or,q,f @)
1- Wr,q|Qr,q — &

The backup path’s bandwidth, memory, and CPU costs for
SFC request r are calculated using Eq. (4). The binary
variable x; g v indicates link usage for forwarding VNF
traffic in the backup SFC. Additionally, the binary variable
Or,q,f sShows whether node f'is used to place a backup instance
of VNF g in request r.

R Q& E

C= Z Z Z Bekr,qyr,q,e (%)

r=1 q=1 e=1

Eq. (5) calculates the cost of continuous state updates from
each active instance to its corresponding backup instance in
request r. The stateful characteristic of VNFs is considered
during the SFC mapping process. The variable k; q represents
the state update rate of VNF ¢ in request r:

Krq = Prq X arg (6)

in which a; 4 is determined by Eq. (3). We set p; q = 0 for
stateless VNFs to differentiate them from stateful ones. The
number of update paths equals the number of stateful VNFs
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in the active path. There are no CPU and memory costs in
the update paths as no VNF placement is needed in these
paths.

R Q
D= Z ¢fgf+ZZ urqf"‘orqf rq(1 Urqf)
r=1 q=1

(7

Eq. (7) represents the licensing and site costs. It includes
the site license cost of node f € F, denoted as gr, and the
license cost of VNF g in request r, denoted as h;q. The
binary variable ¢ indicates whether a request uses node
f. Additionally, v;qf is used to avoid redundant license
costs by reusing already deployed instances, thereby reducing
overall licensing expenses. We minimize the costs incurred
by the bandwidth, memory, CPU, and licensing in the active,
backup, and update paths of all requests while considering
the characteristics of each VNF type.

minimize A+B+C+D (8)
7,U,X,0,Y,d,T
subject to:
R Qr
> urqiongr=0.Yf € F ©)
r=1 q=1

Constraint (9) guarantees that if node f € F is used to place
VNF ¢ in request r in an active path for request 7, it cannot
be used to place the backup instance of the same VNF for
the same request.

R Q
ZZ(qu)’rqe +Zbrq quve+xrqve)>
r=1 gq=1
fBWe,VeGE (10)
R Q
Z Z ‘Dr,q(ur,q,f + 0r,q,f) <us,V¥feF (11)
r=1 q=1
R Q
Z Z ﬂr,q(ur,q,f + Or,q,f) <é,VfeF (12)

r=1 q=1

Constraints (10), (11), and (12) guarantee that the con-
sumption of bandwidth, memory and CPU cannot exceed
the available resources respectively.

Qr T
Z(ZZA bqurqve

q=1 \v=1e=1
F

+ Zur,q,fAr,qar‘q> + :lr,a <d,VreR (13)
f_

2<ZZA brainave

q=1 \v=Ie=1
F

+ Zor,q,fAr,qar‘q> + :lr,b <d,VreR (14)
f=1
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Constraints (13) and (14) guarantee respectively that the
delay of the active path and backup path respect the
maximum tolerated delay of each request, in which J; , and
Jp are delay from the source to the first VNF of SFC; in
the active and backup path respectively.

F
Y urqr=1.VreR VgeQ (15)
f=1

F
D ogr=1,¥reR VgeQ (16)

f=1

Constraints (15) and (16) guarantee the presence of at
least one node to host instances of each VNF in the active
and backup paths of request r, respectively. For a concise
list of symbols and variables, refer to Table 2.

Theorem 1: Characteristic Aware SFC mapping problem
is NP-hard.

Proof: Let A be the characteristic aware SFC mapping
problem and B be the bin packing problem, proven to
be NP-hard [21]. Problem B involves packing items with
weights w into bins with capacities ¢, aiming to minimize
cost while not exceeding the bins’ maximum capacity. To
show the NP-hardness of problem A, we demonstrate that
an instance of problem B can be reduced to an instance of
problem A.

An instance of problem B can be transformed into an
instance of problem A in the following way: i) consider
each item in the bin packing problem as a VNF in the SFC
placement problem, ii) set the integer weight of each item
to be equal to the characteristic-based resource requirement
of each VNEF, iii) consider the total number of available bins
as the total number of substrate nodes, iv) set the capacity
of each bin to be equal to the available resource in each
substrate node, and v) consider that each item is placed in
only one bin, as a VNF is placed in only one of the substrate
nodes. In this way, we can reduce problem B to problem A.
Considering this, if A is not NP-hard, then B is also not NP-
hard (since B is reducible to A), which is a contradiction.
Therefore, it can be concluded that A is also an NP-hard
problem. |

VI. CHARACTERISTIC AWARE SFC MAPPING FOR
TELESURGERY SYSTEMS (CASMAT)

Our characteristic-aware SFC mapping heuristic algorithm
aims to optimize VNF placement based on their specific
properties, such as outgoing traffic and state update rate.
The algorithm prioritizes user requests with more stringent
requirements and ensures that VNFs with higher outgoing
traffic are placed closer to succeeding VNFs. Additionally,
backup instances are located near active instances to
minimize network bandwidth consumption. By considering
these aspects, the algorithm provides efficient and effective
SFC mapping for telesurgery systems in the cloud-edge
continuum.
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TABLE 2. Symbols and definitions.

Notation | Definition
Network Inputs
F Set of nodes
E Set of links
G Infrastructure network graph G = (F,E)
BW, Bandwidth of link e € E
[T Memory of node f € F
& CPU capacity of node f € F
JANS Delay of unit load (1Gb) on link e € E
93 Site license cost of node f € F
B, Bandwidth cost of unit load (1Gbps) on link e € E
M Memory cost for unit resource (1GB) on node f € F
Cs CPU cost for unit resource (vCPU) on node f € F
Service Inputs
R Set of all service requests 7€ R
Q. Set of VNFs in request r
V. Set of virtual edges in request r
G, Service function graph G, = (Q,,V,) for request r
Ar~q Delay of VNF ¢ in request r for processing unit load
W, Set of location dependencies for VNFs in SFC request r,
we W, we {0,1}
K. Set of statefulness characteristics for VNFs in request r,
keK,,ke{0,1}
o, Set of preference levels of choosing a node close to the
edge for request 7, 0 € ©,,0< 0 <1
Cr.q Traffic change ratio of VNF ¢ in request r
Wrg Location dependency of VNF ¢ in request r, 1 if VNF ¢
is location dependent, and 0 otherwise
Pr,q State update ratio of VNF ¢ in request r
hy License cost of VNF ¢ in request r
Q. Set of VNFs requested by SFC request r, q € Q,
Sy Bandwidth demand in request r
v, Set of memory demand in SFC request r, { € ¥,
II, Set of CPU demand in SFC request r, ™ € I,
d, The maximum tolerable delay in SFC request r
Variables
Uy g ¢ 1 if an instance of VNF ¢ in request r is placed on node
f € F on the active path, 0 otherwise
Orq,f 1 if an instance of VNF ¢ in request r is placed on node
f € F on the backup path, 0 otherwise
Zrq,v,e 1 if link e € E hosts virtual link v € V, for forwarding
the traffic of VNF ¢ in request 7 to the next VNF when
embedding the Active SFC for request r, 0 otherwise
Xr,q,v,e 1 if link e € E is used to host the virtual link v € V. for
forwarding the traffic of VNF ¢ in request r to the next
VNF when embedding the Backup SFC for request r, 0
otherwise
Yr,a.e 1 if link e € E is used in the update path of VNF g in
request 7, 0 otherwise
Vr,q,f 1 if an instance with the same type of requested VNF ¢
in request i is already deployed on f
fors 1 if node f is used by a request, 0 otherwise
Other symbols
Ce Proximity level of the node f € F to the edge, 0 < (y <1
[ Preference level for placing VNF ¢ in request r close to
the edge, 0 <, 4 <1
ar g Incoming traffic to VNF ¢ in request r
by g Bandwidth demand for VNF g in request r
ky g State update rate of VNF g in request r
D A vector that holds the value of ¢ for all nodes, ¢p¢ € &
Ar,q,f Characteristic-aware rank value of node f for location-
dependent VNF q in request r
)‘LT(M Characteristic-aware rank value of node f for location-
independent VNF q in request r

In the next step, we compute kf as the general rank of
each node according to the Eq. (17).
E¢
i=ax Tt fxmt(l—a—p)x) xe

e=1

A7)
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where 7y and m¢ denote the remaining CPU and memory
of node f respectively. Besides, x. represents the remaining
bandwidth capacity of edge e. The set Ef denotes the
set of all connected links to the node f. The weights «
and B are used to bias node selection by focusing on
either node resources or aggregate bandwidth resources.
Indeed, considering a situation where most nodes have high
capacities, the placement should focus more on the quality
of outgoing links towards other nodes and vice-versa. Hence,
these parameters can be considered for intensification or
diversification during the search process for the most suitable
candidate node.

For each request, we calculate the preferred place of each
VNF as:

q
Urq= Y Orax (18)

a=1

in which, 6; is the geographical distance between the patient
side and surgeon side in request r, and Oy 4 is calculated as:

Ry
Orq = 4 (19)
PIARE
where:
1+1
a
R g = Lzt B (20)
ar,q

In this equation, arq is calculated according to Eq. (3).
Here, [+1 refers to the node after the last VNF, which is
naturally the destination node.

In the next step, for each VNF, we search for candidate
nodes according to Uy q and place the VNF on the candidate
node with the highest characteristic-aware rank value. In
the case of dealing with a location-dependent VNF, we
calculate the characteristic-aware rank of each node as
follows by taking edge proximity preference and license cost
into account.

yie+ (1 —y)urqr

Jqt= (21)
. |Qr,q — &l
In the case of a location-independent VNE, the
characteristic-aware rank is simply calculated as:
J;,q,f =yki+ (1 —Y)urqr (22)

Afterward, we place backup instances for each active
instance, considering the proximity between them, which is
more beneficial for stateful VNFs with higher state update
rates. For VNFs with higher update rates, we search within
a radius of %, while for those with lower rates, we use
a radius of p.q'l“he k-shortest path with the lowest delay is
chosen between the backup instances of VNF g and VNF g-/
within the same request. If the total delay does not meet the
constraint, the placement process is repeated with increased
freedom based on Uy 4. If no placement meets the delay
constraint, the request is rejected.
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Let’s break down the cost components, considering both
capital expenditure (CapEx) and operational expenditure
(OpEx) aspects:

o Active Path Cost (Eq. (1)):

— Bandwidth Cost:

+ CapEx: B, represents the bandwidth cost of a
unit load (1 Gbps) on link e € E. This is a
one-time capital cost.

* OpEX: by q is the bandwidth demand for VNF q
in request r, determined by c;q (traffic change
ratio) and ar,q (incoming traffic). The bandwidth
cost is incurred continuously during the opera-
tion.

— CPU and Memory Costs:

+ CapEx: Cr and My are constants representing
CPU and memory costs, respectively, for node
f € F. These are one-time capital costs.

% OpEx: The costs are related to the usage of nodes
for placing VNF instances in the active path
(ur,q,f). The proximity of nodes to the edge (¢f)
is considered, impacting the OpEx.

o Backup Path Cost (Eq. (4)):
— Similar breakdown as Active Path Cost: Bandwidth,

CPU, and Memory costs, with similar considera-

tions for OpEx and CapEx.

o Update Path Cost (Eq. (5)):

— Bandwidth Cost: Similar to the Active Path, but
specifically for continuous state updates from active
to backup instances.

o License Cost (Eq. (7)):

— CapEx: gr represents the site license cost for node
f € F, and h; 4 represents the license cost of VNF
q in request r. These are one-time capital costs.

— OpEx: Incurred for the usage of nodes and VNF
instances, with considerations for license reuse
(ur,q.f) to reduce overall licensing expenses.

It is worth mentioning that CapEx is primarily associated
with constants like bandwidth cost, CPU and memory
costs, and licensing costs, while OpEx is mainly driven
by the continuous usage of resources, including bandwidth,
CPU, memory, and licensing, as well as the state update
Ccosts.

Algorithm 1 encapsulates the essence of the SFC mapping
procedure.

VIl. COMPUTATIONAL COMPLEXITY

To analyze the complexity of the algorithm, we need to
examine the key operations and loops. For the initialization
section, there is no significant complexity. Sorting the
user requests based on aggregated requirements has a time
complexity of O(R log R), where R is the number of user
requests. To iterate over requests, we have an outer loop
and an inner loop. the computational complexity for iterating
over the user requests is O(R). Sorting the candidate nodes
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Algorithm 1: CASMaT
Data: G: network graph, R: user requests, 3: search
limit
Result: VNF mapping

Sort R based on the aggregated requirements

for f € F do
| Compute «7 using Eq. (17)

for r € R do
for g € O, do
Compute Uy,q using Eq. (18)
if w; g =1 then
| calculate I g r based on Eq. (21)
else
L calculate .'I;’q’f based on Eq. (22)

Sort candidate nodes in radius g of Uy g, based
on the characteristic-aware rank Place active
instance of VNF; 4 on the node with the highest
rank
if g # [ then

find k-shortest paths between active

L instances of VNF; 4 and VNF; 4 |

select path with the lowest delay
Sort candidate nodes in radius kiiq of grq.
based on the characteristic-aware rank
Place backup instance of g 4 on the node with
the highest rank

if constraints respected then
restore g to the default value

Confirm removal of the nodes and links capacities
| Recompute «y for the hosting nodes

else
if stop < then
Decrease g
Remove currently hosting nodes from the list of
candidate nodes
Redo the for loop in 1

else
| Reject the request

based on the characteristic-aware rank has a time complexity
of O(CpaxlogCmax)- Placing an active instance has the com-
plexity of O(1). Finding k-shortest path has the complexity
of O(K;gq.(|E| + |V|Log|V|)). Sorting the candidate nodes
for the backup instance has a computational complexity
of O(CpaxlogCmax), and placing a backup instance has
the complexity of O(1). Constraint checking and parameter
adjusting have the complexity of O(1). If we integrate
these complexities into the overall complexity analysis, the
complexity of the algorithm can be approximated as:

ORlogR+F -Ef + R - (¢ + Ciax log Cinax + ki g - (|E| +
[VIlog[V1)))
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Therefore, in the worst case, the total computational
complexity is polynomial in terms of input parameters.

VIIl. COMPLIANCE WITH EXISTING TELESURGERY
PLATFORMS

Several prominent telesurgery platforms, such as the da
Vinci Surgical System [22], Telelap ALF-X [23], and Raven
IT [24], exhibit a lack of presumptions concerning the
technical implementation of the requisite networking plat-
form. These platforms prioritize the fulfillment of reliability,
latency, and bandwidth requirements, showcasing an agnostic
stance toward the underlying networking technology. As
for networking platforms, the prevalent adoption of 5G
technology presents another noteworthy networking plat-
form. Given its complete compliance with Network Function
Virtualization (NFV), 5G emerges as a key technological
enabler for the realization of advanced networks [25].
Additionally, the Anvari Telesurgery System has successfully
linked a rural and an urban hospital in Canada by leveraging
commercially available networks, such as Virtual Private
Networks (VPN), specifically tailored for telesurgery appli-
cations [26]. Its utilization of standard networking protocols
and infrastructures positions it as amenable to integration
with a Virtual Network Function (VNF)-based platform.

IX. PERFORMANCE EVALUATION

This section presents the results of our performance eval-
uation for CASMaT, our proposed SFC mapping method
in the Cloud-Edge Continuum. As CASMaT is the first
characteristic-aware SFC mapping research, there are no
existing state-of-the-art algorithms to directly compare it
with. The only related paper, [11], also lacks consideration
of VNF-specific characteristics. However, we compared
CASMaT with [16], which does not consider the specific
characteristics of each VNF type but focuses on the utilized
and remaining network resources for VNF placement. This
comparison allowed us to assess the effectiveness of our
proposed algorithm.

A. EXPERIMENTAL SETUP

We used a customized version of “topology-generator” [27]
to create various network typologies for evaluating our
proposed SFC mapping method. The base scenario includes
20 servers randomly connected to routers through 2 to 4 links
each. We considered 2 end-users with different requirements
and locations. The delay threshold for each request was
set to 100 ms, meeting the ideal latency requirement for
telesurgery. To simulate the varying network conditions, the
available bandwidth for each link varies between 1Gbps
and 10Gbps during the simulation. Details of all simulation
settings are shown in Table 1.

B. PERFORMANCE METRICS
To evaluate the effectiveness of the proposed algorithm, the
following performance metrics are considered:
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1) Total cost (Dollar): The sum of all costs, including
operational cost, communication cost, and licensing
cost. The reduced total cost is a measure of the cost-
efficiency of a VNF placement algorithm.

2) Latency: The average duration for fulfilling a request,
which includes both computation and communication
latency between the two end-users.

3) Latency Gap: The gap between the average requested
latency and the average achieved latency. A reduced
gap indicates the capability of the method to avoid
over-provisioning.

4) Proximity Conformity: The gap between the requested
conformity level and the achieved conformity, and is
indicative of how successful the placement method has
been in respecting the preferred conformity level of
the VNFs.

5) Number of Used Nodes: The total number of nodes
utilized to map a requested SFC. this includes the
nodes for both Active and Backup paths.

6) Resource Utilization: It is defined as the total amount
of the utilized resources on a server to serve a request.
As the resources on each server encompass CPU and
memory resources, the resource utilization results are
depicted in form of two figures.

C. RESULTS AND DISCUSSION

Performance metrics are used to compare the simulation
results of our method with that of SFC-EP. In each of the
figures, the BLP shows the result of the presented Binary
Linear Programming, and CASMaT shows the result of the
presented heuristic algorithm.

In Fig. 3, our proposed method improves the total cost
compared to SFC-EP. However, BLP outperforms CASMaT
since it considers all possible placements for each VNF,
while CASMaT focuses on characteristic-aware locations.
The cost variations of each method are displayed on top of
the bars.

Fig. 4 shows the average delay for each method as a
function of the number of requests, ranging from 3 to 24.
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CASMaT displays a higher latency than the other methods,
but this delay is not an issue for the service provider as
long as the services are provided within the user’s requested
delay constraint. It is important to note that the placement
of VNFs is from a service provider’s perspective, and the
SFCs’ delay is not reduced at the expense of consuming
more network resources.

Fig. 5 shows the delay gap between requested and
achieved latency. A higher gap indicates better performance,
ensuring services are provided with lower latency, even if it
consumes more network resources. However, we aim to avoid
significant gaps, maintaining a balance between meeting user
requirements and optimizing resource utilization for cost
efficiency.

In Fig. 6 we have compared how conformant each method
is to the required edge conformity level, according to the
conformity attribute of each VNF. As we can see in this
figure, SFC-EP has no sense of conformity, hence the average
conformity level is always around 50%, whereas in CASMaT
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the conformity varies between 93% and 70%, and it always
outperforms that of SFC-EP.

In Fig. 7, we compare the number of nodes used by each
method. Each request requires two SFCs with four VNFs
each, totaling eight VNF placements per request. However,
multiple requests can share the same servers for their VNFs.
CASMaT uses fewer nodes compared to SFC-EP, although
it doesn’t perform as well as BLP. This reduces resource
usage and improves cost efficiency.

In Figs. 8 and 9, resource utilization is the same across
all three methods. Each method allocates only the necessary
resources that VNFs fully utilize. Any additional resources
required when sharing VNFs are added at that time. Thus,
the three methods use the same amount of resources both
in theory and practice.

To evaluate the scalability of the proposed method and
also compare it with a state-of-the-art algorithm, we scaled
the number of the requests in the simulation to 200 requests
and compared the results with SFC-EP and also the SFC
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deployment algorithm presented in [28]. As Fig. 10 shows,
CASMaT outperforms SFC-EP in most cases, but in a high
number of requests, SFC-EP is too close to CASMaT, and
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even in some points better than it. However, Palos does
not perform as well as CASMaT as the number of requests
scales.

We have also evaluated the conformity level of these three
algorithms and presented the results in Fig. 11. The SFC-EP
and Palos placement algorithms lack consideration for the
specific requirements necessitating the proximity of certain
Virtual Network Functions (VNFs) to the network edge.
This absence of accommodation for edge-centric placement
criteria is evident in the evaluation results, where an apparent
randomness in conformity levels is observed.

X. CONCLUSION
This paper addresses characteristic-aware SFC mapping for
telesurgery scenarios in the cloud-edge continuum. The goal
is to optimize VNF placement cost while meeting the service
delay threshold. A BLP is formulated to tackle the NP-hard
problem, and a heuristic algorithm, CASMaT, is proposed.
CASMaT is evaluated against SFC-RP and BLP, showing
superior performance in total cost, proximity conformity,
number of used nodes, and avoiding excessive network
resource utilization for lower latency. Besides, it has also
been compared with Palos in a scaled network and exhibited
a lower growth rate in the total cost. As the future work,
it is recommended to concentrate on the failure recovery of
the proposed method.
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